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[bookmark: _Toc225142463]Overview 
An agency or body subject to Part 4 of the Privacy and Data Protection Act 2014 (Vic) (PDP Act) must undertake a Security Risk Profile Assessment (SRPA) and develop a Protective Data Security Plan (PDSP). 
Section 89 of the PDP Act states that within 2 years after the issue of protective data security standards applying to an agency or body, a public sector body Head: 
· must ensure a protective data security plan is developed for the agency or body that addresses the [Victorian] protective data security standards applicable to that agency/body
· must ensure the plan addresses compliance by any contracted service provider where they hold, use, manage, disclose or transfer public sector data for the agency/body, and
· reviews the protective data security plan if there is a significant change in the operating environment or the security risks relevant to the agency or body or otherwise every 2 years. 
The PDP Act also states that the public sector body Head for the agency or body must ensure that a copy of the protective data security plan is given to the Information Commissioner.
[bookmark: _Toc225142465][bookmark: _Toc225142464]What constitutes a significant change
While there is no statutory definition of significant change, the PDP Act does state that if there is a significant change in the operating environment or the security risks relevant to the agency/body, then it must review its PDSP.
When trying to determine what may constitute a significant change, the agency/body should consider: 
· the type of change
· any information security risks relating to the change, and 
· its operating context.
Significant changes may result from:
· Machinery of Government (MoG) changes 
· altered staffing/resourcing arrangements
· new or amended legislation
· adjustments to work functions or business operations
· altered operating environment (e.g., a large scale move to remote working)
· new or altered information systems (including where a third-party provider manages this system on behalf of the organisation)
· altered service provider arrangements, where the provider accesses, uses or manages information or information systems on the organisation’s behalf (e.g., CenITex to manage the organisation’s ICT network). 
What to do if there are significant changes to the operating environment or security risks 
Where an agency/body identifies that it has undergone a significant change to its operating environment or security risks it should:
1. Assess the impact of the change, in consultation with any impacted parties.
2. Complete the Notification of significant change form (below) and send it to security@ovic.vic.gov.au. Any person authorised by the public sector body Head can submit the Significant Change Notification form to OVIC.

OVIC’s ISU will then review the information provided and advise the agency/body on next steps. 

If the ISU advises the change does meet the threshold, the agency/body should then:

3. Undertake an updated SRPA (in consultation with contractor service providers) to capture new or changed information security risks. Any changes should be reflected in the organisation’s risk register.
4. Review the organisation’s most recent PDSP. 
5. Assess whether the PDSP requires amendment, based on any new or changed information security risks, updates to the operating environment, or proposed risk treatments. 
6. Submit a signed copy of the reviewed PDSP to the Information Commissioner as per the agreed upon date. The updated PDSP must be signed by the public sector body Head. 
[bookmark: _Toc225142466]Ongoing information security reporting to OVIC 
	Deliverable
	Timeframe

	Provide OVIC with an Attestation by the public sector body Head.
	Annual

	Submit a PDSP (including an Attestation) by the public sector body Head.
	Biennial (every 2 years)

	Submit a reviewed PDSP to OVIC, if there is significant change to the organisation’s:
· operating environment, and/or
· security risks. 
	In consultation with OVIC[footnoteRef:1] [1:  Organisations submitting an ‘out of cycle’ PDSP must continue to adhere to the regular reporting cycle.] 
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The Significant Change Notification form is captured on the following page
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	[bookmark: _Form:_Notification_of][bookmark: _Toc225142467]Form: Notification of Significant Change 
Victorian Protective Data Security Framework and Standards


	Under section 89(4)(a) of the Privacy and Data Protection Act 2014 (Vic) (PDP Act), a public sector body Head must ensure that the Protective Data Security Plan (PDSP) developed under section 89(1)(b) is reviewed if there is a significant change in the operating environment or to the security risks relevant to the agency/body.
Submit this form to the Information Security Unit (ISU) within the Office of the Victorian Information Commissioner (OVIC) to notify that an agency or body subject to Part 4 of the PDP Act has identified a potential significant change.
The purpose of this form is to assist the ISU in determining whether: 
· there has been a significant change
· the change requires your organisation to submit a reviewed and updated PDSP (including any updated timing), and
· your organisation should have regard to specific security or operational risks.



[bookmark: _Toc225142468]Part A: To be completed by agency/body
I, Click here to enter your full name, am authorised to notify the Victorian Information Commissioner that Click here to enter the name of the agency/body has identified that a potential significant change has occurred or will occur impacting the agency or body.

	Description of the change(s) impacting the agency / body.
	Click here to enter description of the change
	List of impacted organisations and / or parties.
	Click here to list the impacted organisation(s) and parties
	Expected date or date the change occurred.
	Click here to enter a date.

	Does your current PDSP account for the risks and treatments (controls) associated with this change?
	Yes ☐

	
	No ☐


[CHOOSE A PROTECTIVE MARKING]
Phone: 1300 00 6842
Email: security@ovic.vic.gov.au
PO Box 24274
Melbourne Victoria 3001
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[CHOOSE A PROTECTIVE MARKING]


	[image: Warning with solid fill] 
	Only complete the below fields if the agency or body is formally ceasing / being abolished / amalgamating.

	Describe how the organisation intends to manage the information assets / systems following cessation of the agency or body.[footnoteRef:2]  [2:  Ongoing management could include the transfer or disposal (archival or destruction) of information or system assets to the Public Records Office of Victoria, an existing agency/body or a new agency/body. ] 

This may include reference to where the information is transferring and who will be managing this material. 
	Click here to enter description
	Provide a contact for the ongoing management of these assets.
	Click here to provide a contact


	Print name:
	Click here to enter text.

	Position title:
	Click here to enter text.

	Date:
	Click to enter a date.

	Signature:
	



Once all relevant fields are complete, send a copy of this form to OVIC’s ISU at security@ovic.vic.gov.au where it will be reviewed by members of unit. They will provide further guidance which will inform next steps.

[bookmark: _Toc225142469]Part B: To be completed by OVIC Information Security Unit
	Reviewed by ISU member
	Click here to enter name
	Date of review by ISU
	Click to enter a date
	Outline if any further information is required by ISU
	Click here to enter request for further information
	Does the information provided in Part A of this form constitute a significant change?
	Yes ☐

	
	No  ☐

	If yes, a reviewed PDSP to be submitted to OVIC by:  
	Click to enter a date.
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