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A reminder — Today’s session
is being recorded.
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We acknowledge the Wurundjeri people of the Kulin Nation as the
Traditional Owners of the land from which we are presenting

Acknowledgement togay.

of Country .
We pay our respects to their Elders, past and present, and

Aboriginal Elders of other communities who may be with us today.
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Housekeeping - What to be aware of

S
@,\

Cameras and mics have been

muted to minimise disruptions.

OVI c Office of the Victorian
Information Commissioner

Today's session is being
recorded.

.9

A copy of OVIC's slides and

the recording will be made

available in the coming days
on our website.
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Housekeeping — How to engage

D S

Cha Q&A
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People Raise React View
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Controls Notes Rooms Apps

N J
NI ER
More Camera Mic Share

If you want to ask a question,
type your question into the Teams
Q&A channel. You select

Regular chat functionality in
Teams has been disabled in this

webinar. anonymous if you prefer to hide
your name.
?
® 00 -y_
l R
o

Mics and cameras will be turned
off during the speakers'
presentations.

Time permitting, mics and cameras
will be turned on for verbal
questions after each speaker.

Ask a question by raising your
hand and coming off mute when
called upon.

OVI c Office of the Victorian
Information Commissioner
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Housekeeping — Use of Al tools

OVIC’s position on the use of generative Al in
meetings with OVIC

A PDF document of this information is available to view and download here.

Slides and a recording of this session will be made
available in the coming days.

As such, we ask for that no Generative Al tools are
used to take notes or record this event. We will
remove users/tools who do so.

https://go.vic.gov.au/4fM303t
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What we’ll explore today

The Information Security Incident Notification Scheme

The latest Incident Insights Report — themes and trends

Hear from our guest speaker, Dr. Carl A. Gibson

Questions
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Information Security Incident
Notification Scheme
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The Incident Notification Scheme

Information security incidents routinely impact all types of public
sector information, held in a variety of formats.

For organisations and agencies

Home / Privacy / Resources for organisations / Information security and privacy incident natification form W h at S O rt Of i n C i d e n tS a re C a pt u re d u n d e r t h e S C h e m e ?

The Scheme falls from VPDSS element E9.010, under which VPS
organisations should notify OVIC of incidents that have an adverse

Information secu rity and impact on the confidentiality, integrity and/or availability of public
priVaCy incident notification sector information assessed as having a 'limited’ business impact or
form higher (Business Impact Level of 2 or above).

Information assessed as being a BIL 2 or higher includes material with a
Organisations that are subject to the Victorian Protective Data Security Standards (VPDSS) should notify p rOteCtlve m ark| N g Of

OVIC of certain information security incidents. In addition, organisations that are subject to Part 3 of the
PDP Act are encouraged to notify OVIC of incidents involving personal information that could cause

harm to affected individuals. ° OFF'C'AL SGnS'tlve

Any organisation that is subject to the PDP Act can therefore use this form to report incidents to ¢ P R OT E CT E D

ovic, whether voluntarily or by obligation. ° Cabinet_| n-Co nﬁdence, or

Please use our online form to notify us of information security incidents. ° S E C R ET
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Avenues to notify OVIC

Organisations can notify OVIC of information security or privacy incidents in a number of ways.

. , Downloadable Incident
Notification Form it i " oo NOtification fO rm

Incidents

Option 1 Information security and  statthe form
p r I\/.acy I.r] C I d e nt This form will take 15 - 30 minutes to complete.
0 n I i n e I n Cid e nt notlﬁ Cat[o n fo rm You will be emailed a copy of your submission. Information Security and Privacy Incident Notification Form

Organisations that are subject to the Victorian Protective Data Security Standards (VPDSS) must notify
OVIC of certain information security incidents. In addition, o

o o ° isations that are subject to Part 3 of
N otlfl cat I o n Fo rm What you should know before using this form Need help? the PP Act are tonotiy OVIC of persanal infarmation that could

cause harm to affected individuals.

Contact us by phone on 1300 006 842 or email at Any s subject to the PDP Act can this incidents to OVIC,
(webform) sy rgnsaton tht s bt ohe vy ad ta rotction At 214 () e e

security@ovic.vic.gov.au.
(PDP Act) can use this form to report incidents to OVIC, whether voluntarily or by
obligation

‘Send the completed form to govau or ic gov.au.

- - SECTION 1: General Details
« This form should not be used by members of the public to report incidents, More information?
data breaches o alleged wrongdoing by VPs employees or organisations to
ovic Field Details (i known)
« Individuals wishing to do so, should instead use QVIC's Privacy. Complaint You can find more information about OVIC's incident
Form, notification process on our website. Marne of organisation
Organisations that are subject to: c and
« Part 4 of the PDP Act and the Victorian Protective Data Security Standards
(VPDSS) should notify OVIC of certain information security incidents, and Contactphone number
Contact emai ddeess
-
‘What appened?
When i it happen?
When did orgarisation become
aaroofe?

Option 3
Send an email to incidents@ovic.vic.gov.au
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Themes and trends from the latest
Incident Insights Report
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Themes and trends

5

i x

Volume Information Information Business Security Control Threat Threat
format type Impact Level attributes areas actors types
(BIL)
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Volume — Notifications by month

140
128
122
120
100
 OVIC received 529 notifications 85 85
between 1 July to 31 December 80
2025. 64
60
45
« Thisis a 5.7% decrease compared to 40
the previous notification period.
20
0

Jul-25  Aug-25 Sep-26 Oct-256 Nov-25 Dec-25 Jan-26 Feb-26 Mar-26 Apr-26 May-26 Jun-26

OViiee = March 2026 | Information Security Incident Insights VISN Page 12

Information Commissioner




OFFICIAL

Information format

* 405 incidents relate to compromises of
electronic information.

B Hard Copy
* QOver half of the incidents affecting & Electronic
electronic information related to email
errors (66%). m Verbal

« 73% of incidents involving hard copy
information were related to mail.
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Information type

600
- - : 487
*  92% incidents indicate compromises of o00
personal information.
400
. . . 300
« 25incidents involved three or more
information types. 199
200
o 100
* There were 21 incidents that selected 43 34 37 .
Other e.g, cabinet information, ) B = S ! T w2
credentials for a test mailbox, hacked > > > < & > & 3 > & &
; = & \/Q’QO & Q & & <® i & ®
website, APl keys. & «® N & 5 & & S
OQ s&b (‘\\O P
< %) %&'b
.\Q’& N ~<<\Q)
& o
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Business Impact Level (BIL)

0%

*  69% of incidents were assessed as
impacting BIL 2 information (Limited
harm or damage).

m Minor

43 incidents affected BIL 3 information. W Limited
= Major

 There was 1 notification related to BIL 4 m Serious

information.

 Ifin doubt of the BIL, just notify.
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Security attributes

600

513

500

* 513 incidents were compromises of the 400
confidentiality of information.

300

14 incidents affected all three security
attributes (confidentiality, integrity

and availability). 200

128

100

31

Confidentiality Integrity Availability
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Control areas

« 84% of incidents were caused by people.

e There was a decrease in incidents caused
by process and technology issues.

 Tincident was caused by all control areas
(people, process, technology and no
control(s) in place).

OVI c office of the Victorian
Information Commissioner

500

450

400

350

300

250

200

150

100

50

OFFICIAL

445

People

119

82
|

Process Technology No control in place
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Threat actors

500
464
450
. . . 400
 88% of incidents were caused internally.
350
. . L] 300
43 incidents were caused by authorised
third parties such as contracted service 250
providers.
200
150
* 12 incidents were caused by multiple
100
threat actors.
43
>0 24
B e -
0 |

Internal Authorised third party Other External Other / Unknown
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Threat types
450
421
400
421 incidents were caused by 350
accidental actions.
300
. . (] [ ] 250
* 35incidents were due to intentional
actions of the threat actor. 200
150
e There were 7 incidents caused by more
than one threat type. 100 73
50 35
L] : /
0 |
Accidental / Error Intentional / Failure Natural Unknown
Malicious
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Risk statements

The risk of... caused by... resulting in...
Unauthorised use of corporate !ntent?onal actions'of a staff member . ‘ ‘
. installing unauthorised software and Impact on public services (reputation of, and
system(s) to evade detection of . . . . : . . ..
T disabling multiple security controls on their confidence in, the organisation) ’
computer
Malicious external threat actor hacking a Impact to service delivery
Defaced Victorian government website and replacing Victorian
website government information with Impact on public services (reputation of, and 0
inappropriate content confidence in, the organisation)
Staff member uploading confidential Impact to individuals whose personal information
Unauthorised access to and use information onto commercial large was affected
of ChatGPT to produce reports language model and copying output into a Impact on public services (reputation of, and
new document confidence in, the organisation)
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Questions for OVIC?

Contact the Information Security Unit
security@ovic.vic.gov.au

r Have your say on this VISN event -
- https://forms.cloud.microsoft/r/GNGIUmRxdH
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Guest speaker
Dr. Carl Gibson
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Deputy Commissioner — closing remarks

Anthony Corso

Acting Deputy Commissioner,
Privacy and Data Protection

To read OVIC's Incident Insights reports
visit:

https://ovic.vic.gov.au/information-

OFFICIAL

OVvIC

Office of the Victorian
Information Commissioner

INFORMATION FOR AGENCIES

security/security-insights/

To notify OVIC of an incident, visit:

https://incident-
notifications.ovic.vic.gov.au/

OVI office of the Victorian
Information Commissioner

Incident Insights Report

1 July 2025 - 31 December 2025

The infarmation security incident notification scheme (the scheme) provides resources, trends analysis
and risk reporting.

Overview of this report

The Incident Insights Report provides a summary and analysis of the information security incident
notifications OVIC received between 1 July 2025 and 31 December 2025.

The analysis in this report is based on comparing the statistics published in previous Incident Insights
Reports with the notifications received by our office under the scheme.

Victoria Police incident statistics are reported annually, consistent with existing reporting commitments.
For the lstest incident statistics from Victoria Police refer to OVIC's Incident Insights Report for 1 January
30 June 2025,

OFFICIAL

Information security incident notification insights from July — December

Notifications by month

insights:

Mote: The incidert notificstion form sllows for mone than one response Lo be selected for the lollowing felds

inforration format
type ol information

The sum of percentages for these fields will exceed 100% (as expacted) reflecting the nature of multiple respanses for each
question. These sections are marked accordingly in this repart.

b

OFFICIAL

OFFICIAL

OFFICIAL

Threat actor(s) (multiple options can be selected)

OFFICIAL

OFFICIAL

information format (multiple options can be selected)

OFFICIAL

OFFICIAL

Risk statements

More information

OFFICIAL
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Find out more

Visit the OVIC website to download our

guidance material, read our examination reports,
and flnd Out more OVIC For organisations and agencies For individuals Events and education search Q@

Office of the Victorian
Information Commissioner

ovic.vic.gov.au

Welcome to the Office of the Victorian Information Commissioner

We are the pl'imary \‘egulator‘ and source of independent advice to the
! Contact OVIC here !

Contact the | nfo rmation Secu rlty Un |t by community and Victorian government about how the public sector R
. collects, uses and discloses information.
emailing:

security@ovic.vic.gov.au HOW CAN WE HELP?

I'm from an agency

O r Cal | . FREEDOM OF INFORMATION PRIVACY DATA PROTECTION
Learn how to make an FOI request Understand your privacy rights Victorian Information Security Network
Submit FOI request via online portal Learn how to make a privacy complaint Understanding infermation security
1 3 O O O O OVI C Learn how to make an FOI complaint Learn more about data breaches Information security resources

Learn about the FOI review process

Find agency contact details

r Have your say on this VISN event -
- https://forms.cloud.microsoft/r/GNGIUmMRxdH
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