
Victorian Information Security Network (VISN)
March 2026

Information Security Incident Insights Forum 

A reminder – Today’s session 
is being recorded.



We acknowledge the Wurundjeri people of the Kulin Nation as the 
Traditional Owners of the land from which we are presenting 
today. 

We pay our respects to their Elders, past and present, and 
Aboriginal Elders of other communities who may be with us today.
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Acknowledgement 
of Country
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Cameras and mics have been 
muted to minimise disruptions.

Today’s session is being 
recorded.

A copy of OVIC’s slides and 
the recording will be made 
available in the coming days 

on our website. 

Housekeeping - What to be aware of
OFFICIAL
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Regular chat functionality in 
Teams has been disabled in this 

webinar. 

If you want to ask a question, 
type your question into the Teams 

Q&A channel. You select 
anonymous if you prefer to hide 

your name.

Mics and cameras will be turned 
off during the speakers’ 

presentations.

Time permitting, mics and cameras 
will be turned on for verbal 

questions after each speaker. 

Ask a question by raising your 
hand and coming off mute when 

called upon.

Housekeeping – How to engage
OFFICIAL
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https://go.vic.gov.au/4fM3O3t

Slides and a recording of this session will be made 
available in the coming days. 

As such, we ask for that no Generative AI tools are 
used to take notes or record this event. We will 
remove users/tools who do so.

Housekeeping – Use of AI tools 
OFFICIAL



The latest Incident Insights Report – themes and trends

Hear from our guest speaker, Dr. Carl A. Gibson

The Information Security Incident Notification Scheme

Questions
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What we’ll explore today



Information Security Incident 
Notification Scheme
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Information security incidents routinely impact all types of public 
sector information, held in a variety of formats.

What sort of incidents are captured under the Scheme?

The Scheme falls from VPDSS element E9.010, under which VPS 
organisations should notify OVIC of incidents that have an adverse 
impact on the confidentiality, integrity and/or availability of public 
sector information assessed as having a ‘limited’ business impact or 
higher (Business Impact Level of 2 or above). 

Information assessed as being a BIL 2 or higher includes material with a 
protective marking of:

OFFICIAL

The Incident Notification Scheme

• OFFICIAL: Sensitive
• PROTECTED
• Cabinet-In-Confidence, or 
• SECRET
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Organisations can notify OVIC of information security or privacy incidents in a number of ways.

Online Incident 
Notification Form
(webform)

Downloadable Incident 
Notification form

Send an email to incidents@ovic.vic.gov.au

OFFICIAL

Avenues to notify OVIC

Option 1

Option 2

Option 3



Themes and trends from the latest 
Incident Insights Report
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Themes and trends
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• OVIC received 529 notifications 
between 1 July to 31 December 
2025.

 

• This is a 5.7% decrease compared to 
the previous notification period.

OFFICIAL

Volume – Notifications by month
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• 405 incidents relate to compromises of 
electronic information.

• Over half of the incidents affecting 
electronic information related to email 
errors (66%). 

• 73% of incidents involving hard copy 
information were related to mail.

OFFICIAL
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• 92% incidents indicate compromises of 
personal information.

• 25 incidents involved three or more 
information types. 

• There were 21 incidents that selected 
Other e.g., cabinet information, 
credentials for a test mailbox, hacked 
website, API keys.

OFFICIAL
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• 69% of incidents were assessed as 
impacting BIL 2 information (Limited 
harm or damage).

• 43 incidents affected BIL 3 information.

• There was 1 notification related to BIL 4 
information.

• If in doubt of the BIL, just notify.

OFFICIAL

Business Impact Level (BIL)
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• 513 incidents were compromises of the 
confidentiality of information. 

• 14 incidents affected all three security 
attributes (confidentiality, integrity 
and availability). 

OFFICIAL

Security attributes
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• 84% of incidents were caused by people. 

• There was a decrease in incidents caused 
by process and technology issues.

• 1 incident was caused by all control areas 
(people, process, technology and no 
control(s) in place).

OFFICIAL

Control areas
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• 88% of incidents were caused internally.

• 43 incidents were caused by authorised 
third parties such as contracted service 
providers.

 

• 12 incidents were caused by multiple 
threat actors.

OFFICIAL

Threat actors
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• 421 incidents were caused by 
accidental actions.

• 35 incidents were due to intentional 
actions of the threat actor.

• There were 7 incidents caused by more 
than one threat type.

OFFICIAL

Threat types
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The risk of… caused by… resulting in…

Unauthorised use of corporate 
system(s) to evade detection of 
inappropriate actions

Defaced Victorian government 
website

Unauthorised access to and use 
of ChatGPT to produce reports

Intentional actions of a staff member 
installing unauthorised software and 
disabling multiple security controls on their 
computer

Malicious external threat actor hacking a 
website and replacing Victorian 
government information with 
inappropriate content

Staff member uploading confidential 
information onto commercial large 
language model and copying output into a 
new document

Impact on public services (reputation of, and 
confidence in, the organisation)

Impact to service delivery

Impact on public services (reputation of, and 
confidence in, the organisation)

I A

Impact to individuals whose personal information 
was affected 

Impact on public services (reputation of, and 
confidence in, the organisation)

I

OFFICIAL

Risk statements
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Questions for OVIC?
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Contact the Information Security Unit
security@ovic.vic.gov.au

Have your say on this VISN event - 
https://forms.cloud.microsoft/r/GNGiUmRxdH

OFFICIAL
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Dr. Carl Gibson

OFFICIAL

Guest speaker
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Deputy Commissioner – closing remarks

OFFICIAL

Anthony Corso
Acting Deputy Commissioner,
Privacy and Data Protection

To read OVIC’s Incident Insights reports 
visit: 

https://ovic.vic.gov.au/information-
security/security-insights/ 

To notify OVIC of an incident, visit:

https://incident-
notifications.ovic.vic.gov.au/ 

https://ovic.vic.gov.au/information-security/security-insights/
https://ovic.vic.gov.au/information-security/security-insights/
https://ovic.vic.gov.au/information-security/security-insights/
https://ovic.vic.gov.au/information-security/security-insights/
https://ovic.vic.gov.au/information-security/security-insights/
https://incident-notifications.ovic.vic.gov.au/
https://incident-notifications.ovic.vic.gov.au/
https://incident-notifications.ovic.vic.gov.au/
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Visit the OVIC website to download our 
guidance material, read our examination reports, 
and find out more:

ovic.vic.gov.au

Contact the Information Security Unit by 
emailing:

security@ovic.vic.gov.au

incidents@ovic.vic.gov.au

or call:

1300 00 OVIC

OFFICIAL

Find out more

Have your say on this VISN event - 
https://forms.cloud.microsoft/r/GNGiUmRxdH



ovic.vic.gov.au
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