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A reminder — Today's session
is being recorded.
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Acknowledgment of Country

We acknowledge the Wurundjeri people of the Kulin Nation as the
Traditional Owners of the land from which we are presenting

Laurencia Dimelow
today.

Acting Assistant Commissioner —

Information Security We pay our respects to their Elders, past and present, and
Aboriginal Elders of other communities who may be with us today.
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Housekeeping - What to be aware of

e
@),\

Cameras and mics have been
muted for attendees.

OVI c Office of the Victorian
Information Commissioner

Today's session is being
recorded.

G

A copy of OVIC's slides and

the recording will be made

available in the coming days
on our website.
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Housekeeping — How to engage

(

Chat

Regular chat functionality in
Teams is enabled in this forum.
Your name will be displayed against
any questions you post.

OVI c Office of the Victorian
Information Commissioner

0)

Q&A

If you want to ask an anonymous
question, type your question into
the Teams Q&A channel.

C-

Raise

Each speaker will answer questions
following the presentation.
If you prefer to ask your question
verbally, raise your hand and come
off mute when called upon.
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Housekeeping — Use of Al tools

OVIC’s position on the use of generative Al in
meetings with OVIC

A PDF document of this information is available to view and download here.

Slides and a recording of this session will be made
available in the coming days.

As such, we ask for that no Generative Al tools are
used to take notes or record this event. We will
remove users/tools who do so.
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Sean Morrison
Information Commissioner
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Information Commissioner’s highlights

ovi

office of the Victorian

Thank you for your continued engagement

OVIC appreciates that organisations invest time and
effort in complying and engaging with the Victorian
Protective Data Security Standards (VPDSS).

OVIC's forward focus

In 2026 OVIC will focus its efforts on strengthening
its monitoring and assurance program, particularly
centring on non-compliance.

Information Commissioner

OFFICIAL

What we're seeing
The Information Security Unit understand that

agencies and bodies are operating in dynamic risk
environments.

PDSP Validation

OVIC encourages organisations to critically consider
and validate the responses offered on their PDSP.
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Today's agenda
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What we'll explore today

m Legislative obligations g Implications of non-compliance

V4 Resources to support 2026 PDSP submissions VPDSS 3.0 update

Changes and updates to the PDSP forms Questions

a Preparing for the 2026 PDSP Resources and more

OVI c office of the Victorian
Information Commissioner
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L

Legislative obligations
Part 4 of the Privacy and Data Protection Act 2074 (Vic)
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A regulated organisation must ensure that

Privacy and Data Protection Act 2014
No. 60 of 2014
Part 4—Protective data security

* itdoes not do an act or engage in a practice that
contravenes a [Victorian] protective data security
standard (VPDSS or Standard), in respect of:

(a) public sector data collected, held, managed, used,
disclosed or transferred by it, and

(b) public sector data systems kept by it.

88 Compliance with protective data security standards

(1) A public sector body Head for an agency or a i
body to which this Part applies must ensure that SeCt|On 88(1)
the agency or body does not do an act or engage in
a practice that contravenes a protective data
security standard, in respect of —
(a) public sector data collected, held, managed,
used, disclosed or transferred by it; and

e — « any contracted service provider of the agency or body

(2) A public sector body Head for an agency or a

conracted sevice provide ofth agency or body does not do an act or engage in a practice that
Contravenee  proteeive dta secury stndard contravenes a protective data security standard in
in respect of public sector data collected, held, .

used managed, disclosd o ansered by the respect of public sector data collected, held, used,

contracted service provider for the agency or
body.

managed, disclosed or transferred by the contracted
service provider for the agency or body.

Section 88(2)

Authariszd by the Chief Parlismentary Counsel

112
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A regulated organisation must ensure that

Privacy and Data Protection Act 2014
No. 60 of 2014
Part 4—Protective data security

Division 4—Protective data security plans a secu rity riSk pI’Of"e assessment (S R PA)
89 Protective data security plans
) e e e P e isundertaken for the agency or body, and

to which this Part applies, the public sector body
Head must ensure that—

Section 89(1)

(a) a security risk profile assessment is
undertaken for the agency or body; and

* mustinclude an assessment of any contracted service
provider of the agency or body to the extent that the
e e ey provider collects, holds, uses, manages, discloses or

contracted service provider of the agency or body .

to the extent that the provider collects, holds, uses, tl’an Sfe I’S p U b | I C SeCtO I’ d ata fO r th e age n Cy O r bOdy
manages, discloses or transfers public sector data
for the agency or body.

Section 89(2)

-O- Remember: The SRPA refers to a process, not a product.

Autharised by the Chief Pastiamentary Counsel

113
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A regulated organisation must ensure that

Privacy and Data Protection Act 2014
No. 60 of 2014
Part 4—Protective data security

oVviC

Division 4—Protective data security plans

89 Protective data security plans

(b) a protective data security plan is developed
for the agency or body that addresses the
protective data security standards applicable
to that agency or body.

(3} A protective data secunty plan developed for
an agency or body must address compliance by
any contracted service provider of the agency or
body with the protective data security standards
applicable to that agency or body to the extent
that the provider collects, holds, uses, manages,
discloses or transfers public sector data for the
agency or body.

(4) A public sector body Head must ensure that the
protective data security plan prepared under this
section is reviewed—

(a) if there is a significant change in the
operating environment or the security risks
relevant to the agency or body; or

(b) otherwise, every 2 years.

utharised by the Chicf Pasfiamentary Counsel

office of the Victorian
Information Commissioner

a protective data security plan (PDSP)

* is developed for the agency or body that addresses the
protective data security standards applicable to that agency
or body

Section 89(1)(b)

* must address compliance by any contracted service provider
of the agency or body with the protective data security
standards applicable to that agency or body to the extent
that the provider collects, holds, uses, manages, discloses or
transfers public sector data for the agency or body

Section 89(3)

* isreviewed if there is a significant change in the operating
environment or the security risks relevant to the agency or
body, or

* otherwise, every 2 years.

Section 89(4)
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Undertaking the Security Risk Profile

Assessment process

Organisations deal with many categories of risk (financial,
safety, people, operational, etc.). Information security risk is just
another category.

The SRPA process prompts organisations to identify, assess
and prioritise risks relating to information and system assets,
across all security domains. These domains include governance,
information security, physical security, personnel security and
ICT security.

The SRPA process consists of 4 steps:
1. risk identification
2. risk analysis
3. risk evaluation
4. risk treatment.

When undertaking the SRPA process, organisations must
consult with both internal and external stakeholders at each
step in the process. This includes engaging contracted service
providers, as these types of engagements may introduce or vary
risks, and is requirement under Part 4 of the PDP Act.

OVI c office of the Victorian
Information Commissioner

ovic

Office of the Victorian
Information Commissioner

PRACTITIONER GUIDE:
Information Security Risk
Management

Version 2.0

Formerly Chapter 1 of the Assurance Collection

The activities set out in this document help
organisations identify, analyse and
evaluate their information security risks
more effectively, and then manage these
with their existing risk management
frameworks or by referencing established
risk management material.

For more info on how to approach the
SRPA process navigate to -

https://ovic.vic.gov.au/resource/practitioner-

guide-information-security-risk-management/
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Developing a Protective Data Security Plan

OFFICIAL

A PDSP is used by a regulated organisation to report to OVIC on the
progress of its information security program. Part C - Attestation

This Protactive Data Security Plan

OFFICIAL

accordance with section 89 of the

Part B - Organisation summary

In preparation for the development of your 2026 PDSP, organisations .

S h O u | d : '_M :!-:-: . ssl T OFFICIAL ovl c

?fffice nf_lhecvicmriarj
. . nformation mmissioner
Standard 1 - Information Security Manag ermationFomimEsion

° refleCt On fo rmer PDSP responses from pre\/ious reporti ng CyC|eS An organisation establishes, implements and maintains an information security mana

posture.

« consider any updates to internal planning which may influence a Standard 1 cementassesment Protective Data Security Plan (PDSP)

Standard 1 elements
H 1 41 single organisation PDSP form
change to proposed work programs or business priorities
ELO10 The organisation documents a contextualised information security management framen
(e.g., strategy, policies, procedures) covering all security areas.

Information Security

framework contains and referenc

* review information asset registers to account for any new or
changed assets (including changes to security value of those
assets)

Victorian Protective Data Security Standards (VPDSS)
Reporting information security capability and implementation progress

nes information security functions, roles, responsibilties,

information security lead and notifies OVIC of an

xecutive
E1.050 ha

* review internal risk registers to identify any new or updated risks o G e o s

This form is intended to be completed electronically
Isatlon’s ongoing Different software may preview form fields differently.

The 2026 PDSP form was developed using Acrobat 2020 (20,005 30774).
For best results when completing this form, please use a compatible version

« consider incidents registers to help identify situations where
security measures may not be operating effectively. 7 |
- / yd -
N Remember: OVIC encourages organisations to critically consider mﬁwoff,f"“ _ \
‘Q former PDSP responses and recalibrate these if circumstances / N

N\
4 haVe Chaﬂged OFFICIAL
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SRPA process underpins the development of a
PDSP

OFFICIAL

Security Risk Profile Assessment (SRPA) OV|C

Office of the Victorian
Information Commissioner

Protective Data Security Plan (PDSP)
Select information Evaluate existing Consider risk Identify possible Single organisation PDSP form
asset(s) controls treatment options security measures versenad

Information Security

. Evaluate security Victorian Protective Da
|deﬂt|f . P Ri k | ran leporting infarmation security capability and implementation progress
Y. Rate: sk tolerance EEEUTES Reporting lty and implementation prog

* Events * business
o 3

Causes im .

h P Prioritise Endorse security

LB il treatment of risks measures
* ImpaCtS * |Ike||h00d This form is intended to be completed electromically.
O r|SkS . rISkS Different software may ew form fields differently.

o The 2026 POSP form eloped using Acrobat 2020 (20.005.30774).
ASSGSS target rlSk For best results when completing this form, please use a compatible version

of Adobe Acrobat Reader or Adobe Acrobat Pro

Review — At least annually or when operating environment changes

Consultation

Track in risk register

OFFICIAL
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Suggested approach 1: SRPA informing PDSP

il il . .
I
' KEEP NOTE OF: - Standard 1 - Information Security Management Framework
" . : Entity Risk
- - i Reference(s) An organisation establishes, implements and maintains an information security management framework relevant to its size, resources and risk
I . posture.
i = relevant risk reference for ]
: your agency/entity : p Rkl Standard 1 elementassessment
! I Entity Risk Supporting Implementation Prcposgd
! 1 Standard 1 elements Reference(s) Control Library Status Completion
1 | (Financial year)
I
I
: | Supporting E1.010 The or;gar;isation Ido_cuments :I mntextua\i_sed ilrllfcrma_tion security management framework - . -
H . e.g., strate olicies, procedures) covering all security areas.
.+ the supporting control : Control Library (g, strategy, polcies, p ) covering i _ _ _
1 . . .
1 |Ib|"ary from Wh|Ch the secu r|ty ! £1020 The organisation’s information security management framework contains and references all . . .
| 1 . legislative and regulatory drivers.
| measure was selected e _ _ |
1 -
1 1 £1.020 The organisation’s infermation security management framework aligns with its risk
SRPA 1 i : management framework. T - T
! : = -
rocess 1 : Implementation E1.040 Executive managementdeflnes information security functions, roles, responsibilities, - - -
1 . . Status competencies and authorities
, * implementation status of ) — — —
! VariOUS Secu r|ty measures | Executive management nominates an information security lead and notifies OVIC of any - . -
1 L E1.050 changes to this point of contact.
I — I —
| : Partial (most) -
1 i £1.060 Executive management owns, endorses and sponsors the organisation’s ongoing - - -
1 . information security program(s) including the implementation plan.
| —1 — —
: ' Proposed
X . proposed complet|on date | p £1.070 The organisation \fientlfles |_nformat|on security performance indicators and menitors . . -
I Completion information security obligations against these.
| for implementation of these [ (Financial year) — — —
1 secu rlt measures ! Inancial year Executive management commits to providing sufficient resources to support the - - -
| y : 2 E1.080 organisation’s ongoing information security program(s).
I I — — —
! 1 2028/ 2025 T The organisation sufficiently communicates its information security management framework - . -
I 1 EL0%0 and ensures it is accessible
1 | — e —
! I

QV I officeof the victorian Preparing for the 2026 Protective Data Security Plan VISN
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Suggested approach 2: SRPA informing PDSP

i . . . R r mes from the SRPA
Consider each of the VPDSS elements Consider the organisation's current control S o.ut?o esiro t e.S
process in internal risk registers

and assess its applicability ;
environment and assess whether there are any gaps and relevant PDSP fields

Standard 1 elementassessment

[ ————————————————
Entity Risk Supporting Implementation Propos\?d
Standard 1 elements Reference(s) Control Library Status Completion
(Financial year)
E1.010 The organisation documents a contextualised information security managg - - =
’ e.g., strategy, policies, procedures) covering all security areas. . . .
(e &Y. P P ) 8 Y Security Risk Profile Assessment (SRPA) _ | | |
The organisation’s information security management framework contains
E1.020 e - = = =
legislative and regulatory drivers.
£1.030 The organisation’s information security management framework aligns wit Select information Evaluate existing Consider risk Identify possible . . .
. management framework. asset(s) controls treatment options security measures
. . Evaluate security
Executive management defines information security functions, roles, respd Identify: Rate: Risk tolerance measures - - -
E1.040 N . ! ! = Events i
competencies and authorities. - = business
auses impacts Prioritise Endorse security
[threats) [consequences) rEEiTrE measures
1050 Executive management nominates an information security lead and notifig - impacts - likelihood e s . . -
. changes to this point of contact. « risks . risks
Assess target risk
Executive management owns, endorses and sponsors the organisation’s o - - =
E1.080 B i ) - : 3 ]
information security program(s) including the implementation plan.
Review — At least annually or when operating environment changes = =
The organisation identifies information security performance indicators an -
E1070 information security obligations against these F T T
: Consultation
£1.020 Executive management commits to providing sufficient resources to suppg L. ) - - -
. organisation’s ongoing information security program(s). Track in risk register
The organisation sufficiently communicates its information security manag| - - -
E1.030 and ensures it is accessible.
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L

Resources to support 2026
PDSP submissions
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Navigating OVIC's website
2026 VPS reporting page

Information SECUFIty What is required this year?
For U idance and resources on how to |3I’Dt6"t For tailored guidance on what is required this year, select from the options below.
L Jica WV - Contents
public sector information including how to victorian public sector stakeholder
) ) ) _ ) - Reporting deliverables and timeframes
implement the Victorian Protective Data Security
o What is required this year? Class B cemetery trust stakeholder
Framework and Standards and more visit
. . * Protective Data Security Plan Committee of Management of Crown Land Reserves stakeholder
Information security resources.
- Attestation
Popular information security links
Download

Victorian Protective Data Security Framework

VPS PDSP form 2026 | OVIC Single
Organisation Protective Data Security Plan

Victorian Protective Data Security Standards ta-PoF VICtO nan pu bl.|C SECtOF

Size 7.10 MB

Agency reporting obligations k StakehOlderS

VPS How-To Guide: Sompleting the

Lo ]
. . . = . " Protective Data Security Plan 2026 - PDF
Notify OVIC of an information security incident cive a1e HE o _ .
AHE Victorian public sector (VPS) agencies and bodies subject to Part 4 of the Privacy and Data Protection
. ) . . Act 2014 (Vic) (PDP Act) are responsible for protecting the information they generate, hold and manage
Victorian Information SECllrlt}f Metwork k and ensuring the right people have access to the right information at the right time. This includes

securing systems that hold or transmit this information.

Visit the VPS Stakeholder page here - https://ovic.vic.gov.au/information-security/agency-reporting-obligations/vps-stakeholders/

OViiee = Preparing for the 2026 Protective Data Security Plan VISN Page 20
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2026 PDSP form: VPS organisations

OFFICIAL =

ovi

Office of the Victorian
Information Commissioner

Protective Data Security Plan (PDSP)

single Crganisation Reporting Form
Version 3.7

ecurity Standards (VPDSS)
ity capability and implementation progress

OFFICIAL =

OVI office of the Victorian
Information Commissioner

The standard 2026 PDSP
form for VPS organisations
has been released and is now
available for download.

Ensure you download V3.7 of

this form from the OVIC
website.

¥,

https://go.vic.gov.au/302iKRa

ovic

Primary organisation

PDSP form

Subsidiary organisation
PDSP form

Organisation’'s intending to use
the multi-organisation reporting
model to report on behalf of
organisations with the same
reporting criteria, must request a
tailored multi-organisation
PDSP form from the ISU.

security@ovic.vic.gov.au

Preparing for the 2026 Protective Data Security Plan VISN Page 21
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Multi-organisation reporting model

This model is designed to help organisations submit
a consolidated PDSP where organisations have
equivalent:
@ risk profiles (incl. appetite and tolerance)
@ risk references
@ control environments ﬁ
@ implementation statuses

@ completion dates for the VPDSSE

@/7 maturity levels

Subsidiary organisation

Agency/body that leverages
support off the primary
organisation

Subsidiary organisation
PDSP form

Primary organisation

Central agency/body providing
support to subsidiary
organisations

Agency/body that leverages
support off the primary
organisation

Subsidiary organisation
PDSP form

Subsidiary organisation

organisation

Subsidiary organisation

Agency/body that leverages
support off the primary

Subsidlary organisation

PDSP form

If, after reading the How-To Guide, your organisation intends to use the multi-organisation reporting model, please reach out to

A security@ovic.vic.gov.au to discuss your 2026 submission.

generated for you.

OVI office of the Victorian
Information Commissioner

Preparing for the 2026 Protective Data Security Plan VISN

This includes organisations that have previously participated in the multi-organisation process as bespoke PDSP forms need to be
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Updated VPS How-to Guide

The VPS How-to Guide has been updated to reflect the changes to
the standard VPS 2026 PDSP form and is now available for download. poniead

VPS PDSP form 2026 | OVIC Single
Organisation Protective Data Security Plan

The How-To Guide provides: i Victorian public sector

- Explanations of terms stakeholders

- Step-by-step guidance for each field on the PDSP form (Parts A — C) oot v

- AnSWerS to frequently asked questlons e Victorian public sector (VPS) agencies and bodies subject to Part 4 of the Priva
. . . Act 2074 (Vic) (PDP Act) are responsible for protecting the information they ge

- Instructions for submission of the PDSP | <

and ensuring the right people have access to the right information at the right
_ Multl_organlsatlon reportlng model Crlterla and StepS securing systems that hold or transmit this information

OFFICIAL

Frequently Asked Questions ov I c

What has changed in the 2026 PDSP form? Bty o i i
Information Commissioner

PartB
Organisation executive summary

Information Security obligations

Added an optional field for the
organisation’s preferred
abbreviztion.

Added informaticn regarding
organisations’ obligations under Part
4 of the PDP Act.

Added = required field for Local Government Autharties, outlining the
types of information and system assets covered by the PDSP.

How-to Guide: Completing the
ool Protective Data Security Plan (PDSP)

organisations.

PartA

Standard 9 added an additional section requesting {1 F{
the erganisation provide further insight
nto its information security risks

In 2024, organisations were not required ta provide responses to any
elements in Standard 9 in the PDSP form, as these elements were
captured by way of completion of the Attestation. The 2026 PDSP form
now requires the organisation to complete the required fields for element

1 of Standard 9 (E9.010)
partC

Attestation

Attestation wording updated to mare closely refiect the public sector body
Head's obligations under Part 4 of the PDP Act.

‘Submission, next steps, and useful links
Frequently Asked Questions

Part B of the PDSP form

Freedom of Information | Privacy | Data Protection reedom of Information | Privacy | Data Protection

OFFICIAL OFFICIAL
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Navigating OVIC's website
2026 Class B CT and CoM PDSPs and How-To Guides

InfD rmation Security What i5 required this year?

. For tailored guidance on what is required this year, select from the options below.
For guidance and resources on how to protect Contents
public sector information including how to Victorian public sector stakeholder

- Reporting deliverables and timeframes

implement the Victorian Protective Data Security Wt s recired ths year? Class 8 cemetery trust stakeholder

Framework and Standards and more visit

Information security resources.

+ Protective Data Security Plan

Committee of Management of Crown Land Reserves stakeholder \

- Attestation

Download . o
Popular information security links TSP EeOE e PAGID

foor) 2026 | Class B Cemetery Trust Protective
Data Security Plan (PDSP) - DOCX

Viceor . . Class B Cemetery Trust
ictorian Protective Data Security Framework
stakeholders

2026 | Class B Cemetery Trust Protective

Victorian Protective Data Security Standards P bata Securtty Pan (705 - POF
Size 428.32 KB
. . . . In Victoria there are over 400 Class B Cemetery Trusts (Class B CTs) managed by community members,
Egﬂu repo rti ng o bl‘ Igatlﬂ ns k often in a voluntary capacity. These Class B CTs are public boards that manage public cemeteries and

Class B CT and CoM reporting

Notify OVIC of an information security incident

ownload
. . . . ’ https://go.vic.gov.au/4bRLupH
Victorian Information Security Metwork

2026-Committee-of-Management-of-
[ooc]

Crown-land-reserves-Protective-Data-

Committees of Management

Size 215.77 KB

% of Crown Land Reserve
ot stakeholders

Security-Plan-V1.0.pdf
Size 424.26 KB

OViiee = Preparing for the 2026 Protective Data Security Plan VISN Page 24
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2026 PDSP form: Class B CTs and CoMs

To address the unique governance arrangements and challenges of Class B CTs and CoMs, OVIC has published tailored PDSP templates and
associated requirements for these entities. These PDSP templates are supported by customised resources, designed to assist Class B CTs and CoMs
meet their reporting obligations in 2026. Some larger organisations such as LGAs may appointed to manage these bodies.

Option 1
Tailored PDSP templates for Class B CTs
and CoMs (for one or more CT or CoM)

ClassBCT
PDSP

CoM PDSP

OVI office of the Victorian
Information Commissioner

Option 2
Standard single organisation 2026 PDSP
template per body

OFFICIAL

OVviIC

office of the Victorian
Information Commissioner

Protective Data Security Plan (PDSP)

Single organisation PDSP form
Version 3.7

Information Security

Victorian Protective Data Security Standards (VPDSS)
Reporting information security capability and implementation progress

|Luta\ Government (specify information and systems be j
Name of the Victorian government portfolio in
which the agency or body operates under. Specify if ‘other'

Local Government Authority (Council)

If the 'Local Government' portfolio has been information and systems

selected, nominate what information and
h Committee of Management
system assets are covered by this PDSP.
information and systems

(Multiple can be selected) Class B Cemetery Trust
information and systems

Freedom of Information | Privacy | Data Protection All fields on this page are mandatory unless otherwise stated

OFFICIAL -]

—_—

OFFICIAL

32

Option 3
Standard multi-organisation 2026 PDSP
template

OFFICIAL |

oviC

Office of the
Inform;

OFFICIAL |
. Part D - Multi-organisation subsidiary list
Protective g ary
i torg E fer PartC of tis POSP
Version3.7

he

Information Secur

Victorian Protective

ODDO0O00O00O000DO0OODOoOoooOooo |

oFFIciAL =
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Other recently refreshed resources

Information Security VPDSS Implementation Victorian Public Sector Insights -
Risk Statement Library Guidance V2.4 Information Security Monitoring

and Assurance Report 2025
OFFICIAL OFFICIAL

oVviC

Office of the Victorian

Information Commissioner ovlc
INFORMATION FOR AGENCIES Office of the Victorian
Information Commissioner

Information Security Risk Statement it
Library Victorian Protective Data Security
Risk statements Smndans VICTORIAN PUBLIC SECTOR INSIGHTS

version 20 INFORMATION SECURITY MONITORING AND ASSURANCE

Implementation Guidance Version 2.4

Unauthrised collection and use of | Former employee extracting

ient informat

Financial impact to the

organisation

(Compromise of confidentiailty)

T T
f;n;mmdmm s 4 —

I ‘ 3 e, e
;\’r;:‘[:;c[:cns’sdaccass 10 health Ml malthrestactor | mpact 1 servic deivery ;"'/ “\.‘ ‘.”/
(Compromise of the svaiisbifty) - " [ | / : |

\\\.‘V -)//
OFFICIAL OFFICIAL
_ . https://go.vic.gov.au/4mtDSMr
https://go.vic.oov.au/491s1CG https://go.vic.gov.au/4bkRoPN

(o [l Bt aay Preparing for the 2026 Protective Data Security Plan VISN Page 26
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What has changed on the 2026 PDSP?
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New page: Highlighting Information
Security Obligations

OFFICIAL i

Information Security Obligations
Agencies and bodies subject to Part 4 of the Privacy and Data Protection Act 2014 (Vic) (PDP Act) are n
responsible for protecting the information they generate, hold and manage and ensuring the right people
have access to the right infermation at the right time. This includes securing systems that hold or transmit B
this information.
Part 4 PDP Act cbligations
Section 82 of the PDP Act states that an agency or body must ensure that: Th .s n e a e .

i w page: —

)

it doss not do an act or engags in 3 practice that contravenss a protective dats security standard, in respect of

) public sector data collected, held, managed, used, disclosed or transferred by it; and
() public sector data systems kept by it.

any contracted service provider of the agency or body does not do an act or engage in a practice that. . . . . .

contravenss = protective data security standard in respect of public sector data collected, held, used, ° t h t f t h | t
e e provides organisations a snapshot of the obligations
Section 89 of the POP Act states that within 2 years after the issue of protective dsta security standards applying .

icmbdelertiol outlined under Part 4 of the PDP Act

* @ security risk profile sssessment
- is undertaken for the agency or body, and
- must include an assessment of any contracted service provider of the agency or body to the extent
that the provider collects, holds, uses, managss, discloses or transfers public sector dsta for the
agency or body.

A etteses e e s ety st e * provides organisations an easy reference of what is

ta that agency or body

~ must address compliance by any contracted service provider of the agency or body withthe . . . .
et s e Sandars PR ot o e e s e prvie required when bri efin gt he public sector body Head
collects, hoids, uses, manages, discloses or transfers public sactor data for the agency or body

~ s reviewsd i thers is a significant change in the operating environment or the sscurity risks relevant
to the agency or body.

* the public sector body Head for the agency or body must ensure that a copy of the protective data security
plan is given to the Information Commissioner.

* highlights how OVIC will use and manage the information
Howwill the information in the PSP be used and managed? prov|ded |n thls PDSP

inine with OVIC’s functions u

e the PDP Act, content from PDSP submissions may form the basis of reporting back to organisations and
rity

ct some personal information

ing the name and contact details of the public sector body Head

and nominated contact (Information Security Le; ovicwill usa this information to communicate with these contacts about the PDSP,
broader security initiatives and activities, distributing information security-related content. or collecting feedback.

OVICwill nat disciase personal informaticn without consent. except where required %o do 5o by law. For more infarmation abous
handles personal informaticn, please see OVIC's Privacy Pol

t how OVIC

Theinformation provided
evempt from

the PDSP will be manzgzd in
Information Act 1552 [vic)

& contents of the POSF are

rdance with the protective marking 2ssign

OFFICIAL |
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Updated section: Standard 9 response

On the 2024 PDSP form, organisations were not required to provide responses to any elements in Standard 9. These were captured by
way of completion of the Attestation.

On the 2026 PDSP form OVIC had adjusted this reporting requirement. Organisations must complete the required fields associated with
E9.010, however subsequent elements under Standard 9 do not require responses (E9.020, E9.030, E9.040).

The wording of the 2026 Attestation has also been adjusted and simplified

to reflect this. Entity Risk Supporting Implementation I.Jropc-se.d
Completion

Reference(s) Control Library Status . A
(Financial year)

2026 PDSP form

Standard 9 - Information Security Reporting to OVIC v v v

An organisation regularly assesses its implementation of the Victorian Protective Data Security Standards (VPDSS) and reports to the Office of the
Victorian Information Commissioner (OVIC).

Standard 9 element assessment MNoO res ponse req uired
Lo : . Proposed
Entity Risk Supporting Implementation i
Standard 9 elements Reference(s) Control Library Status Completion
(Financial year)

The organisation notifies OVIC of incidents that have an adverse impact on the
E9.010 confidentiality, integrity, or availability of public sector information with a business impact - - - i

level (BIL) of 2 (limited) or higher. NO res pOnse req ul red .
E9.020 The organisation submits its Protective Data Security Plan (PDSP) to OVIC every two years. No response required

E9.030 Upon significant change, the organisation submits its reviewed PDSP to OVIC. No response required.

No response required.

£9.040 The organisation annually attests to the progress of activities identified in its PDSP to OVIC. No response required

OV officeof the victorian Preparing for the 2026 Protective Data Security Plan VISN
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New section: Local Government Authority information

OFFICIAL -]

While Local Government Authorities (LGAS) are excluded under Part 4 of the PDP Act, there
. are some scenarios where they develop and submit PDSPs on behalf of organisations they
gpub.icm,mw@ “ are responsible for.

Preferred abbreviation of
agency or body name (optional)

‘ ‘ LGAs using the standard 2026 PDSP form must identify the types of organisations (the LGA,
a Committee of Management and/or Class B Cemetery Trust) are covered by the PDSP.

Part B - Organisation summary

Name of the public sector agency or body

Organisation contacts

Public sector body Head Information Security Lead

s, (g As referenced earlier, alternative PDSP forms are available for CoMs and Class B CT
reporting.

Full name ‘

Position title ‘

| | |

‘ ‘ ‘ For more information about Local Government information security considerations, please
‘ ‘ ‘ see OVIC's LGA Guide.
| | |

| | |

Phone number

Email address

Postal address
Local Government (specify information and systems be -
Name of the Victorian government portfolio in
: Specify if 'other'

In which part of the argarisation does the | = which the agency or body operates under. pecify
ongoing management of the information p— was selected
security program reside? e erted
MName of the Victorian government portfalio in | - J
Whh the agency or body operates undar: e ol Local Government Authority (Council)

. information and systems

If the 'Local Government' portfolio has been v
D et orty [Gouncl selected, nominate what information and
If the 'Local Government! partfalio has been infarmaticn and systems ’ A Committee of Management
elected, what i ion and Committes of Management system assets are covered by this PDSP. . .
system assets are covered by this PDSP. o o e information and systems
[Multiple can be selected) Class B Cemetery Trust .
information and systems (Multiple can be selected) Class B Cemetery Trust
information and systems
informaticn | Privacy | Data Protection All fields on this page are mandatory unless otherwise stated g9
OFFICIAL -
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New page: Shared services
=

OFFICIAL

Shared service providers

1 Does your organisation currently provide shared services?

If Yes wasselected, itis mandatorytoco ions @ to d.

a) Mominate the number of services provided.
b] Nominate the number of entities your organisation provides services to.

) Nominate the types of shared services provided by your organisation.

Audit Fleet/asset management Payroll

Communications/media Human Resaurces (HR) Palicy

Property/facilities/
accommedation

e nformation Communication
corporate firance Technology (1T}
Records/information

Digital and analytics
. e Mmanagement

O0oOnon
OOood

Disposal Unsure or othar |sedty beiow)

If'Unsure’ or ‘Other’,
specify with detail
500 character fmit]

d} Is personal information involved in the provision of a shared service(s)?

=
=

2. Doesyour organisation currently receive shared services?

If feswas selected, itis mandatory to co ions @ to d.

@) Mominate the number of services received.
b} Mominate the number of entities your organisation receives services fram.

c} MNominate the types of shared services received by your organisation.

] [[] rissvsssstmansgamens

l:‘ l:l Human Resources (HR)
nformaticn Communication

l:‘ I:l Technology [1CT)

O O =

l:‘ Library
If 'Unsure’ or ‘Other’,

spedfy with detail
500 character lmit)

Audit Fayrall

Communications/media palicy
rops cilities/
Carparate finance Property/faciities/
accommedation
Reconds/informaticn

Digit=! and analytics =

Unsure o

Disposal

OOodmd

d} Is personal information invalved in the provision of a shared service(s)?

Allfielck o thi page are mandistory urlez: otherwise stated 5

—~|

OFFICIAL

office of the Victorian
Information Commissioner
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OFFICIAL

OVIC has added questions around the provision or receipt of shared services.

Responses to this section of the PDSP form should reflect arrangements that are in
place at the time of submission, noting that these arrangements may be subject to

change.

2. Does your organisation currently receive shared services? Yes J
If Yeswasselected, itismandatoryto complete sections a to d.
a) Nominate the number of services received. 4

b) Nominate the number of entities your organisation receives services from. |1

c) Nominate the types of shared services received by your organisation.

|:| Audit
D Communications/media
Corporate finance

Fleet/asset management Payroll

Human Resources (HR) Policy

Property/facilities/
accommodation

Information Communication
Technology (ICT)

V]
V]
[]
[]
[

OO00~

D Digital and analytics Legal Records/information
management
D Disposal Library Unsure or other (specify below)

If 'Unsure' or 'Other’,
specify with detail

(500 character limit)

d) Is personal information involved in the provision of a shared service(s)? Yes

Preparing for the 2026 Protective Data Security Plan VISN
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New page: Information security risks

OFFICIAL ]

e The 2026 standard VPS PDSP form has added questions regarding the organisations'
S T e e s s information security risks.

e m— When completing this section of the PDSP, consider the key information security risks
1 identified as part of the SRPA process.
2

Outcomes of the SRPA process may have been recorded in an internal risk register.
3 Refer to these entries when completing this section of the PDSP.
4
Entity risk reference Risk statement
5
ER 123 The risk of ... caused by .... resulting in ...
6
7
8
° ': Information security risk
10 In the context of information security, information security risks can be expressed as
events that can negatively influence the achievement of information security
11 objectives in the organisation. Information security risks can be associated with the
potential that threats will exploit vulnerabilities of an information asset(s) and thereby
12 cause harm to an organisation.
-uro-;;l-cmt j -
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Preparing for the 2026 PDSP
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From now to submission: Suggested approach

February 2026
* Confirm your organisation’s information security lead

M T W T F S S and update OVIC of any changes.

* Engage your public sector body Head early, advising
them of reporting timeline and any interim activities

2 3 4 B 6 7 8 .
they need to be aware of or engaged in.
9 10 i 12 3 h 1 * Download the relevant:
o PDSP form(s) for your organisation
16 17 18 19 20 21 22 o 2026 How-to Guide(s)
VISN
23 24 25 26 27 28

Multi-organisation reporting:

For organisations that plan to submit using the multi-
organisation reporting model, refer to the steps outlined
in the Appendix of the How-To Guide.

:/\\

OViiee = Preparing for the 2026 Protective Data Security Plan VISN Page 34
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OFFICIAL
From now to submission: Suggested approach

 Where possible, engage representatives from across the
organisation and relevant contracted service providers
who may input into, or support this process.

* Undertake an updated information security risk

1 assessment in support of the SRPA process.
2 3 4 5 6 7 8 « Remember! The SRPA process must take into account
contracted service providers.
9 10 i 12 13 14 15 B
Governance ﬁ
16 17 18 19 20 21 22 ./_ Facilities
%= N\
Risk/internal audit \
23 24 25 26 27 28 29 D
Legal
a Cross-functional
) workgroup
30 31 People and culture
Information Communications
A‘ Technology / Cyber
Finance — '%“
n! Third parties
==

Information/records
management

OVIC fficeofthevictorian Preparing for the 2026 Protective Data Security Plan VISN
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From now to submission: Suggested approach

* Once you have completed a refreshed assessment of the
organisation's current information security risks, internal risk
registers should be updated to reflect any outcomes.

* The next step is to consider:

1 2 3 4 5 * previous PDSP responses
* current entries in the organisations Information Asset
6 7 8 9 10 1 12 Register (referencing updated security value
assessments),

* current internal risk registers (including any

13 14 15 16 17 18 19
documented information security risks of Contracted
Service Providers)
R A e IR I » incident registers
* relevant treatment plans, and
27 28 29 30 e current internal control library.

Multi-organisation reporting:
'~ If you are part of a multi-organisation reporting
@ model, all impacted organisations should be
consulted in the development of the PDSP.

OViiee = Preparing for the 2026 Protective Data Security Plan VISN Page 36
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From now to submission: Suggested approach

* Where possible, leverage off representatives from across the
business to validate PDSP responses.

* Fororganisations that have engaged an external party or

provider to help undertake the SRPA process and/or develop
1 2 3 the PDSP, use this time to work with them to validate the
responses.

Roundtable sessions

1 12 13 14 15 16 17 The ISU will offer roundtable sessions
in May where stakeholders can pose
questions about the 2026 PDSP

18 19 20 21 22 23 24 submissions

25 26 27 28 29 30 31

OVIC fficeofthevictorian Preparing for the 2026 Protective Data Security Plan VISN




From now to submission: Suggested approach

oVviC

OFFICIAL

10

n

12

13

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

Allow enough time:

» to brief your public sector body Head on the draft
PDSP responses

« adjust any responses following feedback

« tofollow internal governance processes to get final
sign off of the PDSP by the public sector body Head

office of the Victorian
Information Commissioner
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From now to submission: Suggested approach

* VPS organisations should organise for the public
sector body Head to sign the PDSP Attestation after
1 July 2026.

* Class B CT and CoMs must ensure the PDSP is signed

L 2 3 4 5 off by the relevant Chairperson or their authorised
representative (as specified in Part A of their PDSP
6 7 8 9 10 1 12 form).
 The PDSP submission window opens 1 July 2026
13 14 15 16 17 18 19 and closes 31 August 2026.
20 21 22 23 24 25 26 | }
' July ' | 5 ppsP submission window opens
— ~ " " = 1 .................................................................. .
2026 :
e e -
¥ August'
PDSP submissions deadline > 31
2026

(o [l Bt aay Preparing for the 2026 Protective Data Security Plan VISN Page 39




From now to submission: Suggested approach

oVviC

10

1

12

13

14

15

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

OFFICIAL

The PDSP submission window closes 31 August 2026.

Note:
Submissions received after 31 August
2026 will be considered late.

For more information on how OVIC intends to manage
late submissions, visit OVIC's Regulatory Action Policy.

office of the Victorian
Information Commissioner
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Implications of non-compliance
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A word on late submissions and non-compliance

By conducting a SRPA and submitting a PDSP,
organisations are fulfilling some of their obligations

OVIC may choose to conduct regulatory
outlined in Part 4 of the PDP Act.

action which can include:

Submissions received after 31 August 2026 are o education and guidance
considered late, and failure to submit a current PDSP

may be subject to further regulatory action by OVIC. o preliminary inquiries

For more information regarding OVIC's regulatory action, o examinations and audits
please visit our website:

Scheadule 3 = Information security regulatory activities. o investigation

o prosecutions of offences

The PDP Act requires OVIC to research,
promote, monitor and assure information
security under the PDP Act.

OVIC fficeofthevictorian Preparing for the 2026 Protective Data Security Plan VISN
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An update on OVIC's review of the
Victorian Protective Data Security Standards

OVice =" Preparing for the 2026 Protective Data Security Plan VISN Page 43
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VPDSS 3.0

In 2025, OVIC informed stakeholders that the current Victorian Protective
Data Security Standards (VPDSS or Standards) were being reviewed, with
the intent to issue an updated set of Standards.

While OVIC anticipated the review of the Standards may have been
completed in time for 2026 reporting, we have determined that more work
needs to be undertaken to meet the needs of stakeholders and provide
sufficient time for organisations to adopt revised Standards.

OVIC seeks to ensure any revisions to the Standards account for the varied
risks, maturity levels, resourcing and operating requirements of regulated
organisations.

In the interim, regulated organisations are expected to continue to use the
current Standards and supporting material and remain in effect for
organisations reporting in 2026.
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Questions?

r Have your say on this VISN event -
- https://forms.office.com/r/AismcF7rsH
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Final thoughts
Anthony Corso
Privacy and Data Protection, Acting Deputy Commissioner

r Have your say on this VISN event -
- https://forms.office.com/r/AismcF7rsH
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Find out more

p'V| L For organisations & sgencies Faor individuals Event= & educstion
— Visit the OVIC website to:
Information security R e download the relevant 2026 Protective Data Security Plan
Overview FIvacy an al rotection )
mpbleama i, « download the relevant 2026 - How to: A Guide to completing a
PDSP
or

Resources for Victorian public sector organisations and staff
Find resources to help Victorian public sector organisations understand and implement the Wictorian Protective Data Security >
Framework and Wictorian Protective Data Security Standards.

e view additional guidance material

Reporting obligations of Victorian public sector organisations

Find resources to help Victorian public sector organisations understand their information security obligations including > 1 i g
Protective Data Security Plans, Attestations, incident notification and more. OV l C V l C = OV a U

If after reviewing these resources, and you require further help, reach
out to security@ovic.vic.gov.au

What is information security? What is OVIC's role in information
security?

r Have your say on this VISN event -
- https://forms.office.com/r/AimcF7rsH
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