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Introduction

How to use this guide

This guide is designed to assist applicable Victorian public sector (VPS) agencies and bodies (organisations) in completing the Protective Data Security Plan
(PDSP). This guide sets out each field contained in the PDSP form and provides an accompanying explanation and/or description to enable organisations to

complete the submission.

This guide is separated into 7 sections, each represented by a different colour as shown in the table below:

Introduction

Frequently asked questions

Part A of the PDSP Form
Information security self-assessment and implementation plan

Part B of the PDSP Form
Agency Head executive summary (including the Organisation Profile Assessment)

Part C of the PDSP Form
Attestation

Submission, next steps, and useful links

Appendix

Where to start
If the organisation is:

e familiar with the process for completing a PDSP then it may wish to jump ahead in this guide to Part A of the PDSP Form.
e new to the process or would like to gain further insights into the intent of the PDSP, we suggest starting with the FAQs section of this guide as these may
provide useful context and background.

There may be some unfamiliar terms in this guide. Refer to our VPDSS Glossary for definitions.
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Completing and filling in the PDSP form

The PDSP form was developed using Adobe Acrobat 2020 (20.005.30467). Some functionality of the PDSP form may be impaired or lost if opened with an
incompatible PDF reader. For best results, use a compatible version of Acrobat Reader or Acrobat Pro. Alternatively, use Microsoft Edge to complete the PDSP
form.

Breakdown of the PDSP form

e Qutlines the organisation’s self-assessed implementation of the elements under each Victorian
Protective Data Security Standard (VPDSS or Standard) and
e (Qutlines the organisation’s self-assessed maturity level for each Standard.

Information security self-assessment
and implementation plan

e Provides contact information of the public sector body Head and Information Security Lead

e Provides an opportunity for the organisation to highlight its security program across the past 24
months and describe any challenges or barriers to the security program, and

e Poses a series of questions that form the Organisation Profile Assessment (OPA).

Organisation summary
(including the Organisation Profile
Assessment)

Confirms the public sector body Head compliance with Part 4 of the Privacy and Data Protection Act
2014 (Vic) (PDP Act), and

e Confirms that the PDSP reflects the current information security operating environment and ongoing
program of work.

Attestation

Only found in the primary organisation PDSP form.
Multi-organisation subsidiary list e Provides a list of subsidiary organisations attested for using the multi-organisation reporting model.
For more information see page 11 and the appendix.

[

Field character limits within the PDSP form

The PDSP form is predominantly made up of drop-down fields with some free-text field options. Where there are free-text fields, character limits apply. The
limits will differ throughout the form. Character limits are noted against relevant fields. If the organisation intends to print the PDSP form, be aware that
some of the responses may be cut off when printed due to space restrictions. Where the PDSP form is electronically submitted (unscanned) to OVIC, full
responses will be captured, character limits permitting.

Freedom of Information | Privacy | Data Protection
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Frequently Asked Questions
What has changed in the 2026 PDSP form?

ST - Part B

Name of the Victorian government portfolio in

which the agency or body operates under.

. . . . Information Security Obligations Organisation eXeCUtiVe summa ry
Information Security obligations .
Loeal Government Authority (Counsil)
: , : Added an optional field for the e B e
Added information regarding T slected nomina wrtinfrraton [ commsonponse
L L organisation’s preferred _ )
7 [Mutiple can be selected) Class B Cemetery Trust
organisations’ obligations under Part [ fpimeeen,

abbreviation.

4 of the PDP Act.
Added a required field for Local Government Authorities, outlining the
types of information and system assets covered by the PDSP.

| Added a section addressing any shared

Shared service providers

service(s) provided to, and received by,
organisations.

Part A
Standard 9

Added an additional section requesting
the organisation provide further insight

orsicAL -]

Ooooo

In 2024, organisations were not required to provide responses to any
elements in Standard 9 in the PDSP form, as these elements were
captured by way of completion of the Attestation. The 2026 PDSP form
now requires the organisation to complete the required fields for element
1 of Standard 9 (ES.010).

into its information security risks.

Information security risks

As required under Part 4 of the Privacy and Data Protection Act 2024 (Vic], organisations must undertake a Security Risk
Profile Assessment [SRPA). This foundational process pravides organisations insight into their information sacurity risks which
should be documented and managed via internal risk registerls).

For guidance on how to complete this mandatory section, refer to OVIC's How-ra Guide: Complering the Protective Data
Security Pian. A minimum of one risk reference and associated risk statement must be supplied to fulfill this section.

Entity risk reference Risk statement
Standard 9 - Information Security Reporting to QVIC ST
An organisation regularly assesses its implementation of the Victorian Protective Data Security Standards (VPDSS) and reports to the Office of the - - - 1
Victorian Information Commissioner (OVIC). oFricAL E
Standard 9 element assessment 2
S (weoire | inglemenen (T
(Fnancialyer)

PartC
£9.020 The organisstian susmits its Frotective Data Sacurity Plan (PDSF) to OVIC svery two years No response required .

Attestation
S030  Usonsignicant chang, e rgaisationsbmis s eiew OGP 10 OIC R
B0 Theoranisaton amusl sests o the rogress of st B2nGeD in s POSP 10 OV, No resporsereauives Attestation wording updated to more closely reflect the public sector body

Head’s obligations under Part 4 of the PDP Act.
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What are the VPDSS?

The VPDSS are designed to help Victorian public sector
organisations:

e manage public sector information throughout its lifecycle

e manage public sector information across all the security areas

e manage security risks to the confidentiality, integrity, and
availability of public sector information

e  manage external parties with access to public sector
information

e  share public sector information with other organisations with
confidence, and

e  minimise security incidents.

The VPDSS are consistent with national and international standards
and describe the Victorian Government’s approach to protecting
public sector information. They focus on the outcomes required to
enable efficient, effective and economic investment in security
measures through a risk-managed approach.

Why is a PDSP required?

Section 89 of the PDP Act requires VPS organisations to:

e undertake a Security Risk Profile Assessment (SRPA); and
e develop a PDSP and submit a copy to OVIC.

A PDSP documents the organisation’s self-assessed information
security capability at a point in time. It relies upon an organisation
having undertaken the SRPA process, which helps identify and
prioritise information security risks to provide efficient, effective,
and economic investment in security controls.

Freedom of Information | Privacy | Data Protection
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What purposes does a PDSP serve?

A PDSP serves several purposes. It is designed to:

e  fulfil your organisation’s obligation to OVIC as outlined under
section 89 of the PDP Act

e summarise your organisation’s progress implementing the
VPDSS and elements, and

e  help an organisation assess and uplift its information security
capability.

Information captured in a PDSP presents a helpful summary of
information security arrangements for key stakeholders and
provides a level of confidence in how the organisation is progressing
against the implementation of the Standards.

The single organisation PDSP form consists of 3 parts:

Part A Information security self-assessment and =
implementation plan 5:
Organisation summary (including the @

Part B N . —
Organisation Profile Assessment) ®®6

Part C Attestation

s

The primary organisation PDSP form consists of the above 3 parts
and additionally contains the below:

Part D Multi-organisation subsidiary list o
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Where can you access a copy of the PDSP form?

The single organisation PDSP form is available on the OVIC website
under the VPS Agency Reporting Obligations webpage.

Organisations intending to use the multi-organisation reporting
model can request forms by contacting the Information Security
Unit via security@ovic.vic.gov.au. Further information can be found

in the Appendix.

What type of PDSP form should an organisation use?

The majority of organisations are expected to use a single
organisation PDSP form.

Where organisations have equivalent risk profiles (including
appetite and tolerance), risk references, control environments,
implementation statuses, completion dates for the VPDSS elements,
and maturity levels to those of a primary organisation, a multi-
organisation reporting model may be appropriate. This is explained
in detail in the Appendix.

Single organisation model Multi-organisation model

=)

ovic ovic

Protective Data Security Plan (PDSP)

Primary
Single =

=l
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What should an organisation do before it starts a
PDSP?

Before developing a PDSP, the organisation should have:

e anunderstanding of its information assets and systems

e undertaken a security value assessment for these information
assets and systems

e anunderstanding of who should be engaged to assist in
assessing security risks and develop associated treatment plans

e undertaken a SRPA (information security risk assessment) for
its information assets and systems, and

e anunderstanding of the security controls already implemented
to protect its information assets and systems to develop a risk
treatment plan.

What should be captured in the PDSP?

Copies of PDSPs submitted to OVIC should cover security activities
spanning a 24-month period as well as any planned activities.
Incomplete PDSPs will not be accepted by OVIC. Please ensure all
mandatory fields are completed before submitting, including the
signed and dated Attestation.

Who should complete and submit the PDSP?

The PDSP form should be completed by a person with sufficient
knowledge of the information security operations of the
organisation. Under the PDP Act, the public sector body Head is
responsible for providing a copy of the organisation’s PDSP to OVIC.
Once signed by the public sector body Head, the submission can be
actioned by any member of the organisation on their behalf.


https://ovic.vic.gov.au/information-security/agency-reporting-obligations-hub/vps-stakeholders/
mailto:security@ovic.vic.gov.au
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Who should be consulted for PDSP responses?

OFFICIAL

Given the broad nature of the Standards, it is likely that the person coordinating the development of a PDSP will need input and assistance from a wide
variety of stakeholders from within the business, as well as external bodies and third parties. Subject matter experts across different workgroups help provide
important inputs into PDSP responses for the various Standards.

&

Governance
Facilities

= NS

Risk/internal audit

ﬁ Cross-functional
| workgroup
People and culture

Information Communications

v
v
x
x

P

Legal

/ Technology / Cyber
ey
g7
Finance e — ‘I',
!! Third parties
[ =] -]

Information/records
management

Freedom of Information | Privacy | Data Protection

Internal organisational groups

OVIC encourages organisations to utilise internal workgroups with
representatives from across the business who contribute subject-matter
expertise unique to their security domain or functional work area to include
specialist knowledge and capabilities. For example, input could be from:

o Risk o Legal

o Information/Records Management o Corporate
o Information Technology o Finance

o People and Culture o Facilities

Relevant portfolio/department

Where shared support arrangements are offered by portfolio departments,
and your organisation utilises their infrastructure, personnel, or other
relevant services, the responsibility remains with your organisation to
ensure its information and systems are protected throughout the lifecycle of
the arrangement. In understanding the risks to your information/systems,
you should ask your organisation’s portfolio/department about:

o resources o policies
o services o infrastructure
Third parties

Under the VPDSS, a third-party provider can be any person/entity outside an
organisation that accesses, handles, stores or manages any information or
systems on the organisation’s behalf.

Third-party arrangements can take many forms, for example:

e state contracts (e.g. with storage facilities for hard-copy and soft-copy
records, digitisation services, software vendors, transport companies)

e consultancies brought on to deliver a particular project or task

e information sharing arrangements where those external to the
organisation have direct access to information and/or systems.

OFFICIAL

-

Public sector body Head

It is also important to engage the
public sector body Head early and
update them as needed, prior to
their signing of the Attestation.
Under the PDP Act, the public
sector body Head is responsible
for providing a copy of the
organisation’s PDSP to OVIC.

10
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When does an organisation have to submit a PDSP?

There are 2 scenarios in which organisations must submit a PDSP as
outlined in the PDP Act and Victorian Protective Data Security
Framework (VPDSF).

Each scenario is outlined in the table below:

The submission of a PDSP is due between
1 July and 31 August of the reporting year.

Rggulgr The reporting cycle for PDSPs falls on even-
biennial

Scenario 1 _ numbered years (e.g., 2024, 2026, 2028).
reporting

cycle Please note: Organisations are still required to submit

an annual Attestation to OVIC. For more information on
the annual reporting obligations, please visit our
webpage here.

If the organisation has undergone or expects
to undergo a ‘significant change’ to its
operating environment or its security risks,
the organisation may be required to submit
an out-of-cycle PDSP.

o In the event of significant change, contact
Scenario 2 Slmllcam the Information Security Unit at OVIC to
change discuss the reporting options.
For more information on what constitutes a
significant change please visit OVIC's website.

Please note: Organisations that undergo significant
change must still report in the next regular reporting
cycle (scenario 1).

T Under the PDP Act, the public sector body Head must ensure that a PDSP is developed, and
a copy is submitted to OVIC.

Freedom of Information | Privacy | Data Protection
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Who should sign the Attestation in the PDSP?

The PDSP must be signed by the public sector body Head in
acknowledgment of their statutory obligations.*

The attestation is set out under Part C of the PDSP form. For more
information, see Part C of this guide.

What happens if an organisation doesn’t submit a
PDSP?

VPS organisations regulated by Part 4 of the PDP Act that fail to
submit a PDSP to OVIC will be in breach of section 89 of the PDP
Act. To find out more about OVIC's regulatory approach refer to the
OVIC Regulatory Action Policy.

11


https://ovic.vic.gov.au/information-security/agency-reporting-obligations/
https://ovic.vic.gov.au/data-protection/significant-change-and-protective-data-security-obligations/
https://ovic.vic.gov.au/data-protection/significant-change-and-protective-data-security-obligations/
https://ovic.vic.gov.au/regulatory-approach/regulatory-action-policy/

(%2)
c
2
)
n
()
=2
o
©
Q
i
(%))
<
=
ey
c
Q
=2
(o
(]
S
LL

OFFICIAL

How will the information in the PDSP be used and
managed?

QVIC has a responsibility to provide assurance to Ministers and the

Victorian public regarding the security of public sector data across the VPS. Regu lato r'y Actio N Policy

The information provided in the PDSP will be used by the ISU to

e monitor an organisation’s information security risks

e gaininsight into organisations’ current and future information
security programs

e inform and direct OVIC's assurance activities

In-line with OVIC’s functions under the PDP Act, content from PDSP
submissions may form the basis of reporting back to organisations and the
Victorian Government including the Victorian Government Chief
Information Security Officer.

OVIC will collect some personal information as part of the PDSP form
including the name and contact details of the public sector body Head and
nominated contact (Information Security Lead). OVIC will use this
information to communicate with these contacts about the PDSP, broader
security initiatives and activities, distributing information security-related
content, or collecting feedback.

OVIC will not disclose personal information without consent, except where
required to do so by law. For more information about how OVIC handles
personal information, please see OVIC's Privacy Policy.

The information provided in the PDSP will be managed in accordance with
the protective marking assigned. The contents of the PDSP are exempt
from the Freedom of Information Act 1982 (Vic).

Freedom of Information | Privacy | Data Protection
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On this page

* Commissioners Foreword

® About this policy

® PART1 - OVIC's approach to regulatory action

® PART 2 - Functional areas approach to regulatory action

® SCHEDULE 2 - Freedom of information regulatory activities
® SCHEDULE 2 - Information security regulatory activities

® Feadback

Back to Regulatory Action

12
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What protective marking should an organisation label the PDSP with?

Protective markings are security labels assigned to public sector information that signal the confidentiality requirements of the information and visually
highlight to the reader that particular security controls are needed to manage the content. It is important that the organisation label its PDSP with an

appropriate protective marking because it:

e guides OVIC on the expected controls to maintain the confidentiality of the content captured in the organisation’s PDSP, and

e informs the most appropriate submission method to OVIC.

Initial Assessment

When drafting PDSP responses, organisations should conduct an initial
confidentiality assessment and apply a protective marking based on the draft
content, to inform handling protections of the PDSP while responses are being
collated and finalised.

When conducting an assessment, consider the responses/information provided
by the organisation and the potential harm/damage that could result from a
compromise of the confidentiality of the information captured on the PDSP.

Reassessment
Once the PDSP is complete, organisations should conduct a reassessment of the

confidentiality to confirm/update the protective marking based on the finalised
content. This should be done before sending a copy of the PDSP to OVIC.

Freedom of Information | Privacy | Data Protection
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OFFICIAL: Sensitive

PROTECTED

compromise of the confidentiality of
information would be expected to cause
minor harm/damage to government
operations, organisations, or individuals.

compromise of the confidentiality of
information would be expected to cause
limited harm/damage to government
operations, organisations, or individuals.

compromise of the confidentiality of
information would be expected to cause
major harm/damage to government
operations, organisations, or individuals.

(see the VPDSF BIL table for more information).

13
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Part A - Information security self-assessment

and implementation plan

In Part A of the PDSP form, organisations must self-assess the
implementation of each Standard and supporting elements.

Organisations are required to assess the implementation status of each
element considering all the required components of the element.

Element assessment

Organisations must (mandatory) provide a response for the following
fields:

e Entity Risk Reference for each element, including elements that
are considered ‘/mplemented

e Supporting Control Library reference used for each element

e |mplementation Status of each element, and

e Proposed Completion date for each element.

Maturity assessment
At a whole of Standard level, the organisation must indicate:
e Current maturity assessment

e Target maturity assessment
e Aspiration maturity assessment

OFFICIAL -

Standard 7 - Information Security Aspects of Business Continuity and

Disaster Recovery

An organisation embeds information security continuity in its business continuity and disaster recovery processes and plans.

Standard 7 elementassessment

Entity Risk

Standard 7 elements Reference(s)

- . . - . mple nternal Risk
The organisation documents and communicates business continuity and disaster recovery L:,E",L_'E.,Z,R

E7.010 . N
processes and plans covering all security areas.

VPDSSE

The organisation identifies and assigns roles and responsibilities for information security in L‘ef”ﬂ";“:e";;’:‘_'z'lm

Ay business continuity and disaster recovery processes and plans.

'VPDSSE

The organisation regularly tests (e.g., annually) its business continuity and disaster recovery mﬁmﬂfﬁ

E7.030 plan(s)

'VPDSSE

Supporting
Control Library

Status

Implemented

Partial (most)

Planned

Implementation

Proposed
Completion

(Financial year]

Completed/ Ong

2026/ 2027

2027/ 2028

L e e

OFFICIAL N

Standard 7 maturity assessment

Current 2028 Target

Basic J Basic J Basic

2030 Aspiration

Each field and associated terms are explained in more detail below.

Freedom of Information | Privacy | Data Protection
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Standard 2 - Information Security Value /

An organisation identifies and assesses the security value of public sector information.

Standard 2 element assessment

Standard 2 elements

E2.010 The organisation's Information Management Framework incorporates all security areas.

The organisation identifies, documents, and maintains its information assets in an
information asset register (IAR) in consultation with its stakeholders.

E2.020

Entity Risk Supporting Implementation
Reference(s) Control Library Status

Proposed
Completion
(Financial year)

J Not commenced j 2026/ 2027 J
J Not commenced j 2026/ 2027 J

VPDSS Elements

A VPDSS element refers to security measure(s) that modify risk. Example

These measures are derived from primary source material that provide
further guidance on how to meet the objectives of a Standard.

For a full list of the elements and associated primary sources, please see
the VPDSS Implementation Guidance V2.4 on OVIC's website.

VPDSS Element
E2.020

f Descriptor

The organisation identifies, documents, and maintains its information

assets in an information asset register (/AR) in consultation with its

Industrial Automation and Control Systems elements

Organisations that operate Industrial Automation and Control
Systems (IACS) should consider the specific elements

!/ applicable to their environments.
Only a small portion of Victorian government organisations

operate IACS, this typically includes the water and some °
transport sectors.
For more information, see OVIC’s IACS Implementation °
Guidance.

[ ]

The specific IACS elements are:
E1.120 E1.130 E2.100 ®

How to read an element

Some elements contain multiple activities/requirements, so consider all
aspects of the element, as this may influence the selection of an
implementation status.

Freedom of Information | Privacy | Data Protection
OFFICIAL

stakeholders.

Activities contained in the descriptor

For this element to be implemented an organisation should have:

identified the organisation’s information assets
documented its information assets in an IAR
actively maintained the IAR, and

consulted with the organisation’s stakeholders throughout
this process (this includes internal and external
stakeholders).

s = B &3
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Standard 1 elementassessment

Entity Risk Supporting Implementation ~ Proposed
Standard 1 elements Reference(s) Control Library Status Completion
(Financial year)
. ) ) R . . [Example Internal Risk
E1.010 The organisation documents a contextualised information security management framework | reference 2024-2) . . .
(e.g., strategy, policies, procedures) covering all security areas.
£1.020 The organisation’s information security management framework contains and references all mp,:f;;?ﬂ]ﬁk . B .
) legislative and regulatory drivers.

Entity Risk Reference

As part of an organisation’s risk management framework and supporting How to fill in the entity risk reference field

processes, risks are recorded and managed via an internal risk register. This is a free text field for referencing risk(s) that the element (control) is
treating. Refer to the internal organisation’s risk register and copy the
relevant risk reference documented within it, into the PDSP form. The
organisation may have:

Registers should contain risk descriptions that are often given a unique
identifier / number, providing a way to quickly reference that risk
internally. It can be expressed in whatever form, format, or way that

makes sense to the organisation. Depending on different organisations’ e aseparate risk reference for each element
risk management processes, information security risks should also be e multiple risk references for each element or
R ) . , .
recorded and managed via this internal risk register. e one risk reference repeated for some or all elements throughout

It is expected that an organisation has at least one information security the PDSP (e.g., broad strategic or enterprise risk reference).

risk recorded in its internal risk register, helping track and manage
information security risks resulting from the SRPA process.

On the PDSP form, organisations are expected to record entity risk
reference(s) against corresponding element/s.

This risk reference(s) highlights applicable risks relating to the supporting
control(s) that the element intends to address. Risk references are
mandatory and must be entered into the PDSP form.

2 For further guidance on risk management please refer to the Practitioner Guide: Information Security
Risk Management.
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Control Library Description

Supporting Control Library

A ‘control’ is defined as a measure that maintains and/or modifies risk.>
Controls may include specific policies, procedures, processes and
technologies. In an information security context, a supporting control
library refers to a central repository or catalogue of selected controls that
an organisation uses, or intends to use, to protect information and
systems.

On the PDSP form, organisations are required to nominate a supporting
control library for each element.

The elements described in the VPDSS include both controls that directly
modify risk and essential supportive controls. Elements often depend on a
supportive control environment to be effective. A control environment can
be a set of standards, processes and structures that provide the basis for
applying controls across the organisation. The control environment
therefore contributes to modifying risk indirectly.

@ & m

Organisations should refer to the primary sources outlined in the
Implementation Guidance for a reference point of the element and for
further guidance to assist in the implementation of elements.*

Elements

V2.0# Element _> Primary Source

E4.010 The organisation documents an identity and access management AS/NZS ISO/IEC 27002:2022
policy covering physical and logical access to public sector
information based on the principles of least-privilege and need-to-
know?.

Information security controls
5§5.15

350D IDAM 01 - Workforce
Identity and Access

Management®

§ IDAM Governance

3Drawn from 1SO 31000:2018, 3.8 and referenced in the VPDSS Glossary V2.1.

Freedom of Information | Privacy | Data Protection

ISO 27000 series

ISM

Australian Government

Information Security
Manual

PSPF
Protective Security
Policy Framework

The ISO 27000 comprises of mutually supporting information
security standards that together provide a globally recognised
framework for best-practice information security management.

The ISM is a suite of controls designed to help government
agencies apply a risk-based approach to protecting their
information and ICT systems.

The PSPF sets out Australian Government policy across 6 security
domains (governance, risk, information, technology, personnel,
physical) and informs how organisations can protect their people,
information and resources. Application of the PSPF assures
government that organisations are implementing sound and

responsible protective security practices and identifying and
mitigating security risks and vulnerabilities.

NIST
National Institute of
Standards and
Technology
Cybersecurity
Framework

This framework consists of standards, guidelines, and best
practices to manage security-related risks.

VPDSSE
Victorian Protective
Data Security
Standards Element

For organisations that determine the VPDSS element is
descriptive and inclusive enough to be used as a control.

This field can be used to denote an alternative control reference

St from those offered in the pre-populated drop-down list.

4See OVIC's VPDSS Implementation Guidance: https://ovic.vic.gov.au/information-security/victorian-
protective-data-security-standards-implementation-guidance/
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How to select the most appropriate supporting control library

The organisation should have its own documented internal control
library.® This will assist in selecting one control library reference per
applicable element. The above table lists the supporting control libraries
available in the dropdown menu in the PDSP.

Entity Risk Supporting Implementation
Reference(s) Control Library Status

\ ‘ ~ || Not commenced -

ISO 27000 series
IEC 62443 series

Not commenced ~

(Other (specify in com|

Selection of ‘Other’: As the VPDSS promote a risk-based approach, OVIC
recognises alternative control libraries that support the intent of each
element and modify organisational risks. Where an organisation uses a
supporting control library beyond the ones listed as a primary source of
the VPDSS, the organisation must be confident that the control source
provides (at a minimum) functional equivalency to what the VPDSS
primary source (control reference) describes.

Additional commentary: Where an organisation uses a control library that:

e s not listed, select ‘Other’ and detail in the Additional
commentary field at the end of the Standard.

e s listed, and wish to provide additional context regarding its
selection, this can be described in this field.

° E1.100 - The organisation documents its internal control library that addresses its information
security risks.

Freedom of Information | Privacy | Data Protection

Use this space to provide any additional commentary uscocharscterimiy

.

Supporting Control Library: Other
If 'Other'is selected for any of the above elements, use this space to list the title of the alternative supporting control lit

Status: Not applicable
If the status of 'Not applicable' is selected for any of the above elements, use this space to provide a rationale as to why.

« Any comments around the organisation's implementation of this Standard (optional).

E10.010 - Alternative Control Library: AS4811: 2022 4+—

Example of ‘Other’ and mandatory commentary

An organisation has selected an alternative supporting control library
reference for E10.010. Given that this supporting control library is not
listed in the drop-down options on the PDSP form, they must select ‘Other’
and then use the free text field in Additional commentary field at the end
of the Standard to list the element and the name of the alternative
supporting control library reference.

Note:
Organisations should be careful when selecting alternative
I control libraries beyond those offered as the primary source

Q\ material for the elements. Anecdotally, the ISU has

identified some instances where the business area

responsible for the drafting of the PDSP form influences the

nomination of primary source material which may not

necessarily provide the coverage intended by the element.

18
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Implementation status

The status field reflects how the organisation is tracking against the
implementation of each element at the time of PDSP form. The statuses
and their associated descriptors are outlined below.

Organisations must assess the implementation status of each element,
considering all components. Some elements contain multiple activities
and / or components.

The implementation status should reflect the degree to which an
organisation has successfully addressed each aspect of an element.

Not The organisation has not yet defined or planned the
commenced work needed to meet the element.

The organisation has a program of work in place that
Planned includes work to meet the element, and the program
is appropriately planned and resourced.

The organisation has commenced aspects of this
Partial (some) element with some activities finalised, but additional
work needs to be undertaken.

Most aspects of this element have been
implemented. However, activities are not fully
completed or have not been fully shifted to business-
as-usual (BAU).

Partial (most)

The organisation currently meets all aspects of the

Implemented element, and this has shifted to a BAU activity.

There is no related information security risk that

Mpiagpldeatle needs to be managed.

6 For further information refer to the VPDSS glossary https://ovic.vic.gov.au/wp-
content/uploads/2022/01/VPDSS-Glossary-V2.1.docx.pdf.

Freedom of Information | Privacy | Data Protection
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How to select the most appropriate implementation status

To determine an element’s applicability, the organisation must first assess
whether the element addresses an identified risk.

Note: These risks should have been:

e identified and considered under the SRPA process, and
e documented in the organisation’s risk register.

Deciding which elements apply, depends upon the organisation’s criteria
for risk acceptance and risk treatment options. Determining applicable
elements also depends on the way in which elements interact with one
another to provide ‘defence-in-depth.’®

Example
Implementation
( Status If an organisation has implemented
some components of an element (not
all), the status of Partial (some), or

_— -
artial (some) Partial (most) may be appropriate.

If the element is deemed Applicable,

Not commenced select from the available drop-down

Planned

Partial (some) implementation status options and fill

Partial (most) out the Entity Risk Reference, Supporting

Implemented , .

Not applicable Control Library and Proposed Completion
Date fields.

19
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When is Not applicable appropriate to select as an implementation status?

As a rule, most elements will apply to Victorian government organisations,

however there will be some scenarios where an organisation may assess Entity Risk Supporting Implementation | Proposed

i ' Reference(s) Control Library Status Completion
an element as being Not applicable. (Financial year)
If an element is deemed to be Not applicable (i.e., there is no related —
information security risk that needs to be managed), supporting - ||tk - 7

justification should be documented in the PDSP.

When is Not applicable not appropriate to select as an . ) , o
implementation status? Example: if the element is Not applicable to your organisation, leave the

remaining fields of the element blank as seen above.
Where a third party (e.g. contracted service provider or

departmental portfolio agency) is performing an activity or However, justification of the Not applicable element is required and can be

function on behalf of the organisation, this does not mean provided using the free text fields in the Additional commentary field at
there is no related information security risk that needs to be the end of the Standard, as seen below.

managed.’ If certain activities are managed outside of your

organisation, you must consult with these third parties as

outlined above on the page titled “Who should be consulted for

1, PDSP responses > Use this space to provide any additional commentary (sseo character imit)
@\ « Supporting Control Library: Other
| n these scena riOS, the e |eme nt rema | ns a ppllca ble, even |f you r If 'Other' is selected for any of the above elements, use this space to list the title of the alternative supporting control library /|
organisation is not directly performing the associated activities « Status: Not applicable
or com ponents Outlined in the element description. If the status of 'Not applicable'is selected for any of the above elements, use this space to provide a rationale as to why.

Despite the thlrd party performing these activities on an « Any comments around the organisation's implementation of this Standard (optional). /
organisation’s behalf, the element highlights security

components that need to be managed by the reporting
organisation.

E2.100 - Not applicable - Organisation does not operate Industrial Automation and Control Systems.

Responsibility for the management and oversight of these risks
remains with the reporting organisation and accountability
ultimately rests with the public sector body Head of the
organisation, not the third party.

7 For example, departmental bodies, ICT services or facility management.
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Proposed completion date

Proposed completion date refers to the estimated date that the
organisation believes all activities/components of the element will be
finalised. This column should be used to outline a prioritised list of
activities by financial year.

The table below depicts the:

e relationship between the implementation status of an element,

e the degree to which all the activities/components of the element

will be implemented and
e by when.

Implementation .
P ' Proposed completion date
status

Not commenced
If the activities are yet to be completed, select the
financial year all activities/components of the
Planned element are expected to be implemented.
If the organisation has several programs or
activities that address different
aspects/components of the element spanning
multiple years, select the last completion date
available.

Partial (some)

Partial (most)

If all activities/components of the element have

Implemented been completed, select ‘Completed/Ongoing’.

If the element is not applicable to the organisation

Not applicable leave the completion date field blank.

Freedom of Information | Privacy | Data Protection
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How to select the most appropriate completion date

Select the appropriate completion date from the drop-down list.

Proposed

Implementation -
Completion
I

Status

Where organisations have not
implemented all activities
associated with an element, a date

Partial (some} - | i - must be nominated by which the
organisation expects to have
activities completed by.

Implementation ~ Proposed froeof

status Completion Where organisations have

(Financial year implemented all activities

associated with an element, the
appropriate response is that the
activity is ‘Completed/Ongoing’.

Implemented - | Completed/On ~

Implementation ~ Proposed ot
Status Completion Where the organisation has
o

Flnangi deemed the element is not
applicable to its environment, no
response is required, and the field
should be left blank.

Not applicable  ~ =

’

OFFICIAL
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Maturity Assessment

Organisations are required to conduct a maturity assessment at a
whole of Standard level. The maturity assessment process
prompts organisations to engage in critical discussions on
perceived areas of strength and opportunities for improvement.
Maturity ratings can be used as a guide to help direct information
security investment to enhance the organisation’s information
security capability.

An organisation’s maturity level will be influenced by its risk
appetite and tolerance, and the economic, efficient, and effective
use of resources available to it. Assessing maturity helps an
organisation to adopt a structured approach for improvement by
providing:

e descriptions that inform organisations of their current status
in relation to each Standard, and
e an opportunity to plan for future improvement.

To align with the VPDSS risk-based approach organisations should
define what maturity level is suitable for their program, noting
that not every organisation needs to achieve the highest maturity
level (Optimised) for each Standard.

To help organisations contextualise these maturity levels,
corresponding maturity descriptions are provided in the following
table.

Freedom of Information | Privacy | Data Protection
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Processes are usually ad-hoc and undocumented. Some base practices may be
performed within the organisation, however there is a lack of consistent planning
and tracking. Most improvement activity occurs in reaction to incidents rather than

proactively.
Informal
Where practice is good, it reflects the expertise and effort of individuals rather than

institutional knowledge. There may be some confidence that security-related
activities are performed adequately, however this performance is variable, and the
loss of key staff may significantly impact capability and practice.

The importance of security is recognised, and key responsibilities are explicitly

assigned to positions. At least a base set of protective security measures are

planned and tracked. Activities are more repeatable and results more consistent
Basic compared to the ‘informal’ level, at least within individual business units.

Policies are probably well documented, but processes and procedures may not be.
Security risks and requirements are occasionally reviewed. Corrective action is
usually taken when significant problems are found.

Policies, processes, and standards are well defined and are actively and consistently
followed across the organisation. Governance and management structures are in

Core place. Risk assessment and management activities are regularly scheduled and
completed. Historic performance information is periodically assessed and used to
determine where improvements should be made.

OFFICIAL
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How to conduct a maturity assessment at a whole of Standard level

To complete this section of the PDSP form, the organisation needs to
have first assessed the implementation status of each element under the
Standard.

Calculating current maturity

In some instances, a Standard’s maturity rating may be determined by a
simple average. In other instances, a weighted average may be more
appropriate, accounting for the sensitivity and/or significance of the
information and systems. Similarly, areas of the organisation may
operate at a higher maturity level, while other areas in the organisation
may require uplift.

These factors should be taken into consideration when an organisation is
assessing its maturity against each Standard.

Standard 1 maturity assessment

Current

Sequencing of elements

For some Standards, the elements are sequenced in a particular order of
which implementation would inherently influence the selection of the
organisation’s maturity rating for each Standard (i.e. the implementation
of certain elements is necessary for the successful implementation of
later elements). Applying this principle, where an organisation assesses
earlier the elements’ implementation status in a Standard as not
commenced or planned, it is unlikely that the organisation’s maturity

Freedom of Information | Privacy | Data Protection

rating can be assessed as core, given the foundational aspects of a
Standard have not been met. For example, the description for the
maturity level core is as follows:

Policies, processes, and standards are well-defined and are actively and
consistently followed across the organisation. Governance and management
structures are in-place. Risk assessment and management activities are reqularly
scheduled and completed. Historic performance information is periodically
assessed and used to determine where improvements should be made.

(emphasis added)

In short, an organisation must be able to demonstrate features of the
corresponding nominated maturity level. Organisations should document
the method used throughout the assessment to provide a level of
consistency and continuity on future PDSPs.

How to fill in the maturity assessment

Conduct a maturity assessment and select a maturity rating from the
available drop-down options.

The organisation must select a maturity rating for:

e current
e target (2-year goal) and
e aspiration (4-year goal).

As each maturity level builds on the previous (i.e., to move from an
informal maturity level to a basic maturity level, all aspects of the
informal maturity description must be met before progressing to basic),
organisations must finalise all aspects of the prior maturity level before
reporting advancement to the next.

Current 2028 Target 2030 Aspiration

Informal j Basic J Core

23
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Example

The following is a working example of how to assess an element, (e.g., E1.010) to inform an assessment of the whole Standard (Standard 1).

Assess the implementation status of each element
that falls under the Standard

Step 1
VPDSS Element
E1.010

Element descriptor
The organisation documents a contextualised information security
management framework (e.g., strategy, policies, procedures) covering
all security areas.

Assessment
E1.010 is a foundational element under Standard 1. All subsequent
elements build on the foundational aspects of this element (e.g.,
establishing security documentation).
————)
In this example, the organisation assesses its implementation status
to be Not commenced.

This means that the organisation has yet to define or plan the work
needed to meet the requirement of this element.

The organisation continues to assess the implementation status of
the other elements under Standard 1.

Entity Risk Supporting Implementation | Proposed
Reference(s) Control Library Status Completion
(Financial year)
Example Risk Ref #1.
VPDSSE - | Notcommenced - ||2027/2028  ~

Freedom of Information | Privacy | Data Protection
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Step 2

Conduct a whole of Standard maturity

assessment

Standard
1

Standard descriptor
An organisation establishes, implements and maintains an
information security management framework relevant to its
size, resources and risk posture.

Assessment
The organisation has nominated an implementation status for each
element under Standard 1 and can now assess its maturity of the
Standard as a whole.
Next, the organisation critically evaluates the aspects of each
element within the Standard to assess that Standard’s overall
alignment to a maturity descriptor.

Given the organisation reported E1.010 implementation status as
Not commenced, and E1.010 calls for organisations to formalise
foundational requirements, an informal maturity rating may be
appropriate for this Standard, even if other elements in the Standard
are implemented.

Consider the key words from the maturity descriptors to see if they
align with the requirements set out in E1.010.

The informal maturity descriptor notes that organisations at this
level typically have “ad-hoc and undocumented [processes]”, a “lack
of consistent planning”, and “where practice is good it reflects the
expertise and effort of individuals rather than institutional
knowledge” .
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Part B — Organisation summary

Organisation information and contact details: Under this section of the PDSP form, organisations are asked to provide details of relevant contacts within the
organisation and an outline of the Portfolio/Department in which the organisation resides.

OEROAL ~ Description Field Type Image ref.
Part B - Organisation summary o .
Type the organisation’s name, and optionally, any
Organization information and contact details . L, Free text
preferred abbreviation of the organisation’s name.

Public sector agency or body

Nama of tht public S8ST07 Agendy oF Body ,g,;.n:‘:—mt::r?n::m]
: Type the name and contact details of the public
‘ ‘ sector body Head of the Victorian government

organisation (e.g., Department Secretary, CEO).

Organisation contacts Free text
Public sector body Head farmacion Secrity Laad . .
(e, Depariment Secretay, c25] e s Type the name and contact details of the Information
el namme ‘ | ‘ ‘ Security Lead for the organisation.
JPosition title ‘ l ‘ ‘ What is an Information Security Lead (ISL)?
Phane number ‘ | ‘ ‘ An ISL acts as a central point of contact for OVIC, helping deliver important
éﬁ: information security messages and updates. They can also help coordinate
s | ‘ ‘ the implementation of the Standards. The ISL should be someone who can
postal address ‘ l ‘ ‘ influence good information security outcomes for the organisation. For
more information visit our webpage.
I wihich part of the organisation does the | LI
it Soact 2 s While the completion of an organisation’s PDSP will
likely require input from all areas, this field refers to
= Narme of th Vitrian govarmmans st i |;;..=«-- ~1 the area of the organisation responsible for
BERNCY OF COeELES uhder. il
B e coordinating this program of work.
Y= Dropdown
o — o I:I o Gorerevart Astecy (G If the responsible area for the ongoing management menu and
Cg Puecred ey v rformmiom D Commiesof Management of the information security program is not among the optional
o et available drop-down options, please select ‘Other’ free text
utipie can ba sal /] Clazs B Cam y Tt . . . "
o rmpa e sl D ieforvarion and s and briefly elaborate in the associated free text field
£ offered.
:: ----------------- ata Protection AN fede or this page are mandatory uniess ctherwize stated 59
o) OFFICIAL R
m
)
.
(]
(a ¥ Freedom of Information | Privacy | Data Protection
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£ Description Field Type Image ref.
PartB - Drgamsation summary Select the related portfolio/department that the Drondown
Crgandsation information and contact details organisation falls under from the drop-down menu. me:u with

Public sector sgency of body

HName of the pubiic S8CTar agency or Dody

Prefeed abbreviation of
agency or body name |optional]

Ovganisation contacts

Public secmor body Head
(g Department Secretary, CE0]

information Security Lead

[The SrERTERTION'S Rerminated
contact ragarding the VRCSS]

Full name |

Position title

Phone number |

Emaal sddress

Postal address l

If the Victorian government portfolio is not among
the available drop-down options, please select
‘Other’ and briefly elaborate in the associated free
text field offered.

If you have selected Local Government from the
dropdown, please proceed to field E below.

optional free
text

~ ! -~ Field E is only for organisations that have selected Local Government as its

portfolio in field D above.

Some LGAs support/manage a Committee of
Management and/or a Class B Cemetery Trust.

If your organisation is categorised as Local
Government in the field above, these checkboxes

I which part of the: organisation doss the | -] should be selected to inform OVIC of what type of

ongoing managemant of the information P . . .

securmy program reside? e information and systems are covered by this PDSP.
, , | Multiple boxes may be selected as needed.

Harme of the Victorian government portfolio in

which the agency or body cperates under.

ek Lol Gevernment’ portfelis has been
sedected, nominate what information and
SYSLR ATSECS are covered by this FDSP

[ Mukipbe can be selecied)

El Liocai Governmant Authority |Councl)
nformation and systems

Commitiee of Managermnent
information and systems

Class B Cometery Trust
WIRSFRBSN BRd fyItemd

OFFICIAL

AR i on this page e mandutory sk stherwite Sated 53

=

For more information about Local Government
information security obligations, please see OVIC's
LGA Guide.

Checkbox(es)

26
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=]

Prowide an executive summary outlining the security program from the past 24 months | (Crarsser i 2500

a:”!l‘ﬁﬂl’ barmers
D Firancial
D Rucsourcing
[]  copabaey
D Legistative

D Significant change

[Emaramee bmir 1000

0l
]
L]
Ll

Please selact any challenges or Darmers that may be nkiiteng irglementation of e Standards

Extarnal thind-pary cepencence:
Iachinery of Government changes

Lack of darity areund robs 3nd respongibiline:
within the arganization

Lack of understanding of the Standard:

Othar [specify below)

rebevant, please describe any challenges or barriers towands theim phementation of the Standands (Dpsonel)

OFFICIAL
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Description Field Type Image ref.

Use this free text field to highlight a summary of key
information security activities from the past 24
months. These activities are a good way to highlight
items of interest to the public sector body Head and
to OVIC.

Free text

While there is no set way to complete this section,

include enough detail for OVIC to gain sufficient

insight into the information security program of the

organisation and understand the progress that has

been made in your organisation’s information e
security capability.

Topics could include, but are not limited to:

e major projects that the organisation has
undertaken

e high-level summaries of the organisation’s
incidents

e changes to the organisation’s risk profile, and

e significant events for the organisation

i, Further information regarding the implementation of the VPDSS can be
Q\ provided in the free text fields under each Standard.

Use this section to highlight relevant challenges or
barriers that the public sector body Head and/or OVIC
should be aware of that have inhibited the

o, . free text
organisation’s implementation of the Standards. e

If there are additional challenges and barriers to be
added (beyond the available check boxes), check
‘Other’ and note these in the free text field below.

Checkbox(es)
and optional

Freedom of Information | Privacy | Data Protection
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Organisation profile assessment

Under this section of the PDSP, organisations are asked to answer several questions that provide insight into the security profile of the organisation.

OFFICIAL | Description Field Type Image ref.

Organisation profile assessment

Number ofemployees H i
bbb volunteers in each of the fields.

Dicws the organisation have Industrial ian and
Control Systems (|ACS)?

Record the approximate number of full-time .
Thiz section assistz OVIC's understanding of the organisation's security profie. ezl f b q Numerical free
———— e e equivalent staff members, contractors, an -

s

1 Note: this also includes Board members.

. Dioes the arganization abtam, , recenve or hold
B 30r nighar information ot Business mpacs Love (BL 3 or Pgher? [
_ o What is meant by Industrial Automation and Control Systems (IACS)?
Provide an appr pr [terealing 100%) of the erganization's information assets:
i OFFICIAL o # A collection of personnel, hardware, and software that can affect or
e ORFICIAL: Sensitive o % influence the safe, secure, and reliable operation of an industrial process.
e eroTeCTED . “ These systems include but are not limited to:
|C:l::='3_:-hrl [security dassification]// Cabiinetsin-Confidence o %
e e industrial control systems, including distributed control systems (DCSs),
SECRET o % . . .
programmable logic controllers (PLCs), remote terminal units (RTUs),
BLS TOP SECRET o % . . . . . L
: intelligent electronic devices, supervisory control and data acquisition
Percentage of information not assezzed ° * (SCADA), networked electronic sensing and control, and monitoring
1 . . .
Percentage of information marked using 2 former scheme or different scheme o % Q: and diagnostic systems. (In this context, process control systems
Ensure the breaiidown of the organisation's nformation assets equals 100% include basic process control system and safety-instrumented system
Moty e mation security incients were reccrded in (SIS) functions, whether they are physically separate or integrated)
I on the crganization's internal register over the last 24 months ?
Security Incidents Of these incidents, how many affect information assets of H H i i i
Business Impact Level (BIL] 2 or higher? e associated information systems such as advanced or multivariable
control, online optimizers, dedicated equipment monitors, graphical
How many third=party arrangerments currently have direct . . | X .
Third-Party accsss 10 the crganisation's information and systems? interfaces, process historians, manufacturing execution systems, and
Arrangements ; . - . .
e o e proteciive marking that e paries are - plant information management systems
How did the organisation validate the PSP priar to submission to OVIC? e associated internal, human, network, or machine interfaces used to
e svor ] Additional (Optional) o2 i provide control, safety, and manufacturing operations functionality to
enemanice ] continuous, batch, discrete, and other processes.
SetfArsecsed l:‘
Freedom of Information | Privacy | Dats Protection Al ek on i page e marchory wress sberwe A 5 Select the most appropriate /ACS response based Dropdown
OFFICIAL [=]] on the organisation’s systems. menu

28

S
S
o
Y
(a
(7p]
(]
(a
(4}
<
)
(T
(o]
m
]
L -
(]
(a

Freedom of Information | Privacy | Data Protection
OFFICIAL




OFFICIAL

OFFICIAL - o .
= Description Field Type Image ref.
Organisation profile assessment
This SHCTON 53515 OVITS understanding of thi orEsrsation's SEcuity prae, Select the most appropriate BIL 3 or higher response
Dropdown
FulkTime Eaunalenn Comrzciors Vobirser based on the organisation’s information.
Mumber of employees menu
withintha crganisation . q
This is not an average, but the highest level of
Diows the organisation have Industrial Automation and i i i i i
1Acs -t = |nfor.mat|on that your organisation obtains, generates,
receives, or holds.
. Does the arganization obtain, generate, recehe or hold
BAL 3 or highar information at By - VE] ? = . . . .
2t Busness ImpactLeve (B Sormerer To assist in answering this section, refer to the
Provide an appraximate protective marking breakdown (iatalling 100%) of the organisstion's information assets: organisation’s Information Asset Register outlined
under elements E2.020 and E2.040.
EL1 - OFFICIAL o %
IW::‘LH\': OFFICIAL: Sensitive o %
i ?
L ereTecTED . . What is meant by a BIL 37
e [securty assiication] | Cabingt-n-Canfidence - % Business Impact Levels (BILs) are quantitative measures that describe the
BiLa - . . potential impact arising from a compromise of the -
BILS - ° . T
: ) : TOP SECRET o % Confl(jentlallty
Percentage of information not assessed o % ° |ntegr|tyand / or
e Availability
Percentage of information marked using & former scheme or different scheme 0 %
Eneure the breakdown of the organization™s information assets equals 10086 éx( Of F)Ubllc SeCtor lnformatlon
Hiow mary infermation security incdents were reconded in . i
nformation the organisation's intemsal register over the last 24 menths? BILs present scaled impacts describing the harm or damage to government
Security Incidents Of these incidents, how many affect information assets of a operations, organisations, or individuals, resulting from a compromise of
Business Impact Level [BIL) 2 or higher? . L. . . . - .
the confidentiality, integrity and/or availability of public sector
How many thirdkparty armangements currently have direct information. Information assessed as BIL 3 would be expected to cause
Third-Party Bccess to the crganisation's information and systems? major harm/damage.
Amangamants What is the highest protective marking that thind parties are -
acressing?
For further information about BIL assessments refer to OVIC’s Practitioner
How id the arganisation validate the POSP prior to submission to OVIC? Guide: Assessing the Security Value of Public Sector Information and the
rriemal Audit E‘ Additional commants (Optional] (300 charsster Erit) VPDSF BIL Table.
External Audit I:‘
Ssif-Assessed |:|
N2 X X X . X X
Freedorm of Information | Privacy | Deta Protection N 5kt on 9 page e rmardey sl aberws st 3 I Note: If the organisation does obtain, generate, receive, or hold information at BIL
T -  —" 3 or higher, heightened security controls must be considered by the organisation.
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https://ovic.vic.gov.au/data-protection/practitioner-guide-assessing-the-security-value-of-public-sector-information-v2-0/
https://ovic.vic.gov.au/data-protection/practitioner-guide-assessing-the-security-value-of-public-sector-information-v2-0/
https://ovic.vic.gov.au/data-protection/victorian-protective-data-security-framework-business-impact-level-table-v2-1/

OFFICIAL

OFFICIAL - Description Field Type Image ref.
Organisation profile assessment ) )
o s it Y e g ety s Insert an ap.pro><|mate percentage breakdown in the Numerical
P —— Pa— ek respective fields. free text
Mumiber cfemployees
‘withinthe nisat . N . . .
SrE To assist in answering this section, refer to the c
s g el Aurematin and - organisation’s Information Asset Register (IAR) outlined
e creameston sotan e s o under E2.020 and E2.040.

BAL3 or higher it stion s Inw'cEL._-udla'lLJ Sor higher? ;[
Provide an approximate protective marking breskdown [tatalling 100%) of the crganisation'sinformation assets: What are protective markingS?

et OFFICIAL o % . . . . .

et Protective markings are security labels assigned to public sector

OFFICIAL: Sensitive o *®

information and directly correspond to outcomes of a confidentiality

//
PROTECTED ° % @\ assessment.
{security classficanson|/f Cabinet-in-Confldence %

Organisations could refer to their IAR or information/records

feerhemrasin e ’ K management systems, offering an approximate breakdown of assets and
fosnbenntnin TOP SECRET 2 * associated protective markings. For more information refer to OVIC’s
Percentage of information not assessed Practitioner Guide: Protective Markings.
Percentage of information marked using A former scheme or different scheme
Ensure the breakdown of the organisatior's Information assets equals 100% If the organisation is yet to undertake an information Numerical
How many information security inciderts were recorded in security value assessment for all active information e vt
lormaten e e g s et assets, provide an indicative percentage of the G
O these incidents, how many affect information assets of a
Business Impacs Level (BIL) 2 or higner? information assets that are yet to be assessed.
Hiw miany Third-party arrangements currently have direst
ThirdParty ‘acoess wo the organisation’s information and systems?
freneemes e e protective maring Hhat S partes e - If the organisation has active information assets Numerical
marked under a former or different scheme (i.e. those free text
How did the arganisation validate the POSF prior to submissian to GWIC? that are yet to be reassessed and re-labelled under the 0
meematsuge ] Adarionsl omments (Options) (300 deme=ina) current protective marking scheme), provide an
ereraine 7] indicative percentage in this field.
SeM-Assersed D

reedom of information | Privacy ata Protection Al fielgs om this page are mandatany uniess stherwise sisees

OFFICIAL ] N Note: The current PDSP form does not automatically calculate the total
breakdown. Organisations should manually check over fields K, L and M to ensure
the figures amount to a total of 100%.
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OFFICIAL -]

Organisation profile assessment

This section assists OVIC's understanding of the organisation's security profile.

FulkTime Equivalere Cortracser: Vohrteers
Numberof employees
withir the srganization
Does the organisation hawve Industrial Automation and =
. Contral Systems (IACS)?
Does the organtation obean, generate, receive of hold
B4 ar higha infermation at Business Impact Level (BIL) 3 or higher? =

Provide an approwimate protective marking breakdewn (romlling 100%) of the crganisation's information assets:

e ‘B" 1 : CFFICIAL o %
© Sz - OFFICIAL Sensitive o %
[t . PROTECTED o %
|Eu::::-h\-] {security clissification] Cabinet-in-Confidence o [
:, i . SECRET o %
e o , TOP SECRET o %
Percertage of information not assessed o %
Percentage aliipemation marked using a former scheme or diferent scheme o %

= bregkdown of the ofganisation’s Information assets eguals 100%

How mary information security mcidents were recorded in
the organication’s intennal register over the last 24 months?

ir i

Security Incidents Of these incidents, how many affect information assets of a
Business Impadt Level (BIL) 2 or higher?
How My thind-party arrangements currently have direc

Third-Party ‘access 1o the organization’s information and systems?

Arrangements What i the highest protective rarking that third parties are -
acoemsing?

Haw did the organisation validate the PDSP priar to submission ta OVIC?

Internial Auit I:‘ Additional camments (Optional) {300 dsmouer lmz)
External Audit D
SeM-Assessed |:|

Al fieles o this page are mandstory urbess ctherwise sised

OFFICIAL |

Freedom of Information | Privacy | Data Protection
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Description Field Type Image ref.
The organisation should indicate the number of Numerical
information security incidents that occurred in the last free text

24 months and were recorded (documented) in its
internal incident register.

What qualifies as an information security incident?

An information security incident refers to one or multiple identified
information security events that can harm/damage an organisation, its

N

)
Q assets, individuals or compromise its operations. Information security

incidents may take many forms. These include, but are not limited to,
compromises of electronic or physical information or verbal discussions.

AN

[

1 Note: Under E6.040 the organisation records information security incidents in a

register.
To complete the follow up incident question, the Numerical
organisation should have an understanding of the free text

security value of the information (expressed as a BIL) Q
impacted by the incident.

List the total number of incidents where the

information affected was assessed as BIL 2 or higher.

What is meant by a BIL 2?

BILs present scaled impacts describing the harm or damage to government
operations, organisations, or individuals resulting from a compromise of the
confidentiality, integrity and/or availability of public sector information.

i\

I
Information assessed as BIL of 2 would be expected to cause limited
harm/damage.

1, Note:Under element E9.010 information security incidents that have resulted in a
1 compromise of information assessed at a BIL 2 or higher, should be reported to
=——21  QVIC.
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Organisation profile assessment

This saction azsizts OVIC's understanding of the organization’s security profile.

Fuilk Teme Equnalert Cortractars Vohrteer:
Numiser of employees
within the srganization
Does the or i Industrial ion and
s Control Systems IACS)? -

BIL 3 & hi Dokl the organiation obtaen, gensryle, recene of hold -

information at Business Impact Level [BIL) 3 or higher?

Prowvide an approximate protective marking breakdewn (to@iling 100%) of the organisation's information assets:

BL1
L]
\Car " (OFFICIAL o
B2 TR
[l i) OFFICIAL: Sensithie o %
L3
o
[ — FROTECTED 3
BILZ-2 {seouniny classoatean| /) Ca b res-in-Confldence o %
|Cordireaiey)
BiLa -
e anyl SECRET o %
:H::—L&.I TOF SEcRer o =
Percentage of information not assessed o L]
Percentage of information marked USing & farmer scheme of different scheme o %

Ensure the breakdown of the organcsation’s iInformanion assets eguals 100%
Haw My INTOrMInon JEounity MGBEMTT were fecofded in
the organisation’s internal register aver the last 24 months?

Of these incidents, how many affect information assets of a
Business Impacs Level [BIL] 2 or higher?

How many Third-party anrangements curently have direo
BC0BSS 10 the Organisation’s informaton and systems?

Arrangements What is the highest protective marking that thind parties are -
acoassing?

Hiow dicd the anganization validate the PDSP priar 1o submissian ta OWIC?

Internal Audit

External Audit D
Self-Assessed |:|

I:‘ Additional omments [Optional) (200 coamoerlim)

Al fielis on this page are mandstory urkess ctherwise ststed

OFFICIAL =1
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Description Field Type  Image ref.
List the number of third-party arrangements where the
third party currently has direct access to the
organisation’s information and information systems.

If the organisation has a register of third-party
arrangements (e.g., contracts, MOUs, and information G

Numerical
free text

sharing agreements), this can be helpful in identifying
which third parties may have direct access to public
sector information.

Refer to your third-party arrangements register as
outlined under element E8.050.

What is meant by arrangement?

2’1 An informal and non-legally binding understanding between the State and a

third party. A memorandum of understanding between 2 parts of the State is
also an arrangement because it is not possible to make a legally binding
contract between 2 parts of the same legal entity — the State of Victoria.

What is meant by third party?

l/
@\ Any person or entity external to the organisation. This can include another
public or private organisation, a contracted service provider, or individual.

What is meant by direct access?

, Direct access means the ability, right, or permission to collect (obtain), hold,
Q‘ manage, use (interact with or retrieve), disclose, or transfer public sector
information (data) from information holdings or systems. Viewing
information / systems that has been released in an authorised manner is not
considered direct access.

Freedom of Information | Privacy | Data Protection

Choose the most appropriate protective marking
response from the drop-down selections.

If the organisation has a register of third-party Dropdown

arrangements, this can be helpful in identifying what menu
type of information third parties are accessing and the
highest security value accessed by them.
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R _a Description Field Type  Image ref.

Organisation profile assessmeant
Check the most appropriate PDSP validation box or

This section assistz OVIC's understanding of the organization’s secusity profile. Checkb
: N e , eckboxes
FulTime Byt Conractors r— note the method used in the ‘Additional comments with
Mnﬁr;nm field. N
optional
- Doas the organisation have Industrial Autormation and [=] When answering this section consider how the free text
Control Systems (JACS)? q am 5
responses provided on the PDSP were verified and field
8L 3or higher o Bk b Lovdl [0 3 o et - confirmed prior to the submission to OVIC. f?Q?)’CharaCter
mi
Frovide an approvimate protective marking breakdown [totaling 10056) of the organisation's information assets: The drop—down OptionS are:
BiL1 . . .
Cartdentain] S g ® Internal Audit — the organisation conducted an
ottty OFFICIAL: Sensitive 0 % internal security audit to validate PDSP responses. e
(et FROTECTED : = External Audit—the organisation contracted a third
e [security casscation]f Cabinet-in-Confidence - % party to validate PDSP responses.
B . a o
ot SECRET : * Self-assessed — no formal audit or review was
BiLS =
s TOP SECRET : % undertaken of the PDSP responses.
Percentags ofinformation not azzezzed 0 % Additional comments — If the organisation verified
Percentage of information marked using a former scheme or different scheme o =% the PDSP prior to SmeiSSiOﬂ in another way, or
Encure the breakdown of the arganization’s information assets equalz 1008 Wants to prOV|de more lnformatlon abOUt thls' nOte
this in the ‘Additional comments’ free text field.
Hew mary information sacurity incidents were recordedin
I on the organisation's internal register over the last 24 months?
Security Incidents Of thase incidents, how many affect information assets of 3 Note to auditors
Business Impact Level (BIL] 2 or higher?
The purpose of the VPDSS is to provide a set of criteria for consistent
Heonw many third-party arrangements currently have direct . . . . . .
Third-Party accas tthe organisaion's formation snd systams? application of risk-based practices to manage the security of pubic sector
Arrangements What i the highest pratective marking that thind parties are . information. VPDSS Elements are security measures that modify risk.
accezsing?

How did the organisation validate the PDSP prior to submission to OVIC?

When auditing against a PDSP, auditors should consider how specific
Q controls are implemented with regard to the organisation's own internal

Intermal Audit J Additional commarts [Optional) (200 characte ity and external context, the security value of its information, and any
enemaidugt [ associated risks.
SetAssesied ] Auditors should avoid viewing implementation of the elements as a

compliance activity and instead focus on the risk management aspects.

Freedem of Information | Privacy | Data Protection Al fielchs on this page are mandstony urless otherwse stated
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Shared Service Providers: OVIC has added questions around the provision or receipt of shared services. Responses to this section of the PDSP form should reflect
arrangements that are in place at the time of submission, noting that these arrangements may be subject to change.

OFFICIAL |

Shared service providers

1. Does your organisation currently provide shared services?

if reswasselected, itismandatorytocomplete sections g to d.
a) Nominate the number of services provided.
b) Nominate the number of entities your organisation provides services to.

c) Nominate the types of shared services provided by your organisation.

D Audit D Fleet/azset management D Payrol
D Commuicationsimedia D Human Resources (HR) I:l Policy
N Information Communication Progerty/facilties/
I:] Corporate finance Technelogy [ICT) secommadstion
- Records/information

e [ e Rk

D Dizpozal ]:l Ubrary I:l Unzure or other [uptly telow)
if 'Unsure’ or 'Other’,
spedify with detail

1560 character bant)
d) Is personalinfi ion i inthe p of a shared service(s)? -I

2. Does your organisation currently receive shared services?
ifreswasselected, itismandatorytocomplete sections g to d.

a) Nominate the number of services received

b) Nominate the number of entrties your organisation receives services from.

€) Nominate the types of shared services received by your organisation.

D Audie D Fleet/azzes mansgement

l:l Commrications Anadis ]:l Human Resources (HR]
Information Communication

[ coverestounce [ e

D Digital and snalytics D Legal

[ oo W e

If ‘Unsure’ or 'Other’,

spedify with detail

1500 character T}

d) Is personal information involved in the provision of a shared service(s)?

[] s
D Policy

Property/facilities/
sccommodation

Records/information
mensgement

D Unzure of other [spectly beiow)

&

eedom of information | Privacy | Data Protection All itz on T2 page 878 MaNSIOry uniess Stherwize stated
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Description Field Type

Dropdown
menu e

Image ref.

Choose the most appropriate shared service
provider response from the drop-down selections.
If either No or Unsure are selected, no further
response is required (proceed to Question 2).

A shared service provider is a government agency/body that delivers

él’: support functions to other government agencies/bodies, acting like an

internal business unit. Services may include but are not limited to HR,
finance, IT, property, payroll, legal, libraries, and waste collection.

Input the number of shared services provided and

to how many organisations. The organisation should

indicate the number of:

a) shared services provided by your organisation,
and

b) the number of entities that your organisation
provides shared services to.

Numerical
free text

Check the corresponding boxes noting the type(s) of  Checkboxes
shared services provided by your organisation. with

. ) . accompanyin
If the service type is not listed or unknown, select P .y g
free text field

Unsure or other and specify any additional type(s) in (500-character
the space provided. limit)

Choose the most appropriate personal information Dropdown
response from the drop-down selections. menu

Freedom of Information | Privacy | Data Protection

ég Under section 3 of the PDP Act, personal information means information or

an opinion (including information or an opinion forming part of a database),
that is recorded in any form and whether true or not, about an individual
whose identity is apparent, or can reasonably be ascertained, from the
information or opinion, but does not include information of a kind to which
the Health Records Act 2001 applies.
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OFFICIAL -] Description Field Type Image ref.
Shared service providers . . ,
Choose the most appropriate shared service receiver Drobdown
e T ) B response from the drop-down selections. If either No mer:)u 0
or Unsure are selected, no further responses are

if res was selected, tismandatoryto complete sections a to d.

a) Nominate the number of services provided.
b) Nominate the number of entities your organisation provides services to.

€) Nominate the types of shared services provided by your organisation.

required, proceed to the next page.

A shared service receiver is a government agency/body that uses support

QX/

functions delivered by another department or agency. These services can

H - | O s include HR, finance, IT, property, payroll, legal, libraries and waste
D Communications/medis D Human Resources (HA) D Palicy CO”eCtiOn.
Information Communication roperty/faci 2/
D [ —— D ‘Irech'\oiogvlm :cxon:‘:o:l:::
Digital and snalyts el Recordz/information . )
= [ «e messgermers Input the number of shared services received and sl
Dizposal il nsure or other [upec H H
W -~ O ww === from how many organisations.
If ‘Unsure or ‘Other’. free text
e s The organisation should indicate the number of:
d) 1s persanal informationinvolved n the provision of a shared service(s)? | a) shared services received by your organisation,
and
2. Does your organisation currently receive shared services? | b) the number of entities that provide services to
if Yes was selected. itismandatoryto complete sections g to d. your Organisation.
a) Nominate the number of services received.
e T Check the corresponding boxes noting the type(s) of Checkboxes
shared services received by your organisation. with
[4 Ominal e serviCes recer Your organisation. —_— .
: S : . : accompanyin
[ A [] reevsmesmansgemens ] v If the service type is not listed or unknown, select free test fiéldg °
| [ roman sesources v [ ober Unsure or other and specify any additional type(s) in
Information Communication Property/facilities/ (500-character
orate finance - g
] e [ veveeerocn sccommotdason the space provided. limit)
I:I Digital and anshyticz D Legal ‘E:c:r::::::;nlbon
Dizzozal Library insure or other [y ) . . .
O i O e Choose the most appropriate personal information Dropdown
T response from the drop-down selections. menu
(500 charactar lmi)

d) s personal information involved in the provision of a shared service(s)?

El

OFFICIAL |
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Information Security Risks: OVIC has added questions regarding organisations’ information security risks. When responding to this section of the PDSP, consider the key
information security risks of your organisation.

Organisations will have assessed information security risks and developed risk treatment strategies as part of the Security Risk Profile Assessment process, recording
outcomes in an internal risk register.

Organisations may have a single enterprise-level information security risk addressing the 12 VPDSS. If so, note the single entity risk reference and associated risk statement in
the first line. Where an organisation has multiple information security risk references and statements, use the additional fields to record these (max of 12).

36

S o Description Field Type Image ref.
Information security risks NI V2
As raquired under Part 4 of the Privacy and Data Protection Act 2024 (Vi) organizations must undertake a Security isk Note: The information security risks do not need to be listed in a particular order.
Profile Assessment [SRPA). This foundational process provides organisations insight into their information security risks which N —
should be documented and managed via internal rizk register(z)
For guidance on how to compiete this mandatory section, refer to OVIC's How-to Guide: Completing the Protective Doto
Security Plan. A minimum of one risk reference and associated risk statement must be supplied to fulfill this section. N . . . . . .
__ Note: If your organisation has more than 12 information security risks and would
Entity risk reference Risk statement . . .
. like more space, contact the ISU to discuss your options.
1 /
Input the entity risk reference in the associated field.
2 Free text
Entity risk reference(s) recorded in Part A of the PDSP field
3 form will assist you in completing this section.
4 é: What is meant by information security risk?
= In the context of information security, information security risks can be
expressed as events that can negatively influence the achievement of
6 information security objectives in the organisation.
Information security risks can be associated with the potential that threats
7 will exploit vulnerabilities of an information asset(s) and thereby cause
harm to an organisation.
8 For more information, read OVIC’s Practitioner Guide — Information
E Security Risk Management.
9
o
Input the associated risk statement into the
Y= 10 P L Free text
o corresponding field. )
7 field
Q 1 To complete this field, refer to your internal risk
(a8 register and copy the relevant contents that correlates
(4} 3 to the entity risk reference.
<
¢y | Data Protection Al fiekcs 0n ths page sre mandstory unks otherwee tated 3¢ . . .
:: ST &l ) Refer to your risk register as outlined under element
(o] E3.020.
m
)
.
(]
(a

Freedom of Information | Privacy | Data Protection
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OFFICIAL - Description Field Type Image ref.
Senerative Artificial Inteliigence Choose the most appropriate Generative Artificial
1-Doas Yol orp il e Arcicil intaligance (Geo AlJ2 E Intelligence (Gen Al) response from the drop-down Dropdown
selections. meny
b L e S S I a3 If either No or Unsure are selected, no further
ChatGPT ] ST e L I R B T responses are required, proceed to Question 2.
Google Gemini |:|
Microsofe Copiloe I:‘ . What is Gen Al?
o= L] 3 Algorithms, derived from machine learning, that learn from training data
:;q;;r:-x:&:flkmmm-ﬁwwmvhuu-mmmur:-urzu-nmd-lstuml and can be used to create content with similar characteristics.
S e Sow (90 st e If either Yes or Planning were selected above, check
O O 0O O D : ) Checkboxes
the corresponding boxes against the relevant tool(s) )
<. Select one or more of the baxes belaw to indicate the Business Impact Level (BIL) rating of public sector proposed or in use. If the tool is: with )

P e e s accompanying
i ¢ e not listed, select Other and specify any additional ~free text field
O 0o o oo o tool(s) in the free text field. f?Q?)’CharaCter o

mi
Eﬁ&&“ﬁ?ﬁ&’ﬁ?ﬁﬁfﬁ&ﬁ” j e unknown at this stage, select Other and note this
Sreenpenaerns e in the free text field.
a.If Planning or Yes, please nominate which Gen Al tools being proposed or in use by the CSP: Multiple tools can be selected.
ChaeGPT I:I If 'Other’, specify any additional tools (300 character kmit]
Google Gemini Il Check the corresponding boxes noting the
MiosoreCopiior ] information type(s) that are proposed, or in use, as Chickboxes
Other | inputs into LLMs within your organisation. \a:vclzom :
panying
b. Select the types of public sectar information proposed or in use 3 inputs inta LLMs by the CSP. If the information type is not listed, select Other and  free text field
FEIw E "5=t EF@D.—.“ |:| 1 "Other, spacty any aditional types (o cwncerieid specify any additional type(s) in the space provided. l(_-”o_ft’)'CharaCter
mi
_ _ _ _ If the information type is unknown at this stage,
:fﬁxﬁmm?::f;wmmmmmm“mmmmmmww select Other and note this in the free text field.
BL2 BL3 BiLs ms
D O O O O O Multiple information types can be selected.
Freedom of informarion | Privacy | Data Protection AR flc 11z page we mandumey st oturuze amed 37 /. What are Large Language Models (LLMs)?
OFFICIAL | Q\

A subset of generative Al based on transformer networks. A transformer is
a type of Al model that learns to understand and generate human-like text
by analysing patterns in large amounts of text data.
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Generative Artificial Intelligence

1. Does your organi: use ive Artificial (Gen Al)? j

a. if Planning or Yes, please nominate which tools are proposed or in use:

OFFICIAL

If either No or Unsure are selected, no further

Description Field Type Image ref.
.Nommat.e the assessed IBIL rapng(s) of public sector e o)
information used as an input into the LLM.
Select all BIL ratings that apply.
Choose the most approprlate Gen Al response from Sl
the dropdown selection. menu e

responses are required for this page.

ChatGPT [:l ¥ 'Other’, specify any additional tools (300 charscter femit]

Google Gemini D

Micrazoft Copilot D

Other ]
b Select the types of public sector information proposed or in use as inputs into Large Language Models (LLMs)
‘within your organisation.
Financial Lega Personal Ervfctl:nw'. Other i 'Ochar, specify any addiional types (300 chemcer ime)
€. Sel or more of the b bl i the Busi Impact Level (BIL) rating of public sector
information proposed or in use as inputs into LLMS within your organisation.

L8 BL2 BLl BLs LS e

Uninown

HE E B B B N

N Note: The below questions relate only to the use of Gen Al by Contracted Service

disclosed, or transferred on behalf of the organisation.

Providers (CSP) for public sector information collected, held, used, managed,

—
2. Do any of your Contracted Service Providers (C5Ps) use Gen Al, in respect

of public sector information collected, held, used, managed, disclosed or ;I
transferred on behalf of the organisation?

a. if Planning or Yes, please nominate which Gen Al tools being proposed or in use by the CSP:

OaGPT [:l

Google Gemini D

I ‘Other, specify any additional tools (300 characer fimit}

Microsoft Copilot D

Lo [

If either Yes or Planning were selected, check the
corresponding boxes against the relevant tool(s)
proposed or in use by the CSP. If the tool is:

Checkboxes
with
accompanying
e not listed, select Other and specify any additional  free text field
tool(s) in the free text field. (300-character

b. Select the types of public sector information proposed or in use as inputs into LLMs by the CSP.

Cther o 'Oher’, specy any 30dTonal Types (100 crencer ima]

Financial

O O

usa as inputs into LLMs by the CSP.

sL1 a2 B3

raadom of Information | Privacy | Data Protect:
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A Beics on thes page are mandstony unkess therwise stated

Freedom of Information | Privacy | Data Protection

limit)
e unknown at this stage, select Other and note in
the free text field.
Multiple tools can be selected.
Check the corresponding boxes noting the
) . e = < ) Checkboxes
information type(s) that are proposed, or in use, as with

inputs into LLMs by CSPs. )
accompanying

° If the information type is not listed, select Other free text field
and specify in the free text field. (300-character

limit)
° If the information type is unknown at this stage,
select Other and note in the free text field.
Multiple information types can be selected.
Nominate the assessed BIL rating(s) of public sector
g(s) of p Checkboxes

information used as an input into the LLM by CSPs.
Select all BIL ratings that apply

OFFICIAL
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Part C — Attestation

Annual submission of an Attestation to OVIC is set out under element E9.040.

The purpose of the Attestation is to:

e confirm the organisation is continuing its program of information security
activities per the VPDSS, as outlined in the PDSP,

e confirm the contents of the PDSP are accurate, and

e acknowledge the public sector body Head’s obligations under Part 4 of
the PDP Act.

The Attestation must be signed by the public sector body Head and cannot be
delegated to another person.

Signing the Attestation

Data entry Description

Soft copy/ e Use the Adobe Acrobat Reader Fill & Sign feature to add the public
electronic sector body Head'’s signature into the box provided

e Insert an image file (e.g. jpg, tiff, bmp) of the public sector body
Head’s signature into the box provided, or

e Type the name of the public sector body Head'’s signature into the
box provided.

Hard copy Print a hard copy of the completed PDSP for the public sector body
Head to physically review, sign and date with a wet signature. This
signed and dated hard copy Attestation page may be combined with
the remainder of the PDSP.

Note: OVIC uses the data extracted from the PDSPs to develop insights to
provide back to Victorian government on the VPS’s compliance with the

I Standards over time.
é If, by signing the PDSP, the document locks, our team is unable to extract

data for review. In order to extract the data, we require an
unlocked/unsigned version of the PDSP, to analyse data and trends.
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Part C - Attestation

This Protective Data Security Plan (PDSP) is submitted to the Victorian Information Commissioner in
accordance with section 89 of the Frivacy and Data Protection Act 2014 [Vic) (PDP Act).

K {full name] as the public sector body Head of

|organisation/agency/body) confirm that:

*  my organization has implemented the 12 Victorian Protective Data Security Standards
(Standards), or is in the process of ing and/or i ing these [where

spplicable)

®  the contents of this PDSP accurately reflect the current information security risks and program of
my organization, and

* | am aware of, and acknowledge, my obligations as public sector body Head as outlined under Part

4 of the PDP Act.

print full name:

Pasition title:

Date:

f—
Insert signature
or sign here:
Freedom of information | Privacy | Data Protection Al felcs on tha page are mancatary Lnies otferwesiated  gn
OFFICIAL =~
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Submission, Next Steps, and Useful Links

Options for submission

When all mandatory fields on the PDSP have been completed and the public sector body Head has reviewed the form, signed and dated the Attestation the
organisation can submit a copy of the PDSP to OVIC via one of the options below.

Note: Remember to retain a copy of the completed PDSP for organisational records.

Option 1

PDSPs marked as

OFFICIAL _
and Option 2
OFFICIAL: Sensitive

Option 3
Option 4

PDSPs marked as
PROTECTED Option 5
Option 6

Soft copy /
electronic

Hard copy

Hard copy

Soft copy /
electronic

Hard copy

Hard copy

Freedom of Information | Privacy | Data Protection

Send a copy of the completed, signed and dated PDSP to security@ovic.vic.gov.au (either from the public

sector body Head’s email address, or the Information Security Lead's email address)

Post a copy of the PDSP in a single opaque envelope with no protective marking label on the outside to:

PO Box 24274
Melbourne VIC 3001

Hand-deliver a copy of the PDSP to:

Attention: OVIC
Level 34/121 Exhibition Street
Melbourne

Speak to the ISU requesting to send a copy of the completed, signed and
dated PDSP via OVIC's authorised secure file transfer platform

Deliver a copy of the PDSP by safe-hand (e.g. delivered in-person by an
authorised messenger) to:

Attention: OVIC
Level 34/121 Exhibition Street
Melbourne

Deliver a copy of the PDSP by SCEC-endorsed courier to:

Attention: OVIC
Level 34/121 Exhibition Street
Melbourne

OFFICIAL

s

T

Please note:

Please ensure you
contact the ISU prior to
submitting via options 3,
4,5 and 6.
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Next steps

After submitting the PDSP to OVIC the organisation will receive an email confirming receipt by OVIC's Information Security Unit within 1-15 business days.
Between now and the next OVIC reporting period ensure the organisation continues to:

e Monitor and document the organisation’s information security risks,

e alert OVIC to any significant changes to the organisation’s information security risks and/or operating environment,
e notify OVIC of any changes to the organisation’s Information Security Lead and/or public sector body Head, and

e report information security incidents through the Incident Notification Scheme

Useful links
VPDSS Glossary https://ovic.vic.gov.au/information-security/victorian-protective-data-security-standards-glossary-v2-1/
Agency Reporting Obligations https://ovic.vic.gov.au/information-security/agency-reporting-obligations/
Victorian public sector stakeholders https://ovic.vic.gov.au/information-security/agency-reporting-obligations/vps-stakeholders/
VPDSF BIL Table https://ovic.vic.gov.au/information-security/victorian-protective-data-security-framework-business-impact-level-table-v2-1/
OVIC Regulatory Action Policy https://ovic.vic.gov.au/regulatory-action/regulatory-action-policy/

VPDSS Implementation Guidance v2.4 https://ovic.vic.gov.au/information-security/victorian-protective-data-security-standards-implementation-guidance/

https://ovic.vic.gov.au/information-security/information-security-resources/implementation-guidance-for-industrial-automation-

Implementation Guidance for IACS
and-control-systems/

Information Security Risk Management https://ovic.vic.gov.au/resource/practitioner-guide-information-security-risk-management/

Assessing the Security Value of Public Sector Information https://ovic.vic.gov.au/information-security/practitioner-guide-assessing-the-security-value-of-public-sector-information-v2-0/

Protective Markings https://ovic.vic.gov.au/data-protection/practitioner-guide-protective-markings/

Incident Notification Scheme https://ovic.vic.gov.au/data-protection/agency-reporting-obligations/incident-notification/

41
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OVIC Multi-Organisation Reporting Model

For agencies and bodies seeking to submit a Pratective Data Security Plan (PDSP)
using the multi-organisation reporting model where they share equivalent
information security risk profiles and environments

Key stakeholders

feil :
QVIC ISU HH Primary organisation Subsidiary organisation

Lead agency/body providing
support to subsidiary
arganisations

Agency/body that leverages
support off a primary
organisation

Oversight & approval

Shared reporting criteria

v' Risk profiles

v’ Risk appetite & tolerance
v VPDSS element implementation status including
proposed completion dates
v' Controlenvironments
Allreporting criteria must be met
v Maturity levels
The process of a multi-organisation submission
Oreanisations 2 Primary 3 ovIC 4 Primary & 5 Submit
Organisations 1o nisatio subsidiary ores Submit
conduct initial == arganisation - prepares e subsidiary orgs PDSPs to

assessment

collaborate &

liaises with
OV complete

oviIC

PDSP forms

ovic

What gets submitted

Completed and sighed copies of:
the primary organisation PDSP, and

-

To discuss if this model is appropriate foryour
organisation speakto a member of the Information
Security Unit

security@ovicvicgov.au

all listed subsidiary organisation PDSPs
|
L1 | |
| |
| |
| |
[ ] | | J | — | J |
EEEn Bl EEEn . 1 HEEn

Freedom of Information | Privacy | Data Protection

Appendix — Multi-organisation reporting
model

What is the multi-organisation reporting model?

This model is designed to help organisations submit a consolidated PDSP
where organisations have equivalent:

e risk profiles (including appetite and tolerance)
o risk references

e  control environments

e implementation statuses

e completion dates for the VPDSSE, and

e maturity levels

Where this shared reporting criteria:

e can be met by all parties, contact the ISU to discuss your
requirements and request a copy of the tailored PDSP forms.

e cannot be met by all parties, the multi-organisation PDSP reporting
model is deemed unsuitable. In this scenario a single organisation
PDSP form must be submitted by each agency or body.

What is a primary organisation and a subsidiary
organisation?

The primary organisation refers to the agency or body that
leads/supports the information security program for itself and other
organisations. Support arrangements may entail providing guidance on
information security risk, helping implement the Standards, and
submitting a PDSP to OVIC.

A subsidiary organisation effectively operates as a business unit of the
primary organisation, that leverages support off a primary organisation
to help manage its information security program.

42
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Overview of multi-organisation reporting model process

Organisations intending to use the multi-organisation reporting model should refer to the below to help navigate the process.

The primary and subsidiary
organisations collaborate
during the SRPA process to
determine all organisations
meet the shared reporting
criteria.

OVIC's Information Security Unit creates a
tailored primary organisation PDSP form using
the details sent to OVIC and sends this form, as
well as subsidiary organisation PDSP forms, to
all listed agencies and bodies.

Each subsidiary
organisation completes its
own subsidiary
organisation PDSP form.

The primary organisation
advises OVIC in writing of its
intention to use the multi-
organisation reporting
model, confirming the
details of all subsidiaries.

The primary organisation develops
the primary organisation PDSP form
in collaboration with the subsidiary
organisation(s).

Each subsidiary organisation
collaborates with the primary
organisation to ensure its risks and
controls are accurately reflected on

the primary organisation PDSP form.

Freedom of Information | Privacy | Data Protection
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The primary organisation
finalises and signs its own
primary organisation PDSP
form.

No later than

o o 31 August 2026

The primary organisation: /
o collates all signed primary and
subsidiary organisation PDSP

Each subsidiary organisation

finalises and signs its own forms.,and
subsidiary organisation PDSP o ST the.PDSP forms.tcln
form and sends a signed copy QVIC, ensuring the subsidiary
to the primary organisation organisation’s public sector

body Head and/or Information
Security Lead is copied into the
correspondence.

Upon receiving all completed
PDSP forms, OVIC provides written
confirmation of receipt.
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Participating in the multi-organisation reporting model

All organisations that intend to utilise the multi-organisation reporting model must collaborate with one another, confirming that all agencies and bodies
meet the same shared reporting criteria. Once established, the primary organisation must contact OVIC to confirm in writing their intention to participate in

the multi-organisation reporting model.

OVIC suggests primary organisations use the following email template when liaising with the ISU.

To: security@ovic.vic.gov.au
cc: [include any relevant contacts from within the primary organisation and the subsidiary organisation]
Subject: [primary organisation name] - intention to use multi-organisation PDSP reporting model in 2026

| write to confirm that [primary organisation name] intends to use the multi-organisation reporting model in 2026, and the
Content: subsidiaries listed below meet the shared criteria outlined below:

a. risk profiles (including appetite and tolerance)
b. control environments
c. implementation statuses for the elements (including completion dates for VPDSSE)
d. risk references, and
e. maturity levels
Subsidiaries:

1. Subsidiary organisation name: [subsidiary organisation name]
Public sector body Head’s name: [public sector body Head of the subsidiary organisation]
Public sector body Head’s position title: [title of public sector body Head of the subsidiary organisation]
Public sector body Head’s email address: [email address of public sector body Head of the subsidiary organisation]

2. Subsidiary organisation name: [Insert subsidiary organisation name #2]

Freedom of Information | Privacy | Data Protection
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g
If you need to add
additional subsidiaries,
please copy and paste
item 1 and complete
the corresponding
details.

Please include your
email signature with
your contact details and
role title, should the ISU
have any follow-up
questions.
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How to complete the multi-organisation PDSP forms
Part A — Information security self-assessment and implementation plan

Primary organisation PDSP form

The primary organisation develops Part A of the primary organisation PDSP
form in collaboration with the subsidiary organisation(s) listed in Part D of
the PDSP form.

Part A of the primary organisation PDSP form must accurately represent
the information security program for all the subsidiary agencies and
bodies, as well as the primary organisation.

For further guidance on how to complete this section, refer to Part A of
the PDSP form in this guide.

Primary organisation

PDSP form

Part A - Information security self-assessment
and implementation plan

OFFICIAL |

Standard 1 - Information Security Management Framework
Anorganisation establishes, implements and maintains an nformation securty managemen framework relevant o s iz, resources and isk
posture.

Standard 1 elementassessment

N Entiy Risk Supporting  Implementation
i
= Entity Risk Reforanon ac: oot Standard 1 elements Referencels)  Control Lbrary  status

elements thet are consick
= Supparting Control Library refararics ssd for aah elemar €100
* stanus ofeach elament, and

= Proposad Completion dste for o3¢ siement

(o3, strategy, policies, procedures) covering all securty areas.

FLOZ0 ogaative and reguiatory drivers.

Mturlty assessment e10%0

management framework.

At 3 whoe of Standard level, the rganisation must idicate

£100

100 changes tothis pointof contact

€100

1070 information security obligations against these.

£1080

‘oing information sacurity program(s]

£1050

fom of formation | Privacy | Data Protaction S —
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Subsidiary organisation PDSP form

The PDSP form for subsidiary organisations does not include a section for
the subsidiary agency or body to record responses in Part A of their PDSP
form. Instead, the information security self-assessment and
implementation responses for the subsidiary agency or body are reflected
on the primary organisation’s PDSP submission.

Subsidiary organisation
PDSP form
OFFICIAL |

Part A - Information security self-
assessment and implementation plan

PDSP form has

the same reporting criteria as that of the primary i listed in Part C of his form.

The Aoftne same
o

Instructions

o 5 and =
Vour organisation's arrangements. For an explanation of the form fields, pleas refer to the
2 v )

available on OVIC' website.

Nateto auditors
‘The purpose of the VFDSS is to provide 3 set of criteis for the consisten: application of isk-based

practices o
measures that modify risk.

When auditing against this PDSP, auditors should consider how Spefic controls are implemented

With regard to the organisation's intermal and extemal context; the secuity value of information; and,
Audit

compliance activity and instead focus on the risk management aspects

Freedom of Information | Privac | Data Protection
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Primary organisation
\ PDSP form

s’
’
’
y

Part A responses
reflected in primary
organisation PDSP form

If the responses captured in the primary organisation PDSP form do not
accurately represent the subsidiary organisation’s implementation of the
Standards, the multi-organisation reporting model should not be used.

OFFICIAL
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Part B — Primary organisation summary

Primary organisation PDSP form Subsidiary organisation PDSP form

The subsidiary organisation independently completes Part B of the

The primary organisation independently completes Part B of the primary
subsidiary organisation PDSP form, reflecting its current arrangements.

organisation PDSP form, reflecting its current arrangements.

Primary organisation Subsidiary organisation

PDSP form

PDSP form

Part B— Organisation summary OFFICIAL 3| s
2 Part B— Organisation summary
Unde this sectica of OFFICIAL |
. - nganisation infosmation and contact detail Unider h'ssection o the PO isat hed tc provide it
Part B - Primary organisation summary sty schimmiilidbetilin et

P — . -
Organisation information and contact detalls a2l Part B - Subsidiary organisation summary
PantB - Organisation summary
Erter the crganisstion’s name, snd opticnally, sny Pubic sector agency or body i & il
- - abéreviation of the argansation's name. Part B- Organisation summary Enterthe ormeaimtions nerse, nad oplional| Organisation information and contact details
pr P—— acencyorbody
| oy By e ool e
A Enter the name and cantact details of the Head of the. b e e Preferred abbreviation of
‘Victorian govemment organisation {e.g, Deparment | | Enter the name snd contect details of the He. ame ot the public sactor agency or bdy agency or body name (optioral)
o Secretory, CEO). VicTonan gavernment arzanlsaton |e g. Depi
= Pty ‘ ‘

Security Leod for the oeganizstar,

Secusity Lead for the organisstan

- I N5 information security messsges and uedates Th = nformation Securiy Lead
i I the melamentation o the tzndards The 541 pudlic sector body Hesd (e paontiota oot
infince gocd informatin securty ouicames | Fullnsme. | ‘ ‘ ‘ < Impiamenta Standarcs. (e oeparomen: secreary o) cnac regarig he veoss)
o [ informtion vt pur webgage. infuence good nformaton secuy o
inkorraion it ous weboage Fullname
— Foamene | ‘ ‘ ‘ Wihlethe comsleton of an crganisaioi' P
osin e ‘ ‘ ‘
. T J— | | ‘ e
5 el 1 he respansible ares for the ongoing management. 3
8 E P o
= = S#the nformotan secucty program  not smeng the 5 e one number
&% svailablz drag-dow ooticn, slesse selct ‘Other il sidvess =
o 20 by = sborate in e szsocsted fres lext el & bl drop-down ogtioas, plesse select ' N
a clfered belon. o briafy elsborate n the sssocisted free e et address
] Fostal address a cifered bk
£ @
= = Posta address
@ <
") s 5
i - =l :
& [ - o —— e g it i e ]
a Fesesiom o information | Privacy | Dats Protaeti ogoing management of the nformation e
esom of informati oy | ction oreore A =
i the agency o by Gpe ks under. !:-m—-| -
wbich the gency o body operate under P
Local GovermmentAutharty [Counci)
ihe LocalGovernment purlobas been g D Loca! Gavemment Authoriy (Counci)
et o s o oot ot
Infaneation and s seletes, unatinformaton snd Commiten o Momsgement
Systam 255ets are covered by this POSP ol
bt co e ected] G Cometry Tt ey information snd s
éormaten and e
(Matipe can be ssected) iz Cametary Trt
formation and systams
[ T S — 1t e g ey b 53
OFFICIAL 5 Frasdomof nformation | Privacy | Dats Pratacion -
OFFICIAL -

Note: Primary and subsidiary organisations are not required to collaborate to complete this section.

For further guidance on how to complete this section, refer to Part B of the PDSP form in this document.
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Part C — Attestation

Primary organisation PDSP form

As part of the multi-organisation reporting model, the Attestation by the
primary organisation includes confirmation that the subsidiary
organisation(s) listed in Part D of the primary organisation PDSP form have
an equivalent maturity level, risk profile (including risk appetite and
tolerance), risk references, implementation status of elements and control
environment.

The public sector body Head of the primary agency or body must complete
the Attestation on the primary organisation PDSP form.

Primary organisation

PDSP form

Part C - Attestation

avic OFFICIAL -
2 hody Head's obligations
wnder Part 4 of FUP Act, and as such, the Attestation must be signed by the
ublic sector body Head and cannot be dekegated to another parson

Part C - Attestation
(Primary organisation)

The purpasa of the Attastation is to-
el . s [ Commissionerin

40 aidrass the VPDSS a5 outiined in the PDS? e
= gonfirm the contents of the PDSP are accurats, and
»  acknowledge the public sector body Head's obligations.

{fullname) 3 the public sector body Head of

lorganisation/agency/body) confirm that:

‘* my organisation has implemented the 12 Victorian Protective Data Securicy Standards

Softcopy/  Usethe Adabs Fill & Sign (standares), or plementing (where
electronic sector body Head's signature inta the Box provided. applicable)

insers an imagefile (2.3 Jpg. o, bmp of the public sector bocy

Heacts ignature it the s provided . Uratel refect

Type the name of th public sector body Head's Sgnature nto the: my organiation

box provided
Hardeopy  Print y for sady * Iamawareof andacinowiedge, my g

Head 4 This 4of the PDP Act, and P rl m a r

‘with the remainger of the PDSP, 3 v

. s

=
2 o Note: OVIZ wses the dats axtracted from the POSPs to deveiop. -
Y L5 nsights o provide back to Vistorlan government on the UPS's P o 5
g implementatian of the Standards over time 5
8 pcpurly Il itk A estation
i ‘eutract dats for raview. I arder o extract the data, we requirs an e
s unlockedjunsigned version of fhe PDSP, 50 we may anahyse data Lol
s and trends.
(7]
s Position t
o Freedom of Information | Frivacy | Data Frotaction
Date:
-
nsertsignature
orsignhere:

Freecom of Information | Privacy | Data Protection
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Subsidiary organisation PDSP form

As part of the multi-organisation reporting model, the Attestation by the
subsidiary organisation includes confirmation the subsidiary organisation is
listed in Part D of the primary organisation PDSP form. The public sector
body Head of the subsidiary organisation attests that their agency or body
has an equivalent maturity level, risk profile (including risk appetite and
tolerance), risk references, implementation status of elements and control
environment to that of the primary organisation.

The public sector body Head of the subsidiary agency or body must
complete the Attestation on the subsidiary organisation PDSP form.

Subsidiary erganisation

orrciaL | PDSP form

Parl C - AlLeslalion
(Primary organisation) OFFICIAL A

This Protective Data Security Pian [PDSP) is cubmitte:
accorgance witn section 85 of the Frivacy and DAta £
L G o
torganise

Part C - Attestation

(Subsidiary organisation)
=y organization has implemented the 12 Victer B -
(A AT, of 15 10 T et £ AT ATt

ommissioner in

ith section 89 of

applicabic)

(fun1name) a5 the public sector body Head of

organisation/agency/body] confirm that:

) and | am sati
sk ) risk references of
lements and eontrol environmentto the primary organiation.

the 12
(Standards) oris in the process of pianning and/or implementing thesa Standards (where.
applicable)

o Ll
e O UHO S ALY

unger part

o= © 1 amaware of, and acknowedge,

““Attestation

Printull name:
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For further guidance on how to complete this section, refer to Part C of the PDSP form in this document.
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Part D — Multi-organisation subsidiary list

Primary organisation PDSP form

OFFICIAL

The primary organisation PDSP form contains a section (Part D) listing the

subsidiary organisations that meet the shared reporting criteria. By

checking each box, the primary organisation confirms that the contents of

its PDSP submission accurately reflect the arrangements of:

e jtself, and
e each listed subsidiary organisation.

In doing so, OVIC will rely upon the responses offered in Part A of the

primary organisation PDSP form when considering the information security

arrangements of the subsidiary organisation, including the information

security self-assessment and associated implementation plans.

Organisations intending to use the multi-organisation reporting model

must approach OVIC early as the ISU needs to create customised reporting
forms. The ISU will provide a primary organisation PDSP form that includes

the:

o Name of Public Sector Agency or Bodly and
o Name of Public Sector Body Head

of the subsidiary organisations.

If the subsidiary list needs to be amended, contact the ISU to do so.

Subsidiary organisation PDSP form

Part D is not included in the subsidiary organisation PDSP form.

Freedom of Information | Privacy | Data Protection
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The following subsidiary organisations are captured under Part C of this PDSP.

Primary organisation
PDSP form

Name of Public Sector
Agency or Body

Name of Public Sector
Body Head

following subsidiary organisations

ISU edit POF to insert subsidiary entity name

I5L! edit PDF to insert subsidiary entity name

15U edit POF to insert subsidiary entity nome

15U edit POF to insert subsidiory entity name

I5L! edlit POF to insert subsidiary entity name

15U edit POF to insert subsidiary entity nome

15U edit POF to insert subsidiary entity nome

5L edit POF to insert subsidiory entity name

I5U edit POF to insert subsidiary entity name

I5U edit PDF to insert subsidiary entity nome

5L edit POF to inssrt subsidiary entity name

i5U edit POF to insert subsidiary entity nome

ISU edit POF to insert subsidiary entity name

I5U edit PDF to insert subsidiary entity name

15U edit PO to insert subsidiary entity name

ISU edit POF to insert subsidiary entity name

5L edit POF to insert subsidiary entity nome

i5U edit PDF to insert subsidiary entity name

I5U edit POF to insert subsidiary entity name

IEU edit POF to insert subsidiary entity nome

15U eglit PDF to insert subsidiary head name

15U eglit PDF to insert subsidiary head name

IEU edit POF to insert subsidiary head name

¥5U edit POF to insert subsidiary heod nome

ISU edit POF to insert subsidiary heod name

ISU edit PDF to insert subsidiary head name

15U edit POF to insert subsidiary head name

5L edit POF to insert subsidiarny head nome

15U edit POF to insart subsidiary head nams

15U edit POF to insert subsidiary head name

15U edit POF to insert subsidiary head nams

5L edit POF to insert subsidiary heod name

ISU edit POF to insert subsidiary heod name

I5U edit POF to insert subsidiary head name

ISU edit POF to insert subsidiary head name

I5U edit POF to insert subsidiary head name

15U edit POF to insert subsidiary head nams

15U edit POF to insert subsidiary head name

15U edit POF to insert subsidiary hesd name

15U edit PDF to insert subsidiary heod name
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