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The Privacy and Data Protection (PDP) Act 2014

Authorised Version No. 027
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What is public sector data (information)?

Public sector data is also referred to as public sector

. . F
information. —
This includes any information (including personal : E i 2
information) obtained, generated, received or held by m—
or for a Victorian public sector organisation for an
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official purpose or supporting official activities.
Information Commissioner Freedom of Information | Privacy | Data Protection

It encompasses both soft (electronic) and hard copy
information, regardless of media or format, as well as
verbal information.
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Who does Part 4 and 5 of the PDP Act apply to?

Organisations covered by Part 4 and 5 of the PDP Act include:

e ﬂ m Ee

A public sector A special body A body as Contracted service Victoria Police Chief Statistician
agency declared by the providers with and personnel
Governor in direct and indirect engaged under
Council access to public the Crime
sector information Statistics Act 2014

OVIC
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The Victorian Protective Data Security Standards (VPDSS)

What are they and what do they do?

* 12 high-level mandatory requirements to protect public
sector information across all security domains / areas

e Consistent with national and international standards
that describe the Victorian Government’s approach to
protecting public sector information

* Focus on the outcomes that are required to enable
efficient, effective and economic investment in security
measures through a risk-managed approach

OVIC

offlee of the Wictorian
Information Commissioner

OoVviIC

Office of the Victorian
Infoermation Commissioner

INFORMATION SECURITY

Victorian Protective Data

Security Standards

Version 2.0

Privacy | Data Protaction

Freedom of Information | Privacy | Data Protection

Link to the VPDSS
https://ovic.vic.gov.au/information-security/standards/

Freedom of Information | Privacy | Data Protection
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Implementation of the VPDSS

To assist organisations’ adoption and implementation Soowsond 1.« Mot Swcority Mbssgrmcn fromspmort
Standard
of the Standards, OVIC released the VPDSS e
. . . An organisation establishes, implements and maintains an information security management framework
Imp|ementat|on Guidance which sets out each of the relevant to its size, resources and risk posture.
12 Standards with a corresponding list of Elements Statement of Objective
(Secu r|ty measu reS) To clearly establish, articulate, support and promote the security governance arrangements across the

organisation and manage security risks to public sector information.

Elements Primary Source
Each Element is accompanied by primary source u
. . . Primary Source
reference material that contains further detailed
. . E1.010 The organisation documents a contextualised AS ISO/IEC 27001:2015
guidance on how to implement these measures. i i Sty st frncncrk (e xs | itk ecity
strategy, policies, procedures) covering all security management systems -
areas. Requirements
Elements can assist organisations in protecting i
information assets based on the assessed security §52
value and associated information security risks. §6.2

Link to the VPDSS Implementation
https://ovic.vic.gov.au/data-protection/victorian-protective-data-security-standards-implementation-guidance/

OVIC
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Information Security Domains: A Holistic Approach

The Standards cover all aspects of the business -

Information Security Personnel Security

Physical Security ICT Security

OVIC
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The Victorian Protective Data Security Framework (VPDSF)

What is the Framework?

Established under Part 4 of the PDP Act, the
Framework has been developed to monitor and
assure the security of public sector information,
and information systems across the VPS.

The monitoring and assurance activities outlined
in the Framework are based on:

e the compliance requirements of VPS
organisations; and

e QVIC’s responsibilities, powers and functions.

OVIC

offlee of the Wictorian
Information Commissioner

SRPA
Security Risk Profile Assessment
Sacurity risk managament

PDSP
Protective Data Security Plan
Reporting tool

Attestation

* Ongoing

TAnnual

@ Biennial=—p

/!

Security incidents,
referrals & intelligence

2N

Risk Prism

Victorian Protective Data Security Framework

Assurance
Activities
" - Report published
- Ministerial investigation
- Audit - Desktop review or
on-site inspection
- Preliminary inquiry about
VPDSF activity
- Advice, education,
guidance and walkthrough

Security

Insights

- Management reporting

- Progress reporting

- Status updates by entity

- Outreach and engagement

Reports

- Security landscape
- Trends, themes & issues
- Sector

Link to the VPDSF

https://ovic.vic.gov.au/data-protection/framework-vpdsf/

Freedom of Information | Privacy | Data Protection
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OVIC Regulatory Action Policy

What is the Regulatory Action Policy?

The Regulatory Action Policy explains how OVIC will use its
powers.

Our goal is to continue to instill in the Victorian public sector a
culture that promotes fair public access to information while

ensuring its proper use and protection. By doing so, we aim to
build community trust in government handling of information.

The regulatory action that OVIC can take includes informal
preliminary enquiries and engagement, audits and examinations,
investigations, compliance notices and associated penalties as
well as public reports.

OVIC

offlee of the Wictorian
Information Commissioner

oVvic

office of the victorian
Information Commissioner

Regulatory Action Policy 2022-25

Role of OVIC in regulating information security

M/ 1C

https://ovic.vic.gov.au/regulatory-action/regulatory-action-policy/

y Education, guidance and research ™

Figure 3 Levels of information security regulatory action

Link to OVIC RAP

Freedom of Information | Privacy | Data Protection
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Key Activities and Reporting

Ongoing ‘

Biennial @

Annual @

Ongoing @

OVIC

offlee of the Wictorian
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Security Risk Profile Assessment (SRPA)
A SRPA is a process that enables VPS organisations to identify,
analyse, evaluate and treat information security risks.

Protective Data Security Plan (PDSP)

VPS organisations must submit a copy of its PDSP to OVIC every
two years, or sooner in the event of significant change.

Attestation

VPS organisations must annually submit an Attestation on the
progress of activities identified in its PDSP to OVIC.

Incident Notification

VPS organisations should notify OVIC of any

information security incidents under the Security Incident
Notification Scheme.

Submission to OVIC not required

Office of the Victorian
Information Commissioner

Link to Agency Reporting Obligations

https://ovic.vic.gov.au/information-security/agency-reporting-obligations/

Freedom of Information | Privacy | Data Protection
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Suggested Implementation Approach

Organisations may refer to the following steps when implementing the VPDSS -

An important first step includes the nomination of an Executive Sponsor who will champion the importance of information
security throughout the business.

Nominate an
Executive Sponsor

To help focus efforts across the organisation, the Executive Sponsor may consider establishing a working group to help

coordinate efforts in implementing the VPDSS. This group should include representatives from all areas of the business. This
includes engaging representatives from:

Establish an internal
working group or body
to coordinate efforts

. Governance areas o Information/ Records Management
* Legal e ICT
*  HR (People and Culture) *  Finance, etc.

. Facilities

Confirm your While accountability for adhering to the VPDSS rests with the public sector body Head, they need to be supported by

organisation’s personnel who are appropriately skilled, resourced and empowered.
Information Security
Lead

OVIC

offlee of the Wictorian
Information Commissioner Freedom of Information | Privacy | Data Protection

Your information security lead acts as a central point of contact for OVIC, helping deliver important information security
messages and updates relating to the Framework and Standards.
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Five Step Action Plan and Risk Management

RISK _ | |
MANAGEMENT Establish tf;le :Vezc;//):rtrformat:on
PROCESS sk conte

OVIC
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nformation Commissioner Freedom of Information | Privacy | Data Protection

FIVE STEP Identify your Determine the security  Identify any risks to this
ACTION PLAN information assets ‘value’ of this information
information
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Roles and Responsibilities

Public Sector Body Head Information Security Lead (ISL)
Under Part 4 of the PDP Act, public sector body Heads are Each public sector body Head must nominate an information
ultimately accountable for adherence to the VPDSS and the security lead (ISL) for their organisation.
monitoring and assurance activities of their organisation. An organisation must notify OVIC of any changes to the lead,
The public sector body Head is also required to seek their own providing an alternative point of contact if they move roles or
form of assurance from any Contracted Service Provider / third cease working for the organisation.
party with access to the VPS organisation’s public sector An ISL will:

information and systems. _
e actas acentral point of contact for OVIC

e deliver important information security messages and
updates relating to the Framework and Standards

e help coordinate or guide the implementation of the
Standards on behalf of the organisation

Link to Information Security Lead Info Sheet

ov I c https://ovic.vic.gov.au/data-protection/information-security-leads/

offlee of the Wictorian
Information Commissioner Freedom of Information | Privacy | Data Protection
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Where to start

Office of the Victorian
Information Commissioner

Identify your Determine the ‘value’ Identify any risks to this Apply security Manage risks across the
information assets of this information information measures to protect the  information lifecycle
information

Information Security

The Five Step Action Plan

Victorian Protective Data Security Framework

Freedomofinformation| Privacy | Dats Protection

The Five Step Action Plan outlines practical
activities designed to assist organisations manage
information security risks.

Link: https://ovic.vic.gov.au/resource/the-five-step-

OVIC

offlee of the Wictorian
Information Commissioner

INFORMATION FOR
AGENCIES

1300 006842 | o

Top Questions for the Audit and Risk Committee

A sense check guide to how the agency’s VPDSF program is
progressing

This document aims to provide Audit and Risk Committee (ARC) members with suge
Victorian ) uplit progr

how be achieve

Top Questions

seenan uplitin

to the VPDSF?"

uplt
ailed PDSP). These steps

levant informat

4.“Do we have a detailed interal control library and how aligned is it to the Victorian
Protective Data Security Standards (VPDSS)?”

Determine f has identified alignment tothe
VPSS,

Freedom of Information | Privacy | Data Protection

This Info Sheet provides suggested questions
to pose to an Audit and Risk Committee to
understand how the organisation is managing
its information security program.

Link: https://ovic.vic.gov.au/information-security/top-

guestions-for-the-audit-and-risk-committee/

Agency Reporting Obligations

contants

On this page

e auiremen o a4 p0P Actequiraments

Atestation

+ Prtoctve Data Securty lan

Find out your agency’s reporting obligations by
visiting OVIC’s Agency Reporting Obligations
page.

Link: https://ovic.vic.gov.au/information-
security/agency-reporting-obligations/

Freedom of Information | Privacy | Data Protection


https://ovic.vic.gov.au/information-security/top-questions-for-the-audit-and-risk-committee/
https://ovic.vic.gov.au/information-security/top-questions-for-the-audit-and-risk-committee/
https://ovic.vic.gov.au/information-security/agency-reporting-obligations/
https://ovic.vic.gov.au/information-security/agency-reporting-obligations/
https://ovic.vic.gov.au/resource/the-five-step-action-plan/
https://ovic.vic.gov.au/resource/the-five-step-action-plan/
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OVIC Information Security Video Series

Watch and share these videos to educate staff on information security matters and the importance of protecting public sector

information and systems.

ovic

INFORMATION
SECURITY

ORGANISATIONS DOES
PART 4 AND 5 OF THE PRIVACY
AND DATA PROTECTION ACT

APPLY TO?

OVIC

offlee of the Wictorian
Information Commissioner

Watch this video to find out
more about how information
security safeguards public
sector information.

Watch this video to find out
which organisations Parts 4
and 5 apply to.

ovic

O ——— Watch this video to find out
PROTECTIVE DATA more about the VPDSS.
SECURITY

Information security is
everyone's responsibility.
Watch this video to found

WHAT ARE
mmm}‘rmu SECURITY out how you can play your
RESPONSIBILITIES? part in protecting public

sector information.

Link to video series
https://ovic.vic.gov.au/information-security/information-security-videos/

Freedom of Information | Privacy | Data Protection


https://ovic.vic.gov.au/information-security/information-security-videos/

Contact the Information Security Unit
_for additional support and guidance.

security@ovic.vic.gov.au


mailto:security@ovic.vic.gov.au
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