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parts of the PDP Act only. 

2025

Information Security 
Briefing Pack



Freedom of Information | Privacy | Data Protection

2Information Security Briefing Pack | 2025

Contents
• The Privacy and Data Protection (PDP) Act 2014

• What is public sector data (information)?

• Who does Part 4 and 5 of the PDP Act apply to?

• The Victorian Protective Data Security Standards (VPDSS)
• Implementation of the VPDSS

• Information Security Domains / Areas: A Holistic Approach 

• The Victorian Protective Data Security Framework (VPDSF)
• Reporting to OVIC

• Implementation Approach
• Five Step Action Plan

• Roles and Responsibilities 
• Where to start



Freedom of Information | Privacy | Data Protection

3

Part 4

Part 5
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The Privacy and Data Protection (PDP) Act 2014

Parts 4 and 5 of the PDP Act detail the 
information security requirements 
applicable to:

• Victorian government agencies and 
bodies (organisations) and

• their contracted service providers.

Link to the PDP Act: 
https://www.legislation.vic.gov.au/in-force/acts/privacy-and-data-protection-act-2014/028 

https://www.legislation.vic.gov.au/in-force/acts/privacy-and-data-protection-act-2014/028
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What is public sector data (information)?

Public sector data is also referred to as public sector 
information.

This includes any information (including personal 
information) obtained, generated, received or held by 
or for a Victorian public sector organisation for an 
official purpose or supporting official activities.

It encompasses both soft (electronic) and hard copy 
information, regardless of media or format, as well as 
verbal information. 
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A public sector 
agency

A special body A body as 
declared by the 

Governor in 
Council

Contracted service 
providers with 

direct and indirect 
access to public 

sector information 

Victoria Police Chief Statistician 
and personnel 
engaged under 

the Crime 
Statistics Act 2014

Who does Part 4 and 5 of the PDP Act apply to? 
 
Organisations covered by Part 4 and 5 of the PDP Act include: 
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The Victorian Protective Data Security Standards (VPDSS)

What are they and what do they do?

• 12 high-level mandatory requirements to protect public 
sector information across all security domains / areas

• Consistent with national and international standards 
that describe the Victorian Government’s approach to 
protecting public sector information 

• Focus on the outcomes that are required to enable 
efficient, effective and economic investment in security 
measures through a risk-managed approach
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Link to the VPDSS
https://ovic.vic.gov.au/information-security/standards/ 

https://ovic.vic.gov.au/information-security/standards/
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Implementation of the VPDSS
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To assist organisations’ adoption and implementation 
of the Standards, OVIC released the VPDSS 
Implementation Guidance which sets out each of the 
12 Standards with a corresponding list of Elements 
(security measures). 

Each Element is accompanied by primary source 
reference material that contains further detailed 
guidance on how to implement these measures.

Elements can assist organisations in protecting 
information assets based on the assessed security 
value and associated information security risks. 

Link to the VPDSS Implementation
https://ovic.vic.gov.au/data-protection/victorian-protective-data-security-standards-implementation-guidance/ 

https://ovic.vic.gov.au/data-protection/victorian-protective-data-security-standards-implementation-guidance/


Freedom of Information | Privacy | Data Protection

8

Personnel Security 

ICT Security 

Information Security 

Physical Security 

Information Security Domains: A Holistic Approach
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The Standards cover all aspects of the business - 
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The Victorian Protective Data Security Framework (VPDSF)
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What is the Framework?

Established under Part 4 of the PDP Act, the 
Framework has been developed to monitor and 
assure the security of public sector information, 
and information systems across the VPS. 

The monitoring and assurance activities outlined 
in the Framework are based on: 

• the compliance requirements of VPS 
organisations; and

• OVIC’s responsibilities, powers and functions. 

Link to the VPDSF 
https://ovic.vic.gov.au/data-protection/framework-vpdsf/ 

https://ovic.vic.gov.au/data-protection/framework-vpdsf/
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OVIC Regulatory Action Policy
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What is the Regulatory Action Policy? 

The Regulatory Action Policy explains how OVIC will use its 
powers. 

Our goal is to continue to instill in the Victorian public sector a 
culture that promotes fair public access to information while 
ensuring its proper use and protection. By doing so, we aim to 
build community trust in government handling of information. 

The regulatory action that OVIC can take includes informal 
preliminary enquiries and engagement, audits and examinations, 
investigations, compliance notices and associated penalties as 
well as public reports. 

Link to OVIC RAP
https://ovic.vic.gov.au/regulatory-action/regulatory-action-policy/ 

https://ovic.vic.gov.au/regulatory-action/regulatory-action-policy/
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Key Activities and Reporting
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Protective Data Security Plan (PDSP)
VPS organisations must submit a copy of its PDSP to OVIC every 
two years, or sooner in the event of significant change. 

Attestation
VPS organisations must annually submit an Attestation on the 
progress of activities identified in its PDSP to OVIC.

Ongoing

Biennial 

Annual 

Security Risk Profile Assessment (SRPA)
A SRPA is a process that enables VPS organisations to identify, 
analyse, evaluate and treat information security risks. 

Your Organisation’s 
Risk Register

Incident Notification
VPS organisations should notify OVIC of any 
information security incidents under the Security Incident 
Notification Scheme.

Ongoing 

Submission to OVIC not required

Link to Agency Reporting Obligations
https://ovic.vic.gov.au/information-security/agency-reporting-obligations/ 

record

submit

submit

notify

https://ovic.vic.gov.au/information-security/agency-reporting-obligations/
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Suggested Implementation Approach
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Organisations may refer to the following steps when implementing the VPDSS - 

Nominate an 
Executive Sponsor

Establish an internal 
working group or body 
to coordinate efforts

1

2

An important first step includes the nomination of an Executive Sponsor who will champion the importance of information 
security throughout the business. 

To help focus efforts across the organisation, the Executive Sponsor may consider establishing a working group to help 
coordinate efforts in implementing the VPDSS. This group should include representatives from all areas of the business. This 
includes engaging representatives from: 

• Governance areas
• Legal
• HR (People and Culture)
• Facilities 

• Information/ Records Management
• ICT
• Finance, etc. 

While accountability for adhering to the VPDSS rests with the public sector body Head, they need to be supported by 
personnel who are appropriately skilled, resourced and empowered. 

Your information security lead acts as a central point of contact for OVIC, helping deliver important information security 
messages and updates relating to the Framework and Standards. 

Confirm your 
organisation’s 

Information Security 
Lead

3
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Five Step Action Plan and Risk Management
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01 02 03 04 05

Identify your 
information assets 

Determine the security 
‘value’ of this 
information

Identify any risks to this 
information 

Apply security 
measures to protect the 

information 

Manage risks across the 
information lifecycle 

Establish the overall information 
risk context Actively addressing risks Ongoing risk 

management 

RISK 
MANAGEMENT 
PROCESS

FIVE STEP 
ACTION PLAN
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Public Sector Body Head Information Security Lead (ISL)

Under Part 4 of the PDP Act, public sector body Heads are 
ultimately accountable for adherence to the VPDSS and the 
monitoring and assurance activities of their organisation. 

The public sector body Head is also required to seek their own 
form of assurance from any Contracted Service Provider / third 
party with access to the VPS organisation’s public sector 
information and systems.

Each public sector body Head must nominate an information 
security lead (ISL) for their organisation. 

An organisation must notify OVIC of any changes to the lead, 
providing an alternative point of contact if they move roles or 
cease working for the organisation. 

An ISL will:

• act as a central point of contact for OVIC

• deliver important information security messages and 
updates relating to the Framework and Standards

• help coordinate or guide the implementation of the 
Standards on behalf of the organisation

Roles and Responsibilities 
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Link to Information Security Lead Info Sheet
https://ovic.vic.gov.au/data-protection/information-security-leads/ 

https://ovic.vic.gov.au/data-protection/information-security-leads/
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Where to start
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The Five Step Action Plan outlines practical 
activities designed to assist organisations manage 

information security risks.

Link: https://ovic.vic.gov.au/information-security/top-
questions-for-the-audit-and-risk-committee/ 

This Info Sheet provides suggested questions 
to pose to an Audit and Risk Committee to 

understand how the organisation is managing 
its information security program.

Link: https://ovic.vic.gov.au/information-
security/agency-reporting-obligations/ 

Find out your agency’s reporting obligations by 
visiting OVIC’s Agency Reporting Obligations 

page.

Link: https://ovic.vic.gov.au/resource/the-five-step-
action-plan/ 

https://ovic.vic.gov.au/information-security/top-questions-for-the-audit-and-risk-committee/
https://ovic.vic.gov.au/information-security/top-questions-for-the-audit-and-risk-committee/
https://ovic.vic.gov.au/information-security/agency-reporting-obligations/
https://ovic.vic.gov.au/information-security/agency-reporting-obligations/
https://ovic.vic.gov.au/resource/the-five-step-action-plan/
https://ovic.vic.gov.au/resource/the-five-step-action-plan/
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OVIC Information Security Video Series
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Link to video series
https://ovic.vic.gov.au/information-security/information-security-videos/  

Watch and share these videos to educate staff on information security matters and the importance of protecting public sector 
information and systems. 

https://ovic.vic.gov.au/information-security/information-security-videos/


Contact the Information Security Unit 
for additional support and guidance. 
security@ovic.vic.gov.au 

mailto:security@ovic.vic.gov.au
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