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A reminder — Some of today’s
session
is being recorded.
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Acknowledgment of Country

Sean Morrison

Information Commissioner

ovi

office of the Victorian
Information Commissioner

We acknowledge the Wurundjeri people of the Kulin Nation
as the Traditional Owners of the land from which we are

presenting today.

We pay our respects to their Elders, past and present, and
Aboriginal Elders of other communities who may be with us

today.
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Commissioner’s welcome

OFFICIAL

offica of the Victorian
information Commissianer 2024

Incident Insights Reports ovic

INFORMATION FOR AGENCIES

Incident Insights Report
Report for 1 July 2023 to 31 December 2023 ————» € P i
1 lanuary 2024 — 30 June 2024

The infarmation security incident natification scheme (the scheme) provides resources, trends analysis

and risk reporting m:
Overview of this report (1) e
The Incident Insights Report provides a summary and analysis of the information security incident tions for the
. notifications received by DVIC between 1 January 2024 to 30 June 2024, Banisations.
The analysis in this report is based on comparing the statistics published in previous Incident Insights Ment. In the
Reports with the notifications received by our office under the scheme fth s cn
Werease individual
Victoria Police incident statistics are reported on annually, consistent with existing reporting B

commitments. These have been included towards the end of this repart with camparisans made from
our Incicent Insights Report for 1 January - 30 June 2023 which can be found on cur Security Insights
webpage along with our other previous reparts i aufi tion-security/security-

Information Commissioner "
Note: The incident natification form allows for mone than one response to be selected for the fields,

format. type of information, security attributes. control area. threat actor. zndi threat type:

iod since.

The sum of percentages for these fiekds will exceed 100% (as expected) reflecting the nature of multiple el
responses for each question. These sections are marked accordingly in this report.
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https://ovic.vic.gov.au/information-security/security-insights/
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https://ovic.vic.gov.au/information-security/security-insights/
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Information Security Unit

Anthony Corso

Assistant Commissioner — Information Security
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Housekeeping

e
Cameras and mics have been Today’s session is being A copy of OVIC’s slides and
muted for attendees. If your recorded. the recording will be made
Teams is running slow, try available in the coming days
disconnecting from your VPN. on OVIC’s website.
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Join the conversation

A O & ™ © B B o)

Chat Q&4 People Raise React View Motes Rooms Apps hore Camera

@ \/ @ o_ o)
oz JEarC e
Regular chat functionality in If you want to ask an anonymous Each speaker will answer questions
Teams is enabled in this forum. guestion, type your question into following their presentation.
Your name will be displayed the Teams Q&A channel. If you prefer to ask your question
against any questions you post. verbally, raise your hand.
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What we’ll explore today

® Abit about the Information Security Incident Notification Scheme

® The latest Incident Insights Report — themes and trends

® Guest speaker from Victoria Police — Cybercrime Division

® Session close
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Information Security Incident
Notification Scheme
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What is the Incident Notification Scheme?

Victorian government agencies or bodies are required to notify OVIC of incidents that compromise the confidentiality,
integrity, or availability of public sector information in all forms.

Nl &€ & O e

What sort of incidents need to be notified to OVIC? PR —— o

. . . INCIDENT NOTIFICATION SCHEME
e Under VPDSS element E9.010, VPS organisations are required to notify

OVIC of any adverse impact on the confidentiality, integrity, or availability
of public sector information with a business impact level (BIL) of 2 (limited)

or higher.
. . . . . . e The Information Security
* This includes information with a protective marking of OFFICIAL: Sensitive, Incident Notification Scheme
PROTECTED, Cabinet-In-Confidence or SECRET. ovic S

AN INCIDENT OCCURS?

+ WHO DO ITURN TO FOR
ASSISTANCE WHEN AN
INCIDENT OCCURS?

+ WHAT SORT OF INCIDENTS
SHOULD I NOTIFY OVIC OF?
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Themes and trends from the latest
Incident Insights Report

Anna Harris
Principal Advisor, Information Security - OVIC
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Themes and trends

C60Q0HOGOOO0

Volume Information  Information Business Security Control Threat Threat
format type Impact attributes areas actors types
Level (BIL)
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Volume — Notifications by
month

140

120

e QVIC received 384 notifications
between 1 January to 30 June 2024. 100
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* Thisisa 12% increase compared to 60 .
the previous notification period. 3 46 47 47
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Information format

e 308 notifications indicate
compromises of electronic 16 ‘
information.
® Hard Copy
* More than half of the incidents .
affecting electronic information 395
related to emails - predominantly veree
sending emails to the incorrect
recipient.
* 69% of incidents involving hard copy

information were related to mail.
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Information type

400
. . .- . . . 363
* 95% incident notifications indicate -
compromises of personal -
information. -
* 18% incident notifications involved 200
more than one information type. 150
100
* There were 21 notifications that . 2 e 3
: 19 21
selected Other e.g.,.clal.m numbers, O el O e 2 R —
DNS records, investigation reports. N N S e P T S
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Business Impact Level (BIL)

* 91% of incidents were assessed as
impacting BIL 2 information (Limited
harm or damage).

® Minor
m Limited

* 6 incident notifications nominated Major
BIL 3. Serious

e |fin doubt of the BIL just notify.
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Security attributes

400

371

350

e 371 incident notifications indicate
compromises of the confidentiality

300

of information. 250

200

e 17% of incident notifications 150
selected more than one option for

this field. .

67

50

- -

Confidentiality Integrity Availability
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Control areas

400

370

350

* 96% of incidents were caused by
people.

300

250

70 incidents were caused by process

issues. 200
* 35incidents were caused by 150
technology.

100

10 notifications nominated all three
control areas as causal factors.

50

70
35
—

People Process Technology No control in place Unknown
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Threat actors

350

329

* 86% of incidents were caused by
internal staff.

300

250

 21lincidents were caused by 200
authorised third parties such as
contracted service providers. 150

100

e 12 notifications indicated that the
threat actor could not be
ascertained. 0

50

28
21
man -
Internal Authorised third Other External Other / Unknown
party
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Threat types

400
350

300

* 88% of incidents were caused by
accidental actions.

250

200

150
 11% of incidents were due to
intentional actions. 100
50 41
0 EEesssssss——"
Accidental / Error Intentional / Natural Failure Unknown

Malicious

OVIC Oficeotthevictorian OFFICIAL CM REF:D24/8582  November 2024 Incident Insights ~ Page 19




Risk statements

The risk of...

Inappropriate handling and
disclosure of payment
information

Inability to make phone calls
or conduct electronic
monitoring

Unauthorised access to
customer ticketing data

OVI c Office of the Victorian
Information Commissioner

OFFICIAL

caused by...

Storing unredacted credit card
information

Telecommunications provider outage

Malicious threat actor compromising
fourth-party supply chain

resulting in...

Impact on legal and regulatory compliance
requirements e.g. payment card industry data

security standards (PCI-DSS) Q
Impact to individuals whose personal information

was affected

Impact on service delivery

Impact on public services (reputation of, and G
confidence in, the organisation)

Impact on public services (reputation of, and

confidence in, the organisation) G
Impact to individuals whose personal information

was affected
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Questions for OVIC?

Contact the Information Security Unit
security@ovic.vic.gov.au
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Final thoughts

Rachel Dixon
Deputy Commissioner, Privacy and Data Protection
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Deputy Commissioner’s Final Thoughts

0000000

Deputy Commissioner
Privacy and Data Protection
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Find out more

Visit the OVIC website to download our
guidance material, read our examination
reports, and find out more!

ovic.vic.gov.au

Contact the Information Security Unit by
emailing

security@ovic.vic.gov.au
incidents@ovic.vic.gov.au

Or call
1300 00 OVIC

OVI office of the Victorian
Information Commissioner

OFFICIAL

oviC

For organisations and agencies
Office of the Victorian
Information Commissioner

Welcome to the Office of the Victorian Information Commissioner
We are the primary regulator and source of independent advice to the
community and Victorian government about how the public sector
collects, uses and discloses information.

HOW CAN WE HELP?

I’'m a member of the public

FREEDOM OF INFORMATION PRIVACY

Learn how to make an FOI request

Submit FOI request via online portal Learn how to make a privacy complaint

Learn how to make an FOI complaint Learn more about data breaches

Learn about the FOI review process

Find agency contact details

OFFICIAL

CM REF:D24/8582

For individuals Events and education

Contact OVIC here

DATA PROTECTION

Victorian Information Security Network

Understanding information security.

Information security resources

November 2024 Incident Insights

Search 0




OVIC

ovic.vic.gov.au
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