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A comprehensive look at data security patterns

years countries

incidents reviewed in 
our 2023 report

data breaches analyzed 
in the 2023 report

5,19916,312

16 81
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Top data-driven findings

74% of all breaches included the human 
element, with people being involved either 
via Error, Privilege Misuse, Use of stolen 
credentials or Social Engineering.

83% of breaches involved external actors, 
and the primary motivation for attacks 
continues to be overwhelmingly Financially 
driven, at 95% of breaches.

Figure 1. Select key enumerations
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Ransomware

Ransomware continues its reign as one of 
the top Action types present in breaches, 
and while it did not actually grow, it did 
hold statistically steady at 24%. 
Ransomware is ubiquitous among 
organizations of all sizes and in all 
industries.

Figure 2. Ransomware action variety over time
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Business Email Compromise (BEC)

Social Engineering attacks are often very 
effective and extremely lucrative for 
cybercriminals. BEC attacks (which are 
most of our pretexting attacks) have 
almost doubled across our entire incident 
dataset and now represent more than 
50% of incidents within the Social 
Engineering pattern.

Figure 3. Pretexting incidents over time
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Ways in

External actors leveraged a variety of 
techniques to gain entry to an 
organization, such as Use of stolen 
credentials (49%), Phishing (12%) and 
Exploiting vulnerabilities (5%). This is very 
much in line with last year’s results, so 
what about Log4j? Wasn’t it impactful?

Figure 4. Select enumerations in non-Error, non-Misuse breaches (n=4,291)
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Incident patterns

Figure 7. Patterns over time in incidents
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Breach patterns

Figure 8. Patterns over time in breaches
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System Intrusion

80% of System Intrusion incidents 
involved Ransomware as attackers 
continue to leverage a bevy of different 
techniques to compromise an 
organization and monetize their access.

91% of our industries have Ransomware 
as one of their top three actions.

While only 7% of Ransomware incidents 
reported losses to the FBI Internet Crime 
Complaint Center (IC3), the median loss 
more than doubled from last year to 
$26,000, with 95% of incidents causing 
losses ranging between $1 and $2.25 
million.

Figure 9. Action varieties in System Intrusion 
incidents (n=2,700)

Figure 10. Action vectors for Ransomware 
(n=690)
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Social Engineering

Social Engineering incidents have 
increased from the previous year largely 
due to the use of Pretexting—a tactic 
commonly used in BEC—which almost 
doubled since last year.

Social Engineering accounts for 17% of 
breaches and 10% of incidents.

Based on FBI IC3 data, the median 
amount stolen in a BEC has increased 
over the last couple of years to $50,000.

Figure 11. Action varieties in Social Engineering 
incidents (n=1,696)

Figure 12. Median transaction size for BECs 
(n=73,420). Based on FBI IC3 complaints where a 
transaction occurred.
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Basic Web Application Attacks

While representing approximately one-
fourth of our dataset, Basic Web 
Application Attacks breaches and 
incidents tend to be largely driven by 
attacks against credentials and then 
leveraging those stolen credentials to 
access a variety 
of resources.

86% of Basic Web Application Attacks 
breaches involve the Use 
of stolen credentials.

10% of breaches in this pattern involve 
the Exploitation of a vulnerability.

Figure 13. Top action varieties for Basic Web Application Attacks breaches (n=1,287)
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Miscellaneous Errors

Error-related breaches are proportionally 
down to 9% as opposed to 13% last year. 

The majority of errors that lead to 
breaches are committed by Developers 
and System admins.

Data compromised included Personal 
(89%), Medical (19%) and Bank (10%).

Figure 14. Top action varieties in Miscellaneous Errors 
breaches (n=450)

Figure 15. Top actor varieties in Miscellaneous Errors 
breaches (n=89)
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Public Administration (NAICS 92)

This is a sector where the Espionage 
motivation is the highest.

While ransomware continues to be an 
issue that disrupts the smooth running of 
government entities, we did see a slight 
decrease from last year’s total.

Evidence of collusion with multiple Actor 
breaches was significant at 16% in this 
sector. Given that the overall dataset has 
just 2% of these kinds of cooperative 
breaches, it is concerning that Internal 
and External actors are combining forces 
to steal data from the public sector.

Frequency 3,273 incidents, 584 with confirmed data 
disclosure

Top patterns System Intrusion, Lost and Stolen Assets, 
and Social Engineering represent 76% of 
breaches

Threat actors External (85%), Internal (30%), Multiple 
(16%) (breaches)

Actor motives Financial (68%), Espionage (30%), Ideology 
(2%) (breaches)

Data 
compromised

Personal (38%), Other (35%), Credentials 
(33%), Internal (32%) (breaches)

What is the 
same?

This sector continues to be targeted by 
Financially motivated external threat actors 
as well as spying Nation-states that are 
interested in what their rivals are doing. 
Personal data remains the most often 
stolen data type.

Figure 24. Patterns in Public Administration
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Regions - details

Region Frequency Top patterns Threat actors Actor motives Data compromised

APAC 699 incidents, 164 with 
confirmed data disclosure

Social Engineering, System Intrusion 
and Basic Web Application Attacks 
represent 93% of breaches

External (92%), Internal 
(9%), Partner (2%), Multiple 
(2%) (breaches)

Financial (61%), Espionage (39%), 
Convenience (2%), Grudge (2%), 
Secondary (1%) (breaches)

Internal (56%), Secrets (42%), 
Other (33%), Credentials 
(29%) (breaches)

EMEA 2,557 incidents, 637 with 
confirmed data disclosure

System Intrusion, Social Engineering 
and Basic Web Application Attacks 
represent 97% of breaches

External (98%), Internal 
(2%), Multiple (1%) 
(breaches)

Financial (91%), Espionage (8%), 
Ideology (1%), Fun (1%) (breaches)

Credentials (53%), Internal 
(37%), System (35%), Other 
(15%) (breaches)

LAC 535 incidents, 65 with 
confirmed data disclosure

System Intrusion, Social Engineering 
and Basic Web Application Attacks 
represent 94% of breaches

External (95%), Internal 
(5%), Partner (2%), Multiple 
(2%) (breaches)

Financial (93%), Espionage (11%), 
Ideology (2%) (breaches)

System (55%), Internal (32%), 
Classified (23%), Credentials 
(23%), Other (19%) 
(breaches)

NA 9,036 incidents, 1,924 
with confirmed data 
disclosure

System Intrusion, Basic Web 
Application Attacks and Social 
Engineering represent 85% of 
breaches

External (94%), Internal 
(12%), Multiple (9%), Partner 
(2%) (breaches)

Financial (99%), Espionage (1%), 
Grudge (1%) (breaches)

Credentials (67%), Internal 
(50%), Personal (38%), Other 
(24%) (breaches)














