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copy (including slides) will be made 
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Join the Q&A using #FebVISN or 
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We acknowledge the Wurundjeri people of the 
Kulin Nation as the Traditional Owners of the land 
from which we are presenting today. 
Many of you will be joining from the traditional 
lands of other traditional owners. We pay our 
respects to their Elders, past and present, and 
Aboriginal Elders of other communities who may 
be with us today.
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Following positive feedback from stakeholders in 2020 and 2021, 
we understood the importance of engaging executives and 
highlighting the upcoming reporting deadline. 

This video seeks to clarify public sector body Head’s accountability 
for the PDSP submission and ensure appropriate attention is given 
to resourcing in support of information security efforts across the 
organisation. 

Access the video by visiting the OVIC website: 
https://ovic.vic.gov.au/agency-reporting-obligations-hub/vps-stakeholders/

Submit a question via MS Teams Chat or Slido [code: FebVISN]

https://ovic.vic.gov.au/agency-reporting-obligations-hub/vps-stakeholders/
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We’ve refreshed our website to 
include an Agency Reporting 
Obligations Hub. 

Here VPS stakeholders will find 
everything they need for this year’s 
reporting cycle. 

Submit a question via MS Teams Chat or Slido [code: FebVISN]



Legislative Obligations
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Part 4 of the PDP Act 

Security Risk 
Profile 

Assessment 
(SRPA)

Section 89(1)(a) The public sector body Head must ensure that a security 
risk profile assessment is undertaken for the agency or body

Section 89(2) A security risk profile assessment of an agency or body must 
include an assessment of any contracted service provider of the agency or 
body to the extent that the provider collects, holds, uses, manages, 
discloses or transfers public sector data for the agency or body.

Protective Data 
Security Plan 

(PDSP)

Section 89(4) A public sector body Head must ensure that the protective 
data security plan prepared under this section is reviewed--

(a) if there is a significant change in the operating environment or the 
security risks relevant to the agency or body; or

(b) otherwise, every 2 years.

Section 89(5) A public sector body Head for the agency or body must 
ensure that a copy of the protective data security plan is given to the 
Information Commissioner.
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ENGAGE
1 Engage your executive and assemble your team*

2 Review your previous PDSP and internal security program

UNDERTAKE
3 Undertake an updated SRPA ensuring you capture risks associated with CSPs and third-parties

4 Review and/or update your risk register 

DEVELOP

5 Download the 2022 PDSP form and How-to Guide

6 Develop your 2022 PDSP in consultation with relevant stakeholders

7 Validate your PDSP responses (internally or externally)

SUBMIT
8 Brief your executive and seek sign off on the finalised PDSP 

9 Submit PDSP to OVIC by 31 August 2022

OFFICIAL Submit a question via MS Teams Chat or Slido [code: FebVISN]
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Single Organisation Sample Approach

*we acknowledge that some organisations 
may not have a team to leverage off.
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ENGAGE

UNDERTAKE

DEVELOP

SUBMIT
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Engage 

When engaging executive teams, organisations need to consider what approach will work best for their business. 

1
NOMINATE AN EXECUTIVE SPONSOR
An important first step includes the nomination of an Executive Sponsor who will champion the 
significance of information security throughout the business. 

2
ESTABLISH A WORKING GROUP TO COORDINATE EFFORTS
A working group may help coordinate efforts in implementing the VPDSS and should include 
representation from all areas of the business. 

3
CONFIRM YOUR ORGANISATION’S INFORMATION SECURITY LEAD
Your information security lead acts as a central point of contact for OVIC, helping deliver important 
information security messages and updates relating to the Framework and Standards. 
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ENGAGE

UNDERTAKE

DEVELOP

SUBMIT
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Review PDSP and Internal Security Program 

Review your previous PDSP and internal security program

On track

Not met

Complete
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Review – At least annually or when operating environment changes

Consultation
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Undertake a SRPA

Security Risk Profile Assessment (SRPA)

Risk Identification Risk Analysis Risk Evaluation Risk Treatment

Select information 
asset(s)

Identify:
• Events
• Causes 

(threats)
• impacts
• risks

Evaluate existing 
controls

Rate: 
• business 

impacts 
(consequences)

• likelihood
• risks

Consider risk 
treatment options

Risk tolerance

Prioritise 
treatment of risks

Identify possible 
security measures 

Evaluate security 
measures 

Endorse security 
measures 

Assess target risk

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

FOR YOUR PDSP, KEEP 
NOTE OF:

• relevant risk reference 
for your agency/entity

• the supporting control 
library from which the 
security measure was 
selected

• implementation status 
of various security 
measures 

• proposed completion 
date for implementation 
of these security 
measures 

Track in risk register
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Develop – Approach 1: SRPA informing PDSP

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

FOR YOUR PDSP, KEEP 
NOTE OF:

• relevant risk reference 
for your agency/entity

• the supporting control 
library from which the 
security measure was 
selected

• implementation status 
of various security 
measures 

• proposed completion 
date for implementation 
of these security 
measures 

Review

Consultation

SRPA

Risk Treatment

Identify possible 
security measures 

Evaluate security 
measures 

Endorse security 
measures 

Assess target risk

Track in risk register
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Develop - Approach 2: PDSP informing SRPA

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT Consider each element and its 
applicability to your environment

Review your risk register to identify applicable risks 
and identify gaps, anomalies and discrepancies

Record SRPA 
outcomes in PDSP 
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The 2022 PDSP form – hot off the press!

VERSION 3.1
ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

Some of you may have accessed an earlier version of 
the form (V3.0), however as of 9 February 2022 V3.1
has been published and supersedes V3.0. 

Visit our website to access the latest version:
https://ovic.vic.gov.au/agency-reporting-obligations-hub/vps-stakeholders/

https://ovic.vic.gov.au/agency-reporting-obligations-hub/vps-stakeholders/
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The 2022 PDSP form – what’s new, what’s changed

OVERALL FORM STRUCTURE
ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

PART B

Contact details and 
Organisational Profile 

Assessment (OPA)

PART A

Introductory notes and 
all 12 Standards and 
associated Elements

Removed

Feedback to OVIC and 
Appendix

PART C

Attestation
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The 2022 PDSP form – what’s new, what’s changed

Cut down explanatory 
and introductory notes 
from the 2020 PDSP form These are now in the 

How-to Guide

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

FORMER PDSP FORM
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The 2022 PDSP form – what’s new, what’s changed

PART A

Added a note to auditors reiterating the risk-based nature 
of the Victorian Protective Data Security Standards 

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT
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The 2022 PDSP form – what’s new, what’s changed

PART A

Column order has shifted

‘Partial’ option allows for 
greater granularity with 
‘some’ or ‘most’

Completion dates updated

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT
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The 2022 PDSP form – what’s new, what’s changed

PART A
Added ‘Other’ option for 
supporting control libraries

Maturity assessment moved towards 
the end of the Standard

Optional free text field provided at the 
end of each Standard to contextualise 
responses

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT
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The 2022 PDSP form – what’s new, what’s changed

PART B – Organisational Profile Assessment
Reframed Critical 
Infrastructure question 
(now IACS)

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

Reference to former 
protective marking scheme 
removed

Added field for indicating 
how the PDSP was validated
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The 2022 PDSP form – what’s new, what’s changed

PART C – Attestation
ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

Attestation must be signed by the public sector body 
Head, not a delegate
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New guidance: How-to Guide

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

How do I use it?

You can work your way through the guide from 
start to finish, or jump ahead to Part A. 

The How-to Guide sets out each field contained in 
the 2022 PDSP form and provides an 
accompanying explanation and/or description. 
Includes screenshots for visual references. 

What is it?

A detailed guide designed to assist you in 
completing the 2022 PDSP form. 

Where do I find it?

Download a copy from our website: https://ovic.vic.gov.au/agency-reporting-obligations-hub/vps-stakeholders/

https://ovic.vic.gov.au/agency-reporting-obligations-hub/vps-stakeholders/
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What’s inside?

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

Frequently Asked Questions 
(FAQ)

Frequently asked questions about 
the PDSP and reporting period. 

If you are new to the reporting 
process or would like to gain further 
insights into the intent of the PDSP 
form, we suggest starting with the 
FAQs as these may provide useful 
context and background. 
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What’s inside?

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

Part A of the PDSP form

Provides detailed guidance on each 
field within Part A of the PDSP form, 
including:

• Purpose of each field

• Field explanations

• Examples for how to complete 
each field
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What’s inside?

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

Part B of the PDSP form

Provides detailed guidance on each 
field within Part B PDSP form, 
including:

• The agency head executive 
summary

• Questions within the 
Organisational Profile Assessment 
(OPA)



Freedom of Information | Privacy | Data Protection

28OFFICIAL Submit a question via MS Teams Chat or Slido [code: FebVISN]

OFFICIAL

2022 VISN | Protective Data Security Plan (PDSP) and How-to Guide

What’s inside?

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

Part C of the PDSP form

Provides guidance on the purpose of 
and options (soft copy vs. hard copy) 
for completing the Attestation within 
the PDSP form.
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What’s inside?

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

Submission, Next Steps, and 
Useful Links

Provides:

• options for submission based on 
the protective marking assigned 
to the PDSP 

• next steps to consider following 
submission, and

• useful links that will help 
throughout the reporting 
process. 
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ENGAGE
1 Engage your executive and assemble your team*

2 Review your previous PDSP and internal security program

UNDERTAKE
3 Undertake an updated SRPA ensuring you capture risks associated with CSPs and third-parties

4 Review and/or update your risk register 

DEVELOP

5 Download the 2022 PDSP form and How-to Guide

6 Develop your 2022 PDSP in consultation with relevant stakeholders

7 Validate your PDSP responses (internally or externally)

SUBMIT
8 Brief your executive and seek sign off on the finalised PDSP 

9 Submit PDSP to OVIC by 31 August 2022
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Single Organisation Sample Approach

*we acknowledge that some organisations 
may not have a team to leverage off.
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Submit

ENGAGE

UNDERTAKE

DEVELOP

SUBMIT

Submission 
to OVIC

Submission options are outlined 
in the How-to Guide

Ensure you consider internal processes 
to allow enough time to gain sign off 

Public sector body 
Head sign off

Engage public sector body Head 
and relevant stakeholders

https://ovic.vic.gov.au/agency-reporting-obligations-hub/
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A word on the Multi-organisation Reporting model

Primary 
organisation

Subsidiary 
entity

Subsidiary 
entity

Subsidiary 
entity

Where appropriate an organisation (primary 
organisation) may request a multi-organisation PDSP 
form to use to report on behalf of itself and its 
subsidiary entities.

This reporting approach may be based upon a 
portfolio model where agencies or bodies fall within 
the portfolio of responsibilities of a department 
(primary organisation) and have a similar control 
environment and risk profile to nominated subsidiary 
entities. 

Please contact OVIC’s Information Security Unit to 
discuss your requirements. 
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In January 2022, we released version 2.1 of the 
VPDSS Glossary. 

This document defines the terms and acronyms 
used in the VPDSS and VPDSF material, including 
the Protective Data Security Plan. 
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Rachel Dixon
Deputy Commissioner

Privacy and Data Protection
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Please provide any feedback you have on 
today’s session. 

For those with questions following this 
forum, please email:

security@ovic.vic.gov.au 
Go to slido.com



Thank you!
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