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We acknowledge the traditional custodians 
of the land on which we are meeting 
today, and pay our respects to them, their 
culture and their Elders past, present and 
emerging. We also acknowledge the Elders 
from other communities who may be here 
today.
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Agenda – Session 13
1. Welcome by Sven Bluemmel, Victorian Information Commissioner

2. Release of the updated Framework 

3. Release of supporting products

4. Upcoming release of Practitioner Guide: Information Security Risk Management
Former Chapter 1 – Assurance Collection

4. Deep dive into the new Protective Data Security Plan

5. Multi-Organisational Reporting and supporting processes

6. Questions
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Live Streaming/Recording of Event & Copies of Slides

Slides

For those who want to access a copy of 
this slide deck please refer to the 
Victorian Information Security Network 
page on the OVIC website. 

Live streaming / recording 

This event is being live streamed on Periscope. A recording of this be posted on our website after the event.  

Victorian Information Security Network Forum – February 2020



SLiDo

During 
be using an online tool (Sli.do) offering you an opportunity 
to interact with our presentation, engage in polls and ask 
questions.

For those using the tool you will have the option of asking 
questions anonymously and can also access a link 

The team will moderate the tool and will post any relevant 
comments or material to the audience…
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SLiDo

Q507
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Session 1: VPDSF / VPDSS product 
update and PDSP briefing



The Framework re-cast (v2.0) 
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Following an extensive review of our product suite, the 
Victorian Protective Data Security Framework (the Framework) 
document has been heavily revised.

The Framework document now: 

• outlines the monitoring and assurance activities 
of VPS Organisations and OVIC, and

• articulates the relationship of the Standards to 
the Framework and Regulatory Action Plan (RAP).



SRPA and PDSP re-framed
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As part of this broader product review, OVIC has also updated some of its monitoring and assurance tools. 

This included re-framing what a Security Risk Profile Assessment (SRPA) and a Protective Data Security Plan 
(PDSP) were.

1. 
Identify 

2. 
Analyse

3. 
Evaluate

4. 

Treat

PDSP
A PDSP is a reporting tool for VPS 
organisations to submit to OVIC. 

SRPA
A SRPA is an end to end, 4 stage process that 

enables VPS organisations to identify, 
analyse, evaluate and treat information 

security risks. 



The SRPA explained

Victorian Information Security Network Forum – February 2020

To perform a SRPA, organisations should adopt the risk 
management process outlined in ISO31000, applying a security 
lens to the risk assessment and subsequent management activities. 

Scope, Context, Criteria

Risk Treatment
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Risk Evaluation

Recording & Reporting

Risk Management process 
outlined in ISO31000

• VPS organisations should undertake a SRPA regularly 
(at least annually)

• The SRPA process must include assessments of 3rd 
parties that deal with public sector information for the 
VPS organisation, for example, contracted service 
providers

• The outcomes of a SRPA should be documented in a 
VPS organisation’s risk register



Practitioner Guide: Information Security Risk 
Management 
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Chapter 1 of the former Assurance Collection has been 
refreshed and will be presented as a Practitioner Guide.

This guide will walk organisations through the SRPA 
process.

This Practitioner Guide will be published in the coming 
weeks.

The remaining chapters of the former Assurance 
Collection relate to obsolete resources that are no longer 
relevant, but an archived version of the collection is 
available on GovTEAMS.

Coming Soon!



Relevant material previously included in the former version of the Framework document, will be 
represented as supplementary resources within the GovTEAMS community and on the OVIC website. 

Example resources include: 

Accessing Former Framework content

Victorian Information Security Network Forum – February 2020

InfoSheet
Guiding Principles

InfoSheet 
Partnering Entities 

Feb 2020
Document Map

InfoSheet 
Multi-Organisation 

Reporting

PDSP Submission 
Process



GovTEAMS
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Email security@ovic.vic.gov.au to request to join the online VISN community!

mailto:ecurity@ovic.vic.gov.au


Deep dive into the new PDSP form



What is a PDSP?
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A Protective Data Security Plan (PDSP) is a reporting 
tool, used by VPS organisations to:

• advise OVIC of their maturity level, and 
implementation status of the Standards, 
referencing information security risks as identified 
as part of the SRPA process;

• articulate the VPS organisation’s security profile; 
and

• attest to the implementation activities as required 
by the Standards.



Commonly asked questions

Victorian Information Security Network Forum – February 2020

Where do I get a copy of the PDSP template?
A current copy of the PDSP template, refer to the Agency Reporting Obligations page on the OVIC website. 

Who fills in the PDSP?
The PDSP should be completed by a person with sufficient knowledge of the security operations of the organisation. 

Who signs the Attestation (Part D of the PDSP form)?
Under the PDP Act, your public sector body Head is responsible for providing a copy of your organisation’s PDSP to 
OVIC. However, your organisation’s PDSP can be submitted to OVIC by anyone authorised by your organisation. 

Part A of the PDSP form provides a section where the public sector body Head can nominate an authorised person. 



Part A – Agency Head Executive Summary

Victorian Information Security Network Forum – February 2020

Agency Head

Authorised Person
(authorised by Agency Head)

Point of Contact

Portfolio Dept.

Free text field, 
where you can 
describe 
achievements since 
the last PDSP 
submission 

Free text field, 
where you can 
describe 
challenges / 
barriers



Part A – Organisation Profile Assessment
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Critical assets are defined as: 

Essential or important assets, 
which if compromised, degraded, 
rendered unavailable for an 
extended period or destroyed, 
would significantly impact on the 
social or economic wellbeing of the 
organisation or Victorian 
community.

Enter the percentage (%)
breakdown of information assets as 
per their protective marking. 

N.B. Your IAR may help you with 
these responses, however if this is 
not available please provide an 
estimate. 

N.B. This section provides both the 
former and new protective marking 
scheme options.

Refer to your incident register for 
this figure. If your organisation 
does not have an incident register 
(element E6.040), enter an 
estimate 

If your organisation does not have 
a register of third party 
arrangements (element E8.050), 
enter an estimate 

Did a consultant or 3rd party assist 
the organisation in completing the 
PDSP?

Refer to the Business Impact Level 
(BIL) table and your organisation’s 
Information Asset Register (IAR).



Part B – A working example
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E6.040



Part B – A working example  
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E6.040 The organisation records information security incidents in a register

What should you record in the Entity Risk Ref(s) field?

OVIC2020



Part B – A working example
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Partial OVIC2020E6.040 The organisation records information security incidents in a register

What should you record in the Status field?

OVIC2020Partial



Part B – A working example
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Partial OVIC2020E6.040 The organisation records information security incidents in a register

What should you record in the Supporting Control Library field?

OVIC2020 OtherPartial



Part B – A working example
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OVIC2020 OtherPartial

Partial OVIC2020E6.040 The organisation records information security incidents in a register

What should you record in the Proposed Completion field?

OVIC2020 OtherPartial 2021/2022+



Part B – A working example
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E6.040 The organisation records information security incidents in a register

BASIC CORE CORE



Part C

Victorian Information Security Network Forum – February 2020



Part D
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If you check this box, the 
authorised person 
identified in Part A of the 
PDSP template will be 
automatically filled in here.

Should your agency head 
wish to manually enter their 
information here, they still 
can.



Multi-Organisation Reporting



Updates to the Multi-Organisation Reporting Process
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The multi-organisation PDSP reporting process has 
changed!

An information sheet and supporting workflow has 
been produced to assist organisations in this updated 

process.

Organisations must advise OVIC, no later than May,
of their intention to submit a Multi-Organisation 

PDSP. 

These resources are available for download from the 
OVIC website. 



Session 2: Information Security Incident 
Notification Scheme



Overview of the Scheme
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We acknowledge there will be subtleties assessing incidents

If in doubt about whether an incident needs to be reported, notify OVIC regardless

The Notification Scheme was introduced in October 2019 and is currently in play…



What’s actually required under the scheme
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Notify OVIC of incidents that have an 
adverse impact on the:
• Confidentiality, 
• Integrity, or
• Availability 
of public sector information with a 
business impact level (BIL) of 2 
(limited) or higher. 

Standard 9  - Element E9.010



Visual representation of the scheme

Victorian Information Security Network Forum – February 2020

Incident notification threshold met
Notification required 
within 30 days

No notification required



Key points about the scheme

Victorian Information Security Network Forum – February 2020

• These two terms are quite distinct, and have different meanings

• Under the incident notification scheme, the confidentiality of the information is not the only 
focus.

If there is an adverse impact to the integrity and/or availability of the information or 
information system(s), the incident would qualify under this scheme

• A breach however, primarily focuses on a compromise to the confidentiality of information

Incident vs. Breach



Key points about the scheme
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Coverage

• Forms of information, for example: 
o Soft copy / Digital,
o Hard copy /Physical Documents, and 
o Verbal disclosures

The scheme applies to ALL:

• Types of information, for example: 
o financial records, 
o personal information,
o general corporate information, and
o health information.



Key points about the scheme
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• The scheme only applies to information assessed at a BIL of 2 or higher

• This means compromise of the Confidentiality, Integrity or Availability of the information would be 
expected to cause either:
• limited (BIL of 2)
• major (BIL of 3)
• serious (BIL of 4) or
• exceptional (BIL of 5) 
harm or damage

• BILs are determined by the originator the information 

Refer to the VPDSF BIL table on the OVIC website for more information on BILs

Business Impact Level (BIL) 2 or higher
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Before we jump in…
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There may be multiple players involved in the oversight and management of an incident, but primarily 
today we will focus on: 

• Information Security Unit within OVIC

• Privacy Guidance Unit within OVIC

• Cyber Incident Response Service (CIRS)

Text

The purpose of walking through a scenario is to show how your organisation may interact with 
OVIC and DPC, once a notifiable incident has been identified. 

We won’t be stepping though the full incident 
response process, but will go through each of 
the units roles and responsibilities.

1. Plan & 
Prepare

2. Detect 
& Report

3. Assess & Decide

4. Respond

5. Lessons 
learnt



Introduction of key players in this scenario
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Privacy Guidance Unit within OVIC

• Receive voluntary reports of data breaches involving personal 
information

• Provide guidance – contemporaneous and after the fact – mainly 
focused on minimising harm to affected individuals

• 9 – 5 business days – mix of telephone/written report

Information Security Unit within OVIC

Oversight of all information security incidents for organisations that 
fall under Part 4, Privacy and Data Protection Act 2014

• No response capability 

• Operate 9am – 5pm, Monday to Friday
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Cyber Incident Response Service within CSU

24/7 Cyber Incident Response Service (CIRS):

• coordinates government responses for cyber security incidents

• provides cyber threat intelligence

• provides remote and onsite services

Introduction of key players in this scenario

https://www.vic.gov.au/victorian-government-cyber-incident-response-service


Scenario: Incident Summary
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“Unauthorised access to HR system, resulting in exfiltration of information”

Organisation’s ability (capability and capacity) to respond: Minimal

Incident attributes: Compromise of the confidentiality of soft copy information

Status: Ongoing

Incident Identified: 02/02/2020

BIL assessment of information: BIL 2 - Compromise of the C, I and A resulted in limited harm or damage to -

• Individuals: limited breach of personal information (including sensitive information as defined in Schedule 1 of the PDP 
Act 2014) (Personal Injury category in VPDSF BIL table) 

• The organisation: limited reputational damage or embarrassment for the organisation (Public Services category in VPDSF 
BIL table) 



So what players could be involved?
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Based on the incident attributes, the following players may be involved -

Who should I notify?

Cyber response required            
>> Engage the Cyber Safety Unit

Privacy advice required            
>> Engage the OVIC Privacy Unit

Threshold met for Information Security Incident notification scheme           
>> Engage the OVIC Information Security Unit 



Where to start?
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After dusting off your incident response plan you recognise that your 
organisation doesn’t have the capacity or capability to effectively 
respond to the incident. 

Given that this is a cyber incident, you may seek assistance from the 
Cyber Incident Response Service (CIRS) within the Cyber Safety Unit. 

James McMillan, Advisor - Cyber Incident and Emergency 
Management can tell us more about what to expect when you call 
1300 CSU VIC or email cybersecurity@dpc.vic.gov.au

Step One  

First, you need to stop the bleed…

mailto:cybersecurity@dpc.vic.gov.au
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Working through the issues…

Turning to our privacy colleagues, we pose the question -
What sort of things should you need to take into account 
in an incident like this? 

Dermot Dignam, Manager Privacy Guidance can tell us 
more about what to expect when you call 1300 006 842 
or email privacy@ovic.vic.gov.au

Step Two

Once you have managed to contain the incident, you 
can now turn your attention to limiting the impact.

mailto:privacy@ovic.vic.gov.au


Formally notifying OVIC
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It is important that the notification process should not get in the 
way of responding or addressing your incident.

If you have already spoken to the OVIC Privacy Unit, 
you will have satisfied this requirement and don’t 
need to notify OVIC again. 

Anthony Corso, Assistant Commissioner Information Security 
can tell us more about what to expect when you submit a 
notification form to incidents@ovic.vic.gov.au

Step Three

VPS organisations need to notify OVIC within 30 business days 
of identifying an reportable incident (BIL of 2 or higher). 

mailto:incidents@ovic.vic.gov.au


Key things to remember
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Organisations:

• need to ensure their teams are coordinating internally on incident management

• may need to update their internal processes to address the notification scheme

• should ensure that they: 
• have an Incident Management Plan –

o CSU have a sample Cyber Incident Management Plan (CIMP) available 

• test their incident management plan at least annually 

We are trying to minimize the reporting burden by allowing multiple avenues to not only notify, but 
also request assistance.

Depending on the particular incident, you may choose a different path and that's ok - we will be 
there to direct you.



For those with questions following this forum, please email 
security@ovic.vic.gov.au 

Questions


