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The Office of the Commissioner for Privacy and Data Protection (CPDP) engaged KPMG to conduct 
a review of the Victoria Police Security Incident Management Framework for the protection of law 
enforcement data, including a critical assessment of organisational security incident management 
practices.1

Security Incident Management is a process ‘aimed at minimising the immediate and long-term 
business impact of incidents’2. Victoria Police faces a broad range of security threats and vulnerabilities 
requiring constant identification, assessment and management – and a response proportionate to the 
risk.

An adequate response will take into account the nature, scope and severity of an incident, and 
will be, importantly, dependent on an organisation’s risk appetite. The ability to implement pre-
planned, comprehensive, well-rehearsed, and repeatable security incident management practices 
proportionate to this risk appetite is key.

With this in mind, the review identified a ‘consistent set of factors to be considered by [Victoria Police] 
when determining its approach to the management of security incidents’3 – a framework for best 
practice security incident management.

1 Reviews of Victoria Police Security Incident Management have previously been conducted by CPDP in November 2008 and 
December 2010.

2 Security Incident Management: Good Practice Guide (2015). Centre for the Protection of National Infrastructure, National 
Technical Authority for Information Assurance. p.1. Document accessed from https://www.ncsc.gov.uk/content/files/
guidance_files/Security%20Incident%20Management%20(Good%20Practice%20Guide%2024)_1.2_0.pdf. Site accessed 2 
December 2016.

3 Security Incident Management (2015). p.4.

1 Introduction
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2.1 Review purpose

The review aimed to determine the extent to which Victoria Police has implemented an effective 
Security Incident Management Framework.

A Security Incident Management Framework (SIMF) (Appendix A) has been developed by CPDP as both 
an operational and strategic platform to support and underpin the objectives of an effective incident 
management framework in general, with the document having the capability to be tailored as required 
to individual needs of an organisation. The SIMF is expected to be a primary control reference within 
the Victorian Protective Data Security Standards (VPDSS).4

KPMG was also tasked with validating the SIMF against benchmark national and international 
standards. CPDP considered that a validated SIMF would provide a sound basis for assessing current 
Victoria Police security incident management and practices.

The SIMF models controls, and control objectives, across the four phases of the security incident 
lifecycle being:

• Preparation – effective incident response capability through planning and preparation

• Detection – capability to assess events and identify incidents

• Handling – capability to respond to identified incidents in a timely manner

• Prevention – capability to reduce the business impact of a security incident and to prevent 
incidents from re-occurring.

Victoria Police have obligations regarding effective security incident management under the Standards 
for Law Enforcement Data Security (SLEDS), specifically Standards 32 and 33, Security Incident 
Management. Effective security incident management objectives are explicitly stated, being:

• Standard 32 objective - To allow timely and corrective action to be taken in the event of an 
information security incident in order to protect law enforcement data and reduce the impact and 
likelihood of damage caused by the failure of information security controls, and;

• Standard 33 objective - To ensure feedback on incidents and that information security incident 
management procedures can be continually improved so that future incidents are better 
managed.5

The SLEDS are authorised under the Privacy and Data Protection Act 2014 and are binding on Victoria 
Police.

4 Victorian Protective Data Security Standards. Standard Seven – Security Incident Management. Accessed from  
www.cpdp.vic.gov.au.

5 Standards for Law Enforcement Data Security (SLEDS) 2014. Security Incident Management, Standards 32 and 33.  
Accessed from www.cpdp.vic.gov.au.

2 Review purpose and methodology
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2.2 Review methodology

The review undertook an assessment of the following components impacting on, or influencing, 
security incident management and practices within Victoria Police. These components included:

• all relevant Victoria Police security incident management policies and guidelines 

• overarching governing legislation and standards (eg. SLEDS and the Australian Government 
Protective Security Policy Framework)

• current Victoria Police governance arrangements and statements of strategic direction

• Victoria Police security incident subject matter expertise

• current Victoria Police security incident lifecycle across preparation, detection, handling and 
prevention within all security domains (physical, personnel, information and ICT).

The review included:

• stakeholder consultations within Victoria Police

• consultations with and document review of other jurisdictions (United Kingdom, New Zealand and 
South Australia). 

• a sample assessment of Victoria Police security incidents

• attendance at a Victoria Police i-SAG6 meeting

• a high-level review of the SIMF against national and international benchmark standards

• a capability maturity assessment (Appendix B) of Victoria Police’s information security 
management and practices against the security incident lifecycle phases.

6  Information Security Assessment Group.
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3 Findings

Overall, KPMG provided a maturity assessment of Victoria Police information security incident 
management and practices as ‘Repeatable’, meaning that the process is documented sufficiently such 
that repeating the same steps may be attempted.7

The assessment by KPMG also delivered a series of detailed observations and findings. CPDP and 
Victoria Police evaluated KPMG’s assessment, and identified and agreed upon five high-level findings 
fundamental to improving security incident management and practices within Victoria Police. 

These findings form the basis of the recommendations made in this report. 

For the sake of completeness, the report also recommends that Victoria Police adopt and implement 
the SIMF in order that Victoria Police’s security incident management and practices be aligned with 
those of the wider Victorian public sector as implementation of the VPDSS takes place.

To further support this recommendation, the review has linked each finding to the relevant Standard 
for Law Enforcement Data Security, and also mapped against the corresponding Standard/s within 
the Victorian Protective Data Security Framework (VPDSF).8 The mapping highlights the relevance of 
the findings against what is currently expected under the SLEDS, and their ongoing applicability to 
information security incident management under the VPDSF.

3.1 Fragmented documentation exists  
for security incident management  
and practices

SLEDS – Std 1
VPDSF – Std 3, 7

Good security incident management documentation underpins an organisation’s ability to safeguard 
its assets through supporting and maintaining the development of:

• strong governance arrangements

• effective risk management processes

• a positive security culture amongst staff

• business objectives including business continuity

• opportunities for continuous improvement.

Without comprehensive and effective documentation, these capabilities can become eroded and 
ineffectual.

Documentation should be concise and aim to provide clear direction. It should also provide a basis 
for training in security awareness and for reinforcing and measuring compliance with policy and 
legislation. Furthermore, new or altered policies and procedures need to be communicated to all 
employees to ensure they are properly implemented. 

The review identified fragmented information security documentation across organisational and 
station-level policy and process, with no single document providing a comprehensive overview of 
the Victoria Police information security incident management process. The review also highlighted 
complex, lengthy, and often duplicated, documentation, with different documents seeking to establish 
different security incident management roles and responsibilities. The result is that the primary source 

7  It is characteristic of processes at this level that some processes are repeatable, possibly with consistent results. Process 
discipline is unlikely to be rigorous, but where it exists it may help to ensure that existing processes are maintained in times of 
stress.

8  This mapping is one way (SLEDS to VPDSF) as the SLEDS are the current regulatory requirement for Victoria Police pending 
their transition to the VPDSF in 2017.
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of advice and guidance is often obfuscated. This finding is supported by site inspections of Victoria 
Police facilities undertaken by CPDP where employees frequently reported that it is difficult to ‘see the 
wood from the trees’ with regards to policy and process documentation.

The review reinforced that fragmentation of documents presents a significant risk to effective 
communication of, and compliance with, information security management processes and 
obligations. For example, discussion of reporting processes and associated roles (see Finding 3.2) is 
duplicated across several organisational policy documents. In addition, many documents reviewed 
have not been updated for several years, with a number dating back to 2011.

Multiple contesting documents also create the potential for issues with consistency when roles and 
responsibilities are changed (refer to Finding 3.4).

CPDP notes the advice from Victoria Police that organisational policy (the Victoria Police Manual or 
VPM) is currently undergoing significant review, including restructure, driven by employee confusion 
around the application of, and adherence to, Policy (VPM-P) and Guidance (VPM-G) material. It is 
also relevant to highlight that the Information Management, Standards and Security Division (IMSSD), 
the primary specialist information security capability within Victoria Police, does not drive the layout 
of the VPM. As such, the review observed that IMSSD change-management around information 
security policy and operating procedure functions in a difficult environment driven by organisational 
bureaucracy (including difficulty in influencing decision-making), and resource constraints (time, 
personnel and financial).

Through the review process, Victoria Police advised that organisational policy is both slow to change 
and to implement. Whilst recognising these difficulties, Victoria Police need to develop a more agile 
and responsive approach to security incident management. However, IMSSD have the potential to 
drive change at the frontline through the provision of primary, authoritative, and easily accessible 
guidance documentation.

Recommendation One

That Victoria Police review, validate, and update security incident management policies ensuring 
they are simplified, integrated and communicated to all stakeholders.
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3.2 Security incident awareness and 
reporting is inconsistent and 
ineffective

SLEDS – Std 7
VPDSF – Std 6, 7

Promoting a strong security awareness and learning culture is essential to supporting and encouraging 
the reporting of security incidents. This, in turn, facilitates the capture of sufficient and robust data and 
the identification of root causes of problems. Aligning closely with other key findings of this report, 
effective security incident awareness is linked to the need for good documentation, clear and defined 
roles and responsibilities, and effective risk management – as well as the crucial role of training 
and education. The central outcome from improved awareness and reporting is the ability to feed 
‘lessons learnt’ back into the prevention phase / focus of the security incident lifecycle, and promote 
continuous improvement.

The review highlights low organisational awareness around information security incident detection 
and reporting, whilst noting positive signs of progress. Pivotal to opportunities for improvement is a 
communication strategy focussed on simple messaging and engagement across:

• information security risks (refer to Finding 3.3)

• security incident management reporting obligations, and

• the security incident notification process.

The review found that IMSSD require access to a specialist communications and organisational 
change capability to support the Division’s wider educative function. Analysis of the CPDP longitudinal 
survey9 data against the Victoria Police Cultural Change project highlighted an inability to correlate 
positive change markers within the data to tangible programs and projects.

This finding is consistent with CPDP site inspections and the data from the CPDP longitudinal survey. 
Victoria Police employees indicate confusion around what constitutes an information security incident 
(such as the potential for incidents to occur, as distinct from, actual incidents having occurred), 
with the threshold for reporting being unclear due to the self-assessment of intent (intentional 
or unintentional, indications of malfeasance of criminality etc.). If there is any confusion around 
reporting, employees are less likely to appreciate risk; and with no appreciation of risk, it is likely that 
less reporting will be initiated (see Finding 3.3).

Force-wide information security training programs and awareness campaigns are undertaken by 
IMSSD, however are dependant on resource capacity and also any incident catalyst (ie. a primary focus 
resulting from a serious incident, or an identified thematic pattern or incident trend). CPDP notes 
that the Victoria Police Security Incident Registry (SIR) undertakes reactive / remediation training after 
an incident has occurred. These activities are an integral part of a Plan, Do, Check, Act continuous 
improvement lifecycle model. 

However, security incident training programs only form part of a wider and diverse organisational 
training schedule attempting to manage competing demands, expectations and deliverables. With 
Information Management and Information Security (IM&IS) now forming part of the Victoria Police 
‘CompStat’ process, requirements for Stations, Police Service Areas (PSAs) and Regions to report 
against and meet IM&IS expectations appear to be increasing faster than organisational awareness and 
acceptance of best-practice information security.

However improvements to organisational awareness are being attempted. IMSSD are currently 
undertaking an ongoing project around cultural change that includes program initiatives such as the 
roll-out of the IM&IS portfolio holders, and dedicated, mandatory online information security training. 
The review highlights that the active promotion of a culture of incident reporting is contributing 
positively to overall levels of information security awareness, including a growing trend of incident 

9 CPDP longitudinal survey of Victoria Police information security culture and practices 2012-2016
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reporting by members. However, there is scope for Victoria Police to continue to strengthen 
awareness across the organisation, as consultation participants commonly considered that it was the 
lack of awareness, rather than a cultural reluctance to report, that constituted the primary barrier to 
more effective incident identification and reporting.

The review emphasises the importance of a strong, centralised approach to information security 
awareness training to ensure consistency in content and delivery. While IMSSD have developed, and 
continue to develop, a number of tools to support information security incident management, there 
is a requirement to maintain the focus on training including the development of a comprehensive, 
varied, and innovative suite of initiatives.

Recommendation Two

That Victoria Police undertake force-wide Security Incident Management training focusing on:

• what constitutes a security incident

• what are members’ reporting obligations

• the reporting process.
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3.3 Limited visibility, and definition, of 
the link between security incidents 
and risks

SLEDS – Std 31, 33
VPDSF – Std 2, 7

Risk management is ‘a logical and systematic process of identifying, prioritising, treating, 
communicating and monitoring events that may prohibit an organisation from achieving its objectives 
[…]’.10 A comprehensive and effective risk management process is important to enable and enhance 
the identification and appropriate treatment of risks through:

• the development, documentation, implementation and regular review of risk management policy 
and process

• ensuring the successful application of the risk management policy through communication in a 
form and manner that is relevant, accessible and understandable

• the maintenance of ‘line of sight’ between risk managers and risk (at both the frontline and 
organisational level).

The review underscores a need for Victoria Police to strengthen the link between security incidents 
and risk. Limited security incident awareness (see Finding 3.2) and the corresponding failure to report 
security incidents severely limits Victoria Police’s ability to conduct an adequate risk assessment. 
Therefore Victoria Police’s risk posture remains undefined. This has direct consequences for training 
and resourcing in security incident management.

Consultations identified a separation and isolation of organisational risk assessment, governance, 
management, and capacity across various roles and functions responsible for managing security 
incidents. 

To highlight the importance of integrated security incident risk management, the Chief Risk Officer 
(CRO), as an Executive position, has oversight of three enterprise risks relating to information security. 
Visibility of information security management across Victoria Police is essential to the function of 
the CRO. The CRO sits on the Security Committee (focusing on information, physical and personnel 
security). Additionally, the CRO reports to Executive Command and has recently established regular 
meetings with the Agency Security Executive (ASE) in order to build a shared understanding of security 
risks and the work being undertaken to mitigate them.

The Chief Information Officer (who also holds the position ASE) maintains oversight of all security 
incidents within Victoria Police. The engagement of the role and function of the ASE at Executive 
Command level helps both maintain Organisational awareness and drive Executive endorsement of 
security incident management, and any relevant Organisational cultural change initiatives (See Finding 
3.2).

IMSSD, as the central point for security incident management in Victoria Police, has developed the 
capability to liaise with other risk and planning units within Victoria Police about the progress of 
information security related risks, and the implications of incidents across all four security domains, 
from a holistic enterprise risk perspective. (Also refer to Finding 3.4)

Frontline members indicated to the review that current processes for making resourcing decisions 
about identified enterprise information security risks appears to be not as effective as it could be. 
Again, this observation is supported by findings from the CPDP site inspections and the longitudinal 
survey - that organisational issues often play out at, and impact on, the local level – with the review 
underscoring the requirement, organisationally, for more sophisticated incident analysis to predict and 
guard against future risk.

10  Standards for Law Enforcement Data Security (2014). Chapter Eleven – Risk Management. p.67.
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Recommendation Three

That Victoria Police align and integrate security incident management and practice with the 
organisational risk management framework.
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3.4 Security incident roles and 
responsibilities are not well defined or 
understood

SLEDS – Std 3
VPDSF – Std 3, 5, 7

The security incident management environment can be a complex, and often changing, landscape. 
Sound governance involves, in part, clear direction and the assignment and acknowledgement 
of responsibilities in security incident management and practice. Clearly detailing SIM roles and 
responsibilities is important as it:

• provides clear direction and visible support for security incident management initiatives, including 
identifying SIM goals (tailored to organisational requirements)

• ensures SIM policy is developed, approved and reviewed

• ensures the availability of required SIM resources

• assigns specific roles and responsibilities for SIM and practices

• initiates plans and programs to maintain SIM and practices

• ensures that the implementation of SIM controls is coordinated.

Review observations highlight three distinct tiers of stakeholders engaged within the Victoria Police 
security incident management landscape. These tiers are:

1. Internal Victoria Police stakeholders

2. External stakeholders responsible for regulating protective data security and having a primary 
focus on (Victorian) law enforcement agencies – CPDP

3. Other oversight, regulatory, and specialist bodies.11

The review underlines that security incident management functions, activities, objectives and 
expectations of respective organisations are not well defined. Furthermore, there was confusion 
around the implementation and management of stakeholder relationships, including lines of 
communication, communication content, and the level of collaboration and cooperation required 
between internal and external stakeholders.

This lack of clear, defined SIM roles and responsibilities is also impacting negatively on the 
development and maintenance of future or existing protocols (such as the Escalated Reporting 
Protocol12 currently in place between IMSSD and CPDP).

Victoria Police are actively working to strengthen both engagement and understanding across the 
organisation, recognising that this is pivotal to supporting the implementation of a holistic enterprise-
wide approach to information security incident management – with the primary activities being SIM 
role identification, definition and promotion.

It is a certainty that ongoing and dedicated organisational support towards SIM capacity building is 
fundamental to enabling Victoria Police SIM capabilities. Building, and maintaining, capability around 
security incident management functions, activities, objectives and expectations is imperative to not only 
address organisational accountabilities, but also those of oversight and regulatory bodies like CPDP.

Recommendation Four

That Victoria Police identify, define and document all security incident management roles and 
responsibilities (such as within a RACI model).

11 For example IBAC, VAGO, PROV, VMIA etc

12 The Protocol aids the reporting of information security incidents by Victoria Police to CPDP
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3.5 Victoria Police does not have an 
effective or authorised SIMF in place

SLEDS – Std 32
VPDSF – Std 7

An effective and robust SIMF details and ensures a consistent approach to the management of 
security incidents by supporting the Plan, Do, Check, Act model of continuous improvement lifecycle. 
Importantly, a SIMF enables the systematic identification of opportunities to mature protective data 
security practices by providing organisational focus on, and impetus for, increasing security incident 
management capacity, capability and flexibility.

The review finds that Victoria Police’s security incident management is not optimised towards best 
practice, including by not currently having an adequate, robust SIMF. The key findings in this report 
indicate ongoing and elevated risks around current security incident management and practice 
including:

• the loss of confidentiality, integrity and availability of systems of data

• a loss of reputation / credibility with stakeholders

• disorganisation and inefficiency driven by protracted and/or poorly coordinated incident 
management activity

• security incident management communication that is not relevant, accurate or timely

• incidents reoccurring through not understanding risk, or applying lessons learnt.

As part of the wider review expectations, KPMG validated the attached SIMF against national and 
international benchmark standards and therefore it is ready for broader implementation. The validated 
SIMF forms a consistent, and best practice, model that Victoria Police should adopt and deploy.

Recommendation Five

That Victoria Police agree to adopt the SIMF and develop a roadmap for its implementation, 
including milestones and timelines.
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Recommendation One

That Victoria Police review, validate and update security incident management policies ensuring they 
are simplified, integrated and communicated to all stakeholders.

Recommendation Two

That Victoria Police undertake force-wide security incident management training focussing on:

• what constitutes a security incident

• what are members’ reporting obligations

• the reporting process.

Recommendation Three

That Victoria Police align and integrate security incident management and practice with the 
organisational risk management framework.

Recommendation Four

That Victoria Police identify, define and document all security incident management roles and 
responsibilities (such as within a RACI model).

Recommendation Five

That Victoria Police agree to adopt the SIMF and develop a roadmap for its implementation, including 
milestones and timelines.

4 Recommendations
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